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[bookmark: _Toc463352320][bookmark: _Toc496179519]Definitions, Acronyms, Abbreviations

	Term
	Definition

	FHIR
	

	NEIC
	

	ONC
	

	Other terms as needed
	

	HL7
	

	
	

	
	



[bookmark: _Toc463352321][bookmark: _Toc496179520]Reference Documents
	Document
	Link or Other Reference

	HL7 FHIR – since this is about accelerating FHIR, the link leads to the current state of FHIR content and resource definitions
	

	ONC Task Force Methodology 
	link

	Interoperability roadmap
	Link

	21st century cures act – this activity is directly supporting work specified in the act
	Link

	
	





[bookmark: _Toc496179521]Executive Summary

This project charter describes an effort convened by The Office of the National Coordinator to address potential solutions to infrastructure/ecosystem barriers that could accelerate HL7 FHIR adoption. 
· Potential barriers include lack of an industry wide FHIR resource locator, lack of common authentication and authorization approaches to assure appropriate patient privacy, gaps in ability to bridge patient identity across stakeholders, and a lack of industry wide governance and versioning for FHIR APIs.
· This is important to solve so that clinical data exchange between payers and providers can move more quickly in support of population health, volume to value, and care quality 
· A tiger team approach will be used to solicit wide industry input and develop, catalog and distribute best practices


What are the Benefits?
Why are we doing this?
How we will do this?
· A set of consensus-based implementation guides that drive consistency of FHIR based data exchanges between Payers and Providers
· A knowledge management process to share, update and publish consensus best practice
· A list of barriers that need regulatory solutions
· A demonstration project between EHR/HIE and payor end points that show value, will scale, and will not require fundamental new standards development
· Architecture that could enable progress on clinical clearinghouse solutions long term
The project will be successful when we deliver
· Pathway to FHIR adoption to enable interoperability acceleration
· [bookmark: _GoBack]Less friction between incalcitrant partners
· Data, process, and functional quality gaps known 
· Cost effective delivery of quality care
· Enable patients to activity engage in their health and care
· Assemble tiger teams
· Invite successful example thought leaders
· Harvest best practices integration patterns and align with existing development activities
· Consensus based approach; minimal to no standards development activity
· Agile approaches with a bias to speed
· Stay within compliance guardrails
· Leverage non-healthcare best practice
· Lack of locator services, security approaches, identity resolution, and testing approaches, will likely slow FHIR adoption
· Our industry has past learnings from cross-stakeholder, co-operative, data exchange solutions:  the NEIC, administrative transactions clearinghouse approach
· Given the growth in value based reimbursement and acceleration of population health processes that require data exchange between payers and providers, now is the time to focus on addressing ecosystem issues that impact FHIR
Removing barriers and aligning consensus based adoption via a network effect will accelerate adoption
Form a task force with tiger teams and focus on leveraging existing resources and best practices
By solving common ecosystem barriers, payers and providers can accelerate interoperability via the effective use of FHIR

[bookmark: _Toc496179522]Project Overview
[bookmark: _Toc496179523]Background
A group of highly motivated health information technology payers and health care organizations have come together to collaborate on a focused effort to accelerate FHIR adoption by addressing infrastructure barriers that will prevent wide scale FHIR deployment.  
This project charter outlines the problem, proposed approach, and defines what success looks like. 
[bookmark: _Toc496179524]Goals and Objectives
This project intends to achieve the following:
· Identify and prioritize a list of broad-based architectural, technical or process barriers that are likely to curtail wide scale FHIR deployment.
· Develop practical, consensus based, solutions to these barriers that could accelerate adoption, including a set of consensus-based implementation guides that drive consistency of FHIR based data exchanges between Payers and Providers 
· Create a knowledge sharing process to share, update and publish consensus best practice
· Identify a list of barriers that need regulatory solutions and document same for consideration to regulatory process
· Successfully conduct/coordinate/share demonstration projects   (or projects) between EHR/HIE and payer end points that show value, will scale, and will not require fundamental new standards development. This is a major outcome we are looking for….demonstration examples. 
· Design of a national architecture to enable FHIR based clinical clearinghouse solutions

[bookmark: _Toc496179525]Why is this Important
Payers are interested in implementing FHIR at scale because the current process of implementing clinical connectivity is expensive, takes significant time per interface, and currently has significant variability across endpoints. 
If we could accelerate FHIR, we could accelerate interoperability faster than allowed by current methods.  Value levers that drive this need are:
· Growing need for holistic data integration:  Increased speed to integrate payer/provider relationships for value based arrangements
· Consistent FHIR adoption: Reduced interoperability variation long term reduces cost
· Solve common problems once: Shared enablers removes duplicated cost and activities 
Once FHIR is broadly adopted, innovation players can mobilize on the resulting data. 
· API / service methodologies unlock new capabilities
· Uniformity may be catalyst for accelerating non-profit and for-profit clinical exchange networks
· Improvement in data exchange enablers frees capital for value-add patient and physician services development
[bookmark: _Toc496179526]Strategy alignment
This project aligns well with national HIT goals that include:
· Providing secure access to clinical information to improve healthcare delivery and manage cost
· Protecting the individual’s right to limit disclosure of information to specific individuals
· Providing for scalability to national implementations
· Ensuring solutions meet specific validation requirements to minimize deployment and operation issues
The National Shared Interoperability Roadmap 2018-2020 anticipates cross-stakeholder engagement.   Solving for HL7 FHIR Ecosystem enablers is a necessary shared goal across stakeholders
[bookmark: _Toc496179527]Scope
[bookmark: _Toc496179528]Purpose
Accelerate adoption of FHIR for production exchange of clinical information between providers and payers.  Solutions can apply to provider to provider exchange as well.  
While Connectathons and demonstration projects are promising, the need exists to establish a national architecture for the standardized exchange of information using FHIR.  This includes addressing resource / directory location, identity, authentication/authorization security, and consistent versioning to enable adoption by payers and providers to address challenges such as value based care.
By solving common ecosystem barriers, payers and providers can accelerate interoperability via the effective use of FHIR. A lack of directory/locator services, security standards, identity resolution, testing approaches, exchange enablers and API standardization, will likely slow FHIR adoption. However, our industry has past learnings from cross-stakeholder, co-operative, data exchange solutions that may be relevant patterns to embrace. For example, historical efforts surrounding administrative transactions adoption and formation of the NEIC administrative transactions clearinghouse approach in the 1980s may provide a good example (1). 
(1) See:  https://books.google.com/books?id=VQhbdDusHcsC&pg=PA42&lpg=PA42&dq=national+electronic+clearing+house+neic&source=bl&ots=1V4KfgDtJa&sig=jWUxT-X35-e_kiKc1mEfE2JdSqI&hl=en&sa=X&ved=0ahUKEwiAmLWH0MrRAhVI7CYKHTU7BIw4ChDoAQgZMAA#v=onepage&q=national%20electronic%20clearing%20house%20neic&f=false

Given the growth in value based reimbursement and acceleration of population health processes that require data exchange between payers and providers, now is the time to focus on addressing ecosystem issues that could accelerate FHIR adoption.
To be clear, our purpose is to augment and support the recent FHIR development efforts with an increased focus on addressing ecosystem types of issues that, if solved, can accelerate adoption.  We intend that existing FHIR specification development would not be impacted and, in fact, will continue to accelerate using existing conveners.   The various FHIR work efforts will be complementary:
FHIR Ecosystem Taskforce (new)
FHIR Adoption Programs (many e.g. Sequoia)
Test and Learn FHIR projects (e.g. Davinci)
FHIR Definition and Development (HL7)





Cross-industry communication and knowledge sharing



[bookmark: _Toc496179529]Project Scope
Activities in scope:
· Cross stakeholder exchange focused on care coordination and population health related use cases supporting value based care 
· Payer-provider integration
· Clinical or quality-focused data 
· Solutions to manage scale
· Technical & functional capabilities (may not involve FHIR resources to solve – may not be a FHIR resource, might be other enablers)
Activities out of scope:
· Funding/sustainability and governance
· Administrative transactions-only use cases (administrative data to supplement a clinical fact set that drives population health is fair game).
· Care delivery or treatment (will benefit from this work)
· Genomics (will benefit from this work)
· Creation of specific regulations to address exchange barriers (but project work may lead to proposed changes)

[bookmark: _Toc496179530]Specific Barriers to be addressed

There are barriers to scalable FHIR adoption that are the focus for this project.  The current Connectathon approach is good for testing content, but the infrastructure required to fully exchange data in real-world conditions is not fully developed.  Below is an explanation of the infrastructure barriers that need solving: 
Provider System
Payor System
FHIR Server
FHIR Server
User
Insured
Patient
1
1
2
2
3
3
4




User



1

[bookmark: _Toc496179531]Directory aka resource locator for a FHIR endpoint

There is no place to look up a FHIR end point for a given physician / organization.   How does a payer know where to find the FHIR endpoints for a given patient’s records?  How does a provider know how to find the FHIR endpoint for a patient / insured information outside of their organization?  
2

[bookmark: _Toc496179532]Identity – confirming the participants in and subject of the exchange

There is no consistent way to cross-walk patient identity during a FHIR exchange.   A payer likely identifies a person with an insurance ID. A provider identifies a person with some variation of medical record number.  How do we crosswalk the two identities in real-time and how do we manage the risk of mis-identification?



Security – ensuring compliance3


Today, we have limitations on our ability to ensure, in a scalable way, that the requestor of information using a FHIR based information exchange is appropriately authenticated and has the authorization to see the data requested.   How do we know the FHIR consumer has permission to ask or see? We need a scalable solution that works for hundreds of millions of patients/insured and millions of requesting organizations and individual providers. 
4

[bookmark: _Toc496179534][bookmark: _Hlk496165531]Testing, conformance and certification

How do we handle versioning of FHIR artifacts in a scalable environment? How do we test / validate consistently?  How do we manage the problem across multiple stakeholders with varying degrees of maturity?  And, most importantly how do we do so across hundreds of thousands of endpoints?
Additional detail on these barriers and the tiger team approach to address each barrier is in Appendix A. 
[bookmark: _Toc496179535]Governance
[bookmark: _Toc496179536]Convener and Participants
The project intends to be multi-stakeholder and open, but especially focused on engaging payers and providers in cross-industry FHIR adoption.  To get started, the project is being launched by the following sponsors and partner organizations:
· Anthem
· Blue Cross Blue Shield Alabama
· Blue Cross Blue Shield Association
· Cigna
· HCSC
· Humana
· Optum
· United Health
· HHS/CMS (via proxy)
· HHS/ONC
· Boston Children’s Hospital
· HIMSS

Importantly, a convener role will ensure that all participants have an equal voice and jointly drive progress.  Also, as several participants are publically traded companies subject to certain rules, it is important to have a 3rd party to oversee scope and progress and ensure transparency.  Our convener is the Office of the National Coordinator (ONC). 
As we move from planning to execution phase, many more organizations will be encouraged to participate to drive solutions.   We will develop a program structure to enable stakeholders to participate.  An example is below:
	Who
	Convener
	Drive Scope
	Supply Resource
	Supply Policy Input
	Supply Functional Input
	Validate/ Test

	ONC
	X
	
	
	
	
	

	Government Payer Cohort(HHS, VA, DOD, SSA) v
	
	X
	X
	
	X
	X

	Commercial Payer Cohort (BCBS Plan/ Cigna/ Humana/ Optum)
	
	X
	X
	
	X
	X

	Care Delivery Cohort (AMA, hospital, large provider group)
	
	X
	X
	
	X
	X

	EHR Cohort (Cerner, Epic, Allscripts, AthenaHealth)
	
	
	X
	
	X
	X

	TBD Policy Experts
	
	
	
	X
	
	

	Interoperability Community (Sequoia, SHEIC, others)
	
	
	X
	
	X
	X

	HL7, HL7 FHIR Community
	
	
	
	
	
	X

	HIT Supplier Community (Many)
	
	
	
	
	X
	X





Roles and Responsibilities
A Project Committee will be convened by ONC to provide high-level review and input to the effort and provide ongoing guidance on coordination.
Sponsors will each nominate a representative for serving on the project committee; provide technical resources and subject matter experts for input and to review project artifacts and deliverables. Sponsors also agree to participate in and recruit for Tiger Team participants and pilot implementations to the extent feasible.
Participants will provider subject matter expertise, solution approaches, and resources to pilot solutions.  Unstated but obvious, many for-profit entities are interested in adopting FHIR to accelerate product adoption.  We are sensitive to this and will strive to be inclusive and open in approach. 
ONC will provide project management staff resources to the project overall. Such project management services will include: organizing and staffing monthly Project Committee meetings; tracking milestones and deliverables; assisting the teams with project management, feedback from Connectathons and other market activities, working with Sponsors to recruit a cross-section of actors for pilots, testing, and Connectathons; maintaining coordination between teams; editing and production support of intermediate and final deliverables and artifacts, internal and external communications.
[bookmark: _Toc496179537]Deliverables

Deliverables and Timeline
The high-level milestones of the project are as follows. Dates will be adjusted as the project progresses:
	Team
	Activity
	Target Completion Date
	Additional Background

	Planning Committee
	Charter
	December 1
	Completion includes socializing with key stakeholders and public “launch.”

	Planning Committee
	
Form Steering Committee
	January 1
	

	Planning Committee
	Governance Approach
	January 1
	Includes governance committee, approach, process

	Planning Committee
	Tiger Teams
	February 1
	Define, invite members, and hold initial kickoffs

	Steering and Governance Committees
	Public Communications
	February 1
	Updated Announcements

	Tiger Teams
	Use cases
	TBD
	

	Tiger Teams
	Possible solution options
	TBD
	

	Tiger Teams
	Pilots
	TBD
	

	Steering and Governance Committees
	Publish results
	TBD, but expect total effort to be about 24 months
	



[image: ]
[bookmark: _Toc496179538]Approach
We will establish an ONC, Federal Agency, & Commercial sector task force that leverages “tiger teams” to focus on near term, practical, approaches to overcome high priority barriers to clinical interoperability between Payers and Providers.
We will also agree on best approaches to document and share task force results, including: 
1. How do we solicit and prioritize use cases. For example, a provider vs. hospital vs. payer may have slightly different lenses on integration challenges.  Teams will need to navigate needs across stakeholders and settle on the 80/20, setting aside edge use cases for the future. 
2. Methodology for describing use cases. We will need process flows for example, this was an early view of how to leverage multiple kinds of transactions to support a use case for identity cross walk:
An example is in Appendix B. 

[bookmark: _Toc496179539]

Project Management Process

This project will follow traditional ONC tiger team conventions. We also will have a bias towards leveraging what exists in the industry, rather than developing new standards or content.  Some additional principles:
· Invite successful example thought leaders who are experiencing the pain and listen to their issues
· Harvest best practices integration patterns and align with existing development activities
· Consensus based approach; minimal to no standards development activity
· Agile approaches with a bias to speed
· Stay within compliance guardrails
· Leverage non-healthcare best practice
ONC will manage the program.  Each tiger team will be responsible for a component.  There will be an architecture/governance group to knit the work products together horizontally.
As part of the program startup, we will establish the tiger team structure and responsibilities.  Here is a view of what the structure could be:
[image: ]
Each tiger team will fit into an overall process and structure to drive deliverables.  Pictorially, this could look like the flow, below.  Jointly, teams will align on use cases that drive the need for solving the 4 FHIR barriers.  Then, each tiger team will pursue more detailed work products and, potentially, participate in trial runs of possible solutions. 
[image: ]
The coordinating committee and overall task force will ensure that each tiger team adds to a set of deliverables that include architecture positions, standards best practices, and potential pilots. 
[image: ]
[bookmark: _Toc496179540]Critical Success Factors
To be successful, we must:
· Ensure we have the right subject matter experts at the table
· Focus on few, powerful, design points and show progress
· Have access to development and testing resources from stakeholders (people, process, data and technology)
· Include potential solution vendors, but be careful not to anoint winners and losers
[bookmark: _Toc496179541]
Risks, Issues, Decisions

We will need to manage a few risks and issues (we haven’t made and decisions yet). Remember:  a risk is something that might happen. An issue is, essentially, a risk that has happened that needs to be addressed:

	What
	Description
	Mitigation/Status

	Risk
	We might not have focused on the right 4 barriers (resource location, identity, security, testing/governance). 
	Solicit feedback briefly, but move forward with the known barriers. Be open to side issues where appropriate

	Risk
	The approaches we come up with may not scale to the 1000s of endpoints required to accelerate adoption needed by payers
	Apply a scale criteria to use case development and proofs of concepts

	Risk
	We won’t be able to get the right SMEs and resources
	Encourage open participation and focus on the long term value drivers to entice key players to pony up staff and dollars

	Risk
	This will be perceived as a payer-only plan focused on narrow interests
	Ensure broad based representation. Include use cases from all contributors, but prioritize based on near term needs/value

	Issue
	We don’t have a knowledge management solution yet
	Prioritize this early in the process. Identify a shared location for not only work products, but ongoing info





[bookmark: _Toc496179542]Appendix A - Specific Barriers to be Addressed (expanded description)

FHIR enables standard APIs for clinical data exchange, where cross-system communication is available to share information on a request-reply basis.   The problem is that there are barriers to scalable FHIR adoption that are the focus for this project.  Why?  To scale FHIR, we need:
1. Clear definitions of API content and use aka FHIR resources.  This is being handled by HL7 workgroups and tested in laboratory settings such as Connectathons.  
2. The ability to use the APIs in the field between “untrusted” parties.   Be careful here:  we mean “untrusted” in an IT sense, where two end point systems are able to communicate and exchange information without significant prior arrangements to do so.    
It is the second issue – scaling use in the field – that this projects wishes to address.  The problem is that the current Connectathon approach is good for testing content, but the infrastructure required to fully exchange data in real-world conditions is not fully developed.  Below is an explanation of the infrastructure barriers that need solving: 
Provider System
Payor System
FHIR Server
FHIR Server
User
Insured
Patient
1
1
2
2
3
3
4




User
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[bookmark: _Toc496179543]Directory aka resource locator for a FHIR endpoints
There is no place to look up a FHIR endpoint for a given physician / organization.   How does a payer know where to find the FHIR endpoints for a given patient’s records?  How does a provider know how to find the FHIR endpoint for a patient / insured information outside of their organization?  
This project will address the resource locator gap by:
· Creating use cases that describe the common situations in which a user needs to find a FHIR API. For example, a nurse care manager has permission from a patient on the phone and wants to access a care plan or care team FHIR resource for the patient’s lead physician in the ACO
· Identifying current industry status of collecting, storing and accessing FHIR APIs.  For example, the ONC-FHA healthcare directory project has a field in which to store FHIR endpoints. When will such a directory be available? How broadly? How will it be populated? How will it be accessed?  There may be other vendors, partners, industry activities, or other building blocks that should be considered as potential solutions for this problem.  This project task force will be inclusive, but, will need to apply some reasonableness criteria to potential solution options. 
· Building a proof of concept that demonstrates the critical architectural and technical capabilities required in a scalable FHIR API directory.  Included in the POC will be a list of design principles, design gaps that need solution, and ongoing challenges that need to be solved

2

[bookmark: _Toc496179544]Identity – confirming the participants in and subject of the exchange

There is no consistent way to cross-walk patient identity during a FHIR exchange.   A payer likely identifies a person with an insurance ID. A provider identifies a person with some variation of medical record number.  How do we crosswalk the two identities in real-time and how do we manage the risk of mis-identification?
This project will address the identity cross-walk gap by:
· Creating use cases that describe the common situations in which person identity needs to be cross-walked.  For example, a physician may need to access a payer FHIR resource using their medical record number, however, receives a “not found” because the data in the payer FHIR server is indexed by insured ID. 
· Identifying current industry status of real-time identity cross reference.  Our industry is very familiar with MPI, probabilistic matching and identity stewardship concepts. There are vendors working on cloud-based, real-time, and identity resolution.  The team on this topic will need to find, validate, and consider solutions or processes that are available building blocks to solve this problem.  
· Building a proof of concept that demonstrates the critical architectural and technical capabilities required to implement identity cross-walk in real-time during the course of a FHIR transaction.  Included in the POC will be a list of design principles, design gaps that need solution, and ongoing challenges that need to be solved
3

[bookmark: _Toc496179545]Security – ensuring compliance
Today, we have limitations on our ability to ensure, in a scalable way, that the requestor of information using a FHIR based information exchange is appropriately authenticated and has the authorization to see the data requested.   How do we know the FHIR consumer has permission to ask or see? We need a scalable solution that works for hundreds of millions of patients/insured and millions of requesting organizations and individual providers. 
This project will address the identity cross-walk gap by:
· Creating use cases that describe the common situations in which authentication and authorization are needed.   For example, a payer HEDIS analyst may request a quality measure or procedure lookup using a FHIR implementation guide.  How do we ensure that user is from a payer? How do we ensure they are covering that person and have the right to get the answer?  
· Identifying current industry status security authorization and authentication processes and tools in current clinical interoperability and in advanced digital API use.  Techniques like oAuth are widely accepted, but how do they scale for broad use of FHIR?  What other techniques and tools are available that work at scale? How are they administered?   Our industry is not new to security concerns, so this working team will need to harvest current best thinking, but with a practical view of implement ability.  There are vendors working advanced security capabilities that may be brought to the table.   The team on this topic will need to find, validate, and consider solutions or processes that are available building blocks to solve this problem. 
· Building a proof of concept that demonstrates the critical architectural and technical capabilities required to implement user authorization and authentication at point of request and – importantly – the ability to administer granting and maintaining credentials at scale in multi-stakeholder environments. Included in the POC will be a list of design principles, design gaps that need solution, and ongoing challenges that need to be solved.
4

[bookmark: _Toc496179546]Testing, conformance and certification

How do we handle versioning of FHIR artifacts in a scalable environment? How do we test / validate consistently?  How do we manage the problem across multiple stakeholders with varying degrees of maturity?  And, most importantly how do we do so across hundreds of thousands of endpoints?
This project will address the testing and conformance gap by:
· Creating infrastructure oriented use cases that describe the common issues that result from lack of versioning control.   For example, a payer care manager executes a FHIR call against a resource, only to find that the standard version used by the payer is out of synch with the resource. How do we anticipate this and adjust?    
· Identifying current industry and HL7 capabilities built into FHIR for versioning and how such version controls will scale across many endpoints.  The team will need to describe the minimum level of conformance required to participate in a scaled FHIR ecosystem.  There is likely practical implementation experience in early FHIR adopters that will need to be solicited and harvested.   
· Extending current FHIR work to proofs of concepts that test for scale and conformance testing across multiple stake holdings using multiple FHIR artifacts that are at various stages of maturity. Team needs to consider some form of certification need and approach long.  Included in the POC will be a list of design principles, design gaps that need solution, and ongoing challenges that need to be solved. 


[bookmark: _Toc496179547]Appendix B – Use Case Driven Methodology

This is an example of a “best practice” the identity tiger team might come up with to drive identity resolution using currently available tools and standards.  
[image: ]

	Ref #
	Description
	What Is Happening That May Address This

	1
	Is the 270 a good step to identify which payer is relevant to the patient’s care?
	TBD

	2
	Can a supplier clinical architecture “pass” a payer ID to the clinical side of the factory and can that EMR side use the payer ID to route a FHIR transaction?
	TBD

	3
	How do we know that the consumer has authorization to read the data? Is a BAU and “healthcare operations” sufficient?
	TBD

	4
	How do we know that a particular clinician is in that patient’s care circle?
	TBD

	5
	What entity is routing the FHIR transaction?  Can the transitional clearing houses to this? Or new players?
	TBD
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