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FHIR at Scale Taskforce (FAST)
Core Capability 2b — Authorization
Description
In the evolving health care interoperability model, the need for authorizing data access for an ecosystem participant system, application, process, or person is critical. Within the context of FAST, Application Programming Interface (API) authorization dictates what a verified identity is allowed to access and do.  Proper authorization requires that identity authentication has occurred as a prerequisite. Authorization is separate and distinct from identity authentication.   
Authorization determines which classifications of data an identity can access and for which updates can be submitted.  For example, a physician may have access to a full care plan with access to submit updates for all content, whereas a caregiver may only access and provide commentary on certain components.  
Authorization may be different for a single entity within different contexts.  For example, a nurse may be able to access all clinical data as it relates to a patient in a practice setting.  However, as a caregiver for a family member, that nurse entity may be authorized to only access the caregiver authorized data. 
Authorization may be done at a person level or at a system/app level, depending upon the specific need.  If a given system/app is trusted, the model may support authorization at the level that system/app has been given.
Authorization within the context of FAST is focused on a common model at scale across systems and is not intended to replace existing system level models.  The solution should complement and allow those local models to interop across the FHIR ecosystem. Logging should remain at the local system level.
Technical Domain
Authorization
Guiding Principles
Trust and confidence in authorization is paramount
Authorization ideally should not pose significant burden via latency or user complexity
Model provides authorization in a reliable and trusted manner in accordance with accepted authorization standards
Data or capabilities for which an entity does not have permission should not be visible and/or should provide meaningful information as to why an action can’t be taken by that entity 
Authorization is a distinct capability but may be surfaced in other capabilities for ease of use


Functional & Technical Objectives
Solution should synergize with other FAST capabilities so as not to cause additional burden
Solution should enforce access control in a reliable manner
Solution should provide meaningful information as to why access is not allowed or the access should not be visible
Solution should not add significant latency or burden to interactions
Solution should be in accordance with accepted standards
Use Case Context & Traceability
This core capability was derived and vetted in many FAST use cases including:
Authentication/Authorization (Primary)
End Point Discovery (Primary)
Version Identification
Patient/Provider Identification
Patient Information Request, Provider Request to Plan
Patient Information Request, Plan Request to Provider
Documentation Templates and Rules
Event Based Alerts
Quality Reporting
Push Patient Information
Shared Care Planning
Referrals/Consults
Care Team Coordination
Scheduling
Conceptual Model
TBD
Child Capabilities
None defined 
Parent Capabilities
None defined 
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