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FHIR at Scale Taskforce (FAST)
Core Capability 2a — Authentication
Description
In the evolving health care interoperability model, the need for authenticating an ecosystem participant (system, application, process, or person) is critical.   Within the context of FAST, Application Programming Interface (API) authentication refers to the act of proving an assertion of identity and verifying the identity.  This capability is separate and distinct from the components of identity and of authorization for specific data classifications.    
The evolving interoperability model supports a spectrum of access methods including EHRs, mobile apps, SMART on FHIR, payer systems, population health, public health, HIE, and many more.  The authorization model or models will provide the needed capability across the spectrum. 
API authentication may be done at person level or at a system/app level, depending upon the specific need.  If a given system/app is trusted, the model can support authentication at that level.
As part of the of the proposed solution, the following components should be addressed:
Single factor authentication
Multi-factor authentication
Weak vs strong authentication
Continuous authentication
Enrollment (including existing models)
Life-cycle maintenance
Evolving trust models such at TEF
Technical Domain
Authentication
Guiding Principles
Trust and confidence in authentication is paramount
Authentication ideally should not pose significant burden via latency or user complexity but we acknowledge that authenticator apps, challenge models, and other approaches that are not health care native may be considered 
Ability to be confirm the readiness credential via API or be assured that the credential is present if the API is in the directory 
Model provides authentication in a reliable and trusted manner in accordance with accepted authentication standards
· Authentication occurs at the API invocation level as opposed to the level of another capability such as directory
Functional Objectives
Solution should synergize well with other FAST capabilities so as not to cause additional burden
Technical Objectives
Ensure approach doesn’t add significant latency or burden to the API discovery and access process
Ensure that the model provides authentication in a reliable and trusted manner in accordance with accepted authentication standards
Use Case Context & Traceability
This core capability was derived and vetted in many FAST use cases including:
Authentication/Authorization (Primary)
End Point Discovery (Primary)
Version Identification
Patient/Provider Identification
Patient Information Request, Provider Request to Plan
Patient Information Request, Plan Request to Provider
Documentation Templates and Rules
Event Based Alerts
Quality Reporting
Push Patient Information
Shared Care Planning
Referrals/Consults
Care Team Coordination
Scheduling
Conceptual Model
TBD
Child Capabilities
None defined yet
Parent Capabilities
None defined 
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