
1
Title of the Presentation Goes Here
© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and 

unlimited distribution.

[Distribution Statement A] Approved for public release and 

unlimited distribution.

Software Engineering Institute

Carnegie Mellon University

Pittsburgh, PA  15213

Blockchain: The Intro
(and other stuff)

Eliezer Kanal



2
Title of the Presentation Goes Here
© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and 

unlimited distribution.

Copyright 2018 Carnegie Mellon University. All Rights Reserved.

This material is based upon work funded and supported by the Department of Defense under Contract No. FA8702-15-D-0002 with Carnegie Mellon 
University for the operation of the Software Engineering Institute, a federally funded research and development center.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed as an official Government 
position, policy, or decision, unless designated by other documentation.

References herein to any specific commercial product, process, or service by trade name, trade mark, manufacturer, or otherwise, does not 
necessarily constitute or imply its endorsement, recommendation, or favoring by Carnegie Mellon University or its Software Engineering Institute.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL IS FURNISHED ON AN 
"AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, AS TO ANY 
MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR 
RESULTS OBTAINED FROM USE OF THE MATERIAL. CARNEGIE MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND 
WITH RESPECT TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution.  Please see Copyright notice for non-
US Government use and distribution.

GOVERNMENT PURPOSE RIGHTS – Technical Data
Contract No.: FA8702-15-D-0002
Contractor Name: Carnegie Mellon University
Contractor Address: 4500 Fifth Avenue, Pittsburgh, PA 15213

The Government's rights to use, modify, reproduce, release, perform, display, or disclose these technical data are restricted by paragraph (b)(2) of 
the Rights in Technical Data—Noncommercial Items clause contained in the above identified contract. Any reproduction of technical data or portions 
thereof marked with this legend must also reproduce the markings.

This material may be reproduced in its entirety, without modification, and freely distributed in written or electronic form without requesting formal 
permission. Permission is required for any other use.  Requests for permission should be directed to the Software Engineering Institute at 
permission@sei.cmu.edu.

DM18-0669



3
Title of the Presentation Goes Here
© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and 

unlimited distribution.

The CERT Division of SEI 
produces technologies 
and practices that 
reduce the opportunity 
for, and limit the damage 
of, cyber attacks.

Focus areas include:

• Cyber Science Foundations

• Digital Intelligence

• Insider Threat

• Malware Analysis

• Resiliency

• Secure Coding

• Situational Awareness

• Workforce Development

Distribution Statement A] This material has been approved for public release and unlimited distribution.  Please see Copyright notice for non-US Government use and distribution.
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Previous models of computing

Data Storage:

Database
Program Execution:

Local
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Blockchain

Data Storage:

Blockchain or Network
Program Execution:

Network
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Blockchain: Executive Summary

Pros:

Authentication built-in

Easy to audit history

Easy to detect data manipulation

Very difficult to disrupt

Cons:

Proof-of-work very inefficient

State updates are slow 

Best for simple computations
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Bitcoin: Currency in a Blockchain

Three fundamental elements:

1. Transaction tree (state changes)

2. Blockchain (timeline for 1)

3. “Mining” protocol

http://www.imponderablethings.com/2013/07/how-bitcoin-works-under-hood.html

http://www.imponderablethings.com/2013/07/how-bitcoin-works-under-hood.html


8
Title of the Presentation Goes Here
© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and 

unlimited distribution.

Bitcoin: Transactions

Messages

Signature

Alice ➞ Bob 0.44 BTC 387152…
Alice ➞ Charlie 21.3 BTC 876401…
Alice ➞ Dave 0.06 BTC 746122…
Charlie ➞ Emily 1.80 BTC 076865…
⋮
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(Aside) PKI

Three position lock, two keys

“Private” goes from Ⓐ→ Ⓑ→ Ⓒ

“Public” goes from Ⓒ→ Ⓑ→ Ⓐ

All boxes start at Ⓑ

https://medium.com/@vrypan/explaining-public-key-cryptography-to-non-geeks-f0994b3c2d5

Ⓐ
locked

Ⓑ
unlocked

Ⓒ
locked

https://medium.com/@vrypan/explaining-public-key-cryptography-to-non-geeks-f0994b3c2d5
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Bitcoin: Identity

All messages requires a Private Key to be valid

• Think “password”, but more secure

All blockchain transactions require authentication
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Bitcoin: Transaction Tree

New transactions come from old ones

Balance = sum up incoming transactions

Auditable!

By Tiagodimas2 (Own work) [CC BY-SA 4.0 (https://creativecommons.org/licenses/by-sa/4.0)], via Wikimedia Commons
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Banks are
Central

authority
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Bitcoin’s challenge: Consensus

How to get tons of strangers to all agree on 

something without a central authority?
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Bitcoin’s solution: Mining

Give everyone a really hard problem to solve

but really easy to verify and hold a race.

Incentive: Winner gets paid!
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Bitcoin: Mining

1. Select random bunch of outstanding transactions

2. Find the “magic” number for those transactions

3. First computer to find it tells everyone (1) what their 

transactions were and (2) their magic number

4. Everyone else verifies, if true they add those transactions to 

history and start again
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Demo

Access demo online at https://anders.com/blockchain/hash.html

Play with the Hash, Block, and Blockchain sections (links in top-right of page)

https://anders.com/blockchain/hash.html
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Consensus alternatives

Algorithm Properties

Proof of Work • Probabilistic solution
• Lottery by computational power

Proof of Stake • Probabilistic solution
• Lottery by total number of shares
• “Nothing at stake” 

BFT-based POS 
(“Tendermint”)

• Multi-round voting process, removes possibility of forking
• May stall out if 1/3 voters offline
• Favors Consistency

Proof-by-bet 
POS (“Casper”)

• Validators must place deposits on their “preferred” fork
• Favors Availability

https://tendermint.readthedocs.io/en/master/introduction.html#what-is-tendermint
https://ethereum.stackexchange.com/a/767/3951
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Blockchains – General Purpose

Wish list:

1. More than just monetary transactions
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State: 1

Candidate Votes

Bob 0

Jim 0

Frank 0

State: 2

Frank: 1 vote

Bob: 1 vote

State 1 plus…

Equivalent to:
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State: 1

Emily born!
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State: 1

Emily born!

Emily gets
vaccines

Emily has
a well visit

Emily goes to
audiologist

State: 2 State: 8 State: 55
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State: 1

Emily born!

Emily gets
vaccines

Emily has
a well visit

Emily goes to
audiologist

Insurance Prescription Hospital
stay

State: 2 State: 8 State: 55

State:State: 5,352State: 181 You get 
the idea
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General purpose blockchains

Messages are… anything!

Each block is the system state at that time

Current State   =   Original state   +   All Changes
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Blockchains – General Purpose

Wish list:

1. More than just monetary transactions

2. More efficient consensus
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Consensus – Proof of Work (review)
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Consensus – Proof of Stake

Ⓐ

Ⓑ 1) Make blocks easier to create

2) Randomly assign who gets to 

make blocks

3) Users place bets on which 

block they think is top

Txn 
Txn 
Txn

Txn 
Txn 
Txn

Txn 
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Txn
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Txn
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Txn 
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Consensus – Proof of Stake

Many other aspects to PoS

• Highly developed behavioral economics theory

• “Safety”– system will converge (if 33% of users behave)

• “Liveliness” – blocks will finalize (if 66% of users behave)

• More sophisticated block creator selection

• Dealing with more sophisticated attacks

• Many other Proof-of-something efforts (ownership, authority, 

existence, …)
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Blockchains – General Purpose for Businesses

Wish list:

1. More than just monetary transactions

2. More efficient consensus

3. Better identification & authentication

4. Privacy

5. Permission restrictions
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Hyperledger Fabric example

User Application

Transaction 

Ledger

Smart 

Contract

Peer

Orderer

Channel
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General purpose blockchains

Other things being addressed:

Replace proof-of-work mining (expensive!)

Allow private blockchains

Allow private transactions

Reduce barrier to entry for usage
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Blockchain: Executive Summary

Pros:

Authentication built-in

Easy to audit history

Easy to detect data manipulation

Very difficult to disrupt

Cons:

Proof-of-work very inefficient

State updates are slow 

Best for simple computations
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How can people be harmed through 
blockchain?
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How can people be harmed through 
blockchain?

Messaging

Abuse

Publish private information

Publish false information

Business

Abuse public contracts (money, 

business loss)

Theft

Intellectual Property

Business Partnerships gone 

sour
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In Practice

TheDAO

Bitfiniex

Ripple

https://www.wired.com/2016/06/50-million-hack-just-showed-dao-human/

https://www.wired.com/2016/06/50-million-hack-just-showed-dao-human/
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In Practice

TheDAO

Bitfiniex

Ripple

https://techcrunch.com/2016/08/08/hacked-bitcoin-exchange-bitfinex-will-reduce-balances-by-36-to-distribute-losses-amongst-all-users/

https://techcrunch.com/2016/08/08/hacked-bitcoin-exchange-bitfinex-will-reduce-balances-by-36-to-distribute-losses-amongst-all-users/
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In Practice

TheDAO

Bitfiniex

Ripple

https://techcrunch.com/2016/08/08/hacked-bitcoin-exchange-bitfinex-will-reduce-balances-by-36-to-distribute-losses-amongst-all-users/

https://techcrunch.com/2016/08/08/hacked-bitcoin-exchange-bitfinex-will-reduce-balances-by-36-to-distribute-losses-amongst-all-users/
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ONC Blockchain Activities

Debbie Bucci, Office of the National Coordinator for Health IT (ONC)
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Many Players…

Players

• Hospital administrators

• Medical providers

• Insurance companies

• Pharmaceuticals

• Device manufacturers

• …oh yeah, and the patient
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Blockchain Security and Privacy

Why Does It Matter to the Homeland Security Enterprise?



57
Title of the Presentation Goes Here
© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and 

unlimited distribution.

Championing Globally Interoperable Specifications
Decentralized Identifiers

• Globally Unique Identifier without 
the need for a central registration 
authority
• Immutable

• Identifier is permanent 

• Resolvable
• Identifier can be looked up to identify 

metadata about entity it identifies 

• Cryptographically Verifiable
• Identifier’s ownership can be established 

and verified using public/private 
cryptographic keys

13
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Championing Globally Interoperable Specifications
Verifiable Claims Data Model

• Digital version of physical 
credentials/attestations
• Driver’s Licenses
• Passports
• Training Certificates
• Educational Certificates
• …

• Interoperability across issuers, holders 
and verifiers
• Standardization of data formats
• Standardization of digital signature 

schemes

14
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Digital Counter-Fraud Tactics and Technologies to Mitigate 
Forgery & Counterfeiting of Official Licenses & Certificates 

• Person-ownership of verifiable 
claims and certificates

• Selective disclosure of claim 
information with the Person’s 
consent

• Pluralism of operators and 
technologies

• Support for online and off-line 
presentation of claim

• Non-CRL based revocation methods 
(Issuer initiated, Person initiated 
and/or Multi-sig based) that 
removes issuer dependency

• Very high resistance to data 
deletion, modification, masking or 
tampering

20

Issuer
Verifier

Person

ClaimIssue 
Claim

Register Proof 
of Claim Integrity & Provenance

Present Claim >
< Verify Ownership

Validate Claim
Integrity & Provenance

Blockchain
Registry
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Defense Information Systems Agency
Joint Force Headquarters – DOD Information Networks

LEVERAGING BLOCKCHAIN SOLUTIONS

UNCLASSIFIED /  FOUO
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Much the same as DHS
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UNCLASSIFIED

Potent ial Use Cases
Ident ity.

Property management.

Secure messaging.

Advanced persistent threat detect ion.

PKI t ime stamping and code signing support.

Access control.

Cross domain solut ions.

Data storage.

Contracting support .

Human resource records management.

Supply chain risk management.

Audit ing system change logs for security.

Military Interdepartmental Purchase 
Requests (MIPRs).
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Thanks!

Eliezer Kanal

Technical Manager & Principle Researcher

Telephone:  +1 412.268.5204

Email: ekanal@sei.cmu.edu

mailto:jcohen@sei.cmu.edu

