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Introduction & Background
The purpose of the FHIR at Scale Taskforce (FAST) is to augment and support recent HL7® Fast Healthcare Interoperability Resources (FHIR®) efforts focused on ecosystem issues that, if mitigated, can accelerate adoption. A number of regulatory and technical barriers, as well as required core capabilities, have been identified related to the Exchange Process. This document will outline proposed solutions specifically related to exchange across a hybrid intermediary/non-intermediary model using contemporary FHIR approaches while accounting for existing patterns and models. 
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Current State Overview
Prior to the rise in adoption of FHIR, the standards available for exchange, as well as those addressing intermediary routing issues, were often prohibitively complex and didn’t allow for in-workflow integration.  FHIR is a contemporary integration model that allows the FAST team to simplify those exchanges.
In today’s environment, FHIR integration is typically point-to-point without the need for routing meta-data.  In addition, given the point-to-point model, it is typically obvious who the requester and responder are without the need for multi-hop routing data.
As FHIR scales and given that an intermediary/multi-intermediary hybrid model is being accounted for by other tiger teams, the need to support reliable multi-hop routing is planned. 

Problems to be Solved
The following technical and regulatory barriers to the Exchange Process identified by the FAST team were found to impede the adoption of FHIR at scale and will be the basis for FAST-proposed scalability solutions:
1. Use of Different Identifiers: The metadata will need to have a standardized identifier set and attribute name (NPI, Payer ID, etc.). Routing engines will expect consistent attribute and identifier sets to route information.

2. Synchronous and Asynchronous Models: Both models need to be supported with reliable routing. The model will need to support both push and pull models in synchronous and asynchronous patterns.

3. Hybrid Environments: The environment will consist of both dynamic point to point and intermediary models. The model must support transactions over both dynamic point to point and intermediary brokered models.



Recommended Future State & Intermediate Steps
The recommended future state is one in which point-to-point (with intermediation) is supported and one in which intermediation interoperability is equally supported.  API integration models are typically based upon a micro-service build once, reuse often approach.  Connections are typically made between trusted endpoints without the need for an exchange intermediary.  Given the nature of health care, there is a strong precedent for intermediated exchange (i.e., clearing house or HIE) in which said intermediary abstracts complexity from health care exchange and provides other technical and business value add service. 	Comment by Dana Marcelonis: Exchange Team To Do per TLC feedback: team needs to add more detail to describe the value added that the proxy/intermediary provides, ensure we make clear, easy to understand even for people that aren’t in the healthcare industry

In the FHIR model the need for technical abstraction is less, but it is anticipated that partners may continue to leverage an intermediary model for the technical and business operations value add.  Thus, we are providing a preliminary proposal to support both, though use of intermediaries is not required.  

Proposed Solution Overview
Through use case development and barrier definition, the FAST team has determined that the following core capabilities related to the Exchange Process need to be satisfied as we propose a set of solutions that will accelerate FHIR adoption at scale. Please note the following solutions are not mutually exclusive.:
	Core and Level 2 Capability
	Proposed Solution(s)

	1. Reliable Message Delivery
a. Intermediary routing
	Preliminary PreferredSolution 1 – Meta of Base FHIR Resource (Cross Intermediary Routing Using Metadata)
Alternate SolutionSolution 2 – Destination Specific Endpoints Using Intermediaries
Solution 3 – Point to Point Model
FHIR on Block Chain
Others Considered and Not Selected (In Appendix)
· FHIR on Block Chain	Comment by Dana Marcelonis: Should we remove, or add to Appendix with some context around why the team isn’t doing further work on this one?

	
	





Solution 1: Cross Intermediary Routing Using Metadata
Overview & Description
Supporting Diagrams & Flows
In the FHIR model the need for technical abstraction is less, but it is anticipated that partners may continue to leverage an intermediary model for the technical and business operations value add.  Thus, we are providing a preliminary proposal to support both, though use of intermediaries is not required.  
The following solution represents the “classic” intermediary model, where the intermediary acts on behalf of both sides of the exchange.  The data requestor does not know the recipient’s endpoint, but they can send the request to an intermediary who routes the request to the appropriate endpoint to retrieve data.
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Within the context of exchange, metadata refers to routing information that is carried along with the transaction so that it can reliably route across multiple ‘hops’ and arrive at the appropriate destination (e.g., NPI, Payer ID, etc.)  

This differs from the FHIR definition of meta data, which refers to data that describes the FHIR resource being exchanged.	Comment by Dana Marcelonis: Exchange Team To Do per TLC feedback: review/edit definition of metadata as it relates to FHIR


	ID
	Description
	Notes

	1
	System creates request, and ‘forwards’ it using metadata to the intermediary
	· There could be one or multiple intermediaries
· Intermediary Capability Actor is a generic FHIR endpoint (i.e., not specific to an entity)

	2
	Intermediary needs to interrogate metadata to forward message to the appropriate receiver
	Metadata examples:
· Payer ID
· Organizational identifier
· NPI
· Originator ID

	3
	Request processedand returned with routing metadata
	

	4
	Response routed to requestor
	




Proposed Solution Status: In Progress
1. Vetting of solution via TLC webinar 12/19/19
2. Additional modeling of the structure and content, including value sets, continues
3. Team to add additional metadata definitions to solution document
4. Team to add more detail to Provenance section of solution document
5. Additional SME focus teams to review in early 2020

Open Items
1. Vetting of appropriate metadata structures and locations such as
1. Base resource metadata (source, tag) .. https://www.hl7.org/fhir/resource.html
2. Resource MessageHeader
2. Value set for identifiers reconciliation



In Scope	Comment by Dana Marcelonis: Exchange Team To Do: Review In Scope, Out of Scope, Assumptions to determine if they are the same for Solution 2
Exchange using intermediaries
Exchange using point to point (including dynamic)
Provenance
Definition of a comprehehive set of metadata
Definition of a minimum set of metadata

Out of Scope
Versioning will be addressed by the FAST Directory, Versions & Scale Tiger Team
Directory services will be addressed by the FAST Directory, Versions & Scale Tiger Team, including adding or updating specific endpoints
Security and privacy will be addressed by FAST Security Tiger Team
Authentication will be addressed by the FAST Security Tiger Team
Authorization will be addressed by the FAST Security Tiger Team
Data Blocking is being addressed by the appropriate regulatory bodies.  The FAST Exchange Tiger Team is concerned with creating solutions for exchange of information in a hybrid environment, with the primary concern being the enablement of integration at scale.
The FAST team is focused on facilitating exchange between endpoints, but is not mandating how those endpoints address their own system mechanisms for handling data requests, updates, or data locking algorithms locally

Assumptions
Point to point (including dynamic) model exists
· Endpoints don’t necessarily need to be configured via JSON file on a server; could be dynamic resolution of endpoints
Intermediary model exists
Some organizations will need an intermediary to offload technical and business capabilities to an entity that specializes in those areas, while others will not require use of intermediaries
The FAST Exchange Tiger Team is only suggesting that an intermediary may exist, and is not describing the specific characteristics of an intermediary entity (e.g., intermediaries could be HIEs, HIOs, X12 clearinghouses/vendors, etc.) The team is defining the ‘rules’ for information exchange via API amongst all of these entities.
The FAST team is in active discussions with the Recognized Coordinating Entity (RCE) for the Trusted Exchange Framework (TEF), to maintain alignment
The FAST proposed solutions focus on using FHIR to simplify exchanges, avoid the complexity of using profiles such as IHE IT Infrastructure (ITI), and allow for in-workflow integration
EHRs are capable of handling integration and API volume at the level required by health systems and physician’s offices
FHIR formats support a variety of data integration, in any healthcare workflow
Proposed solution will align with the Trusted Exchange Framework (TEF) model

Pre-Conditions
<Similar in concept to a precondition in HL7.  What has to happen or be true before a user invokes this solution.>



Post Conditions
<Similar in concept to a post condition in HL7.  What is the state or condition of a transaction after this solution has completed?>



Solution Component Analysis
The following new components or modifications to existing components are required to address current gaps and support the proposed solution:
	ID
	Component
	New/ Existing
	Proposed Build/Modifications
	Owner

	Map to annotated diagram components above
	List components proposed in solution diagrams above
	New or if  Existing, what is the existing component
	If new, describe what needs to be built.
If existing, describe what needs to be modified or enhanced.
	Who owns building the new component or making the proposed modifications?

	1
	Comprehensive set of metadata
	TBD
	Develop a comprehensive set of metadata which could be evolved over time, rather than just a limited set.  Metadata could be used for any method of exchange.  Any standards body creating connectivity/interface could use relevant subsets of the data from this comprehensive set.

	FAST Exchange Tiger Team

	
	Provenance
	Existing
	TBD - Recommendation to use existing Provenance resource or meta data for individual domain resources
	FAST Exchange Tiger Team

	
	
	
	
	

	
	
	
	
	



Comprehensive Set of Routing Metadata
Existing sources from which to base comprehensive superset?
· 
Rachel provided CAQH Core Connectivity/Metadata table as a potential starting point:
· Consider future implications for USCDI?
Team to indicate which data elements are proposed to be included in the minimum routing data set
· Sending Organization
· Generated Date/Time? (may already be included as part of the resource)
· Intended Recipient (Final Receiving Organization)
· Don’t need in between intermediaries?
· For example, in X12 world, with multiple hops, one intermediary goes in the header, but don’t necessarily include all the hops
· CAQH core connectivity/metadata created because X12 does not address exchange/transport in any way at all – X12 is purely data exchange and definition of what data is to be exchanged/structure of that data
Team to determine if we need to extend meta to support recommended data set

Provenance
Considerations
Given that CMS/ONC final rules only requires date and generating organization, need to look at whether Provenance resource is needed or not
· CMS/ONC requirements as bare minimum?
· Author Time Stamp
· Author Organization
· Team reviewed Patient and Medication resources to determine if they carry the information needed in meta
· All domain resources include the same meta – provides minimal amount of provenance
· Could use Meta.lastUpdated and Meta.source
· Are we missing anything?
· CMS final rule is focused on patient information, should team consider exchange of administrative data as well?
· Perhaps team needs to provide guidance regarding optional information above and beyond CMS requirements so that entities don’t all implement differently (e.g., if you think you need this data element, this is where it would live)
Most resources may carry enough of their own provenance that the additional Provenance resource may not be needed – rely on integrity and accuracy of the initial resource
May need to provide guidance regarding when to use Provenance resource and when it’s not necessary
Using Provenance resource would add complexity to bundle every transaction
Bundle has meta, Provenance has meta, and each individual resource has meta – need to avoid conflicts
Provenance has the ability to include ‘agents’ (i.e., ‘who’ updated), but many of the domain resource have the ‘who’ as well

Provenance Requirements:
Meet CMS/ONC provenance requirements as the minimum:
· Author Time Stamp
· Author Organization
Use Meta.lastUpdated and Meta.source in individual domain resources to convey provenance information

Next Steps: 
Identify use cases that would drive toward use of Provenance vs. domain resources?
· Align with FAST Ecosystem use cases as a starting point?
· https://oncprojectracking.healthit.gov/wiki/display/TechLabSC/FAST+Ecosystem+Use+Cases
· Team to identify use cases?



Key Impacts to Timeline & Cost
Complexity Rating: Medium
The proposed solution builds on existing technology solution frameworks, but uses them in a new manner
Taking best of breed models and applying them to a specific solution
	ID
	Component
	Level of Effort
	Comments

	
	
	Small, Medium, Large, or Jumbo
	

	
	
	
	

	
	
	
	






Solution Option 2: Destination Specific Endpoints Using Intermediaries	Comment by Dana Marcelonis: Exchange Team To Do per TLC feedback: Review both solutions and determine if we need to highlight the differences between solution #1 and solution #2 (or just make sure each is documented clearly, or determine that Advantages/Disadvantages section covers it)
Overview & Description
Supporting Diagrams & Flows
The following solution represents an intermediary functioning on behalf of either the sender or the receiver as an API management tool. The communication is still point to point, but the requestor calls a specific endpoint that happens to be hosted at the intermediary.
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	ID
	Description
	Notes

	1
	Using FAST Directory Service, request is sent to a destination specific endpoint that is ‘hosted’ at the intermediary
	· Intermediary does not need to interrogate metadata/routing information – it knows exactly where transaction needs to be routed based on ‘virtual’ endpoint (i.e., proxy, or face, or framework extension)
· Some metadata still needed such as Provider ID, etc.
· Implies a synchronous model

	2
	Message forwarded to endpoint
	· 

	3
	Request processed and returned
	

	4
	Response routed to requestor
	



Key Impacts to Timeline & Cost
The alternate solution option should not require incremental effort beyond the build required for the initiative in general.  Some additional configurations may be required.

Solution Option 3: Point to Point 
Overview & Description
Supporting Diagrams & Flows
The following solution represents a point to point communication, where the requestor calls a specific, known endpoint without using an intermediary for routing.
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	ID
	Description
	Notes

	1
	Requestor sends request to endpoint with no routing meta-data
	· 

	2
	Responder processes the request and returns the response to the requestor with no routing meta-data
	· 





Proposed Solution Advantages & Disadvantages
Note that the proposed solutions are not mutually exclusive, and all can co-exist in a hybrid environment.
	Proposed Solution
	Advantages
	Disadvantages

	
	What are the overall benefits of the proposed solution? What are the advantages of this proposed solution as compared to the alternative solution?
	What are the overall disadvantages of the proposed solution? What are the disadvantages of this proposed solution as compared to the alternative solution?

	
1. Cross Intermediary Routing Using Metadata
	Existing integration pattern with a known scalability architecture (used in healthcare administration as well as other industries)
Allows for optimization of integration capabilities (healthcare clearinghouses or in other industries, value-added networks - VAN)
Centralizes complexity at the intermediary as opposed to the sender and receiver

	Requires routing information that is not required in a point to point model

	2. Destination Specific Endpoints Using Intermediaries
	

	Requires that every entity involved in the exchange has visibility to every other endpoint

	3. Point to Point
	Routing metadata is not required because endpoints are known by sender and receiver
	



Example Workflows to Demonstrate Proposed Solutions
Rachel to send flow charts - consider CORE Connectivity has workflows for intermediaries, point to point, etc.



Additional Solutions Considered and Not Selected
FHIR on Block Chain
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Examples from the PIV 470 CAQH CORE Connectivity Operating Rule v4.0.0



As shown in Figure #4.4.1 below, the Message Envelope is outside the Message Payload (content), and inside the transport protocol envelope. The Phase I CAQH CORE 153 Connectivity Rule version 1.1.0 established the use of HTTP/S as the transport protocol over the public Internet, hence the transport protocol envelope consists of HTTP headers. Examples of message payload include HIPAA administrative transactions (X12), HL7 clinical messages, zipped files, etc.
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Table of CORE Envelope Metadata



		Non-normative (Descriptive)

		Normative (Definitive)



		Element

		Description

		Expected Use

		Field Name[footnoteRef:1] [1:  Mixed case or Camel Case (e.g., PayloadType) capitalization is used for the field names to provide readability within the messages http://en.wikipedia.org/wiki/CamelCase ] 


		Requirement

Indicator for Real Time and Batch

		DataType

		Field Constraints or Value-sets

(Not comprehensive)



		Payload Type

		Payload Type specifies the type of payload included within a request, (e.g. HIPAA X12 transaction set 270, 276, 278, etc.). 

		· Message routing

· Efficient processing

· Auditing

		PayloadType

		Required for both 

		Coded Set

		Please see CORE-Required Payload Type Table document for enumeration of PayloadType field.



		Processing Mode

		Processing Mode indicates Batch or Real Time[footnoteRef:2] processing mode (as defined by CORE)  [2:  See Appendix 6.2: Abbreviations and Definitions used in this Rule for a definition of Batch and Real time.] 


		· Messaging routing

· Resource allocation 

· Transaction scheduling 

· Message or transaction auditing

		ProcessingMode

		Required for both 

		Coded Set

		RealTime,

Batch



		Payload Length

		Defines the length of the actual payload in bytes. 

		· Efficient processing and resource allocation.

· Auditing

· Trouble-shooting

		PayloadLength

		Required for Batch interactions except under certain conditions[footnoteRef:3] [3:  Some requests or responses within Batch interactions may not have a payload. This could occur when requesting a payload or when there is no payload in the response.] 




Shall not be used for Real time.

		Integer

(Base 10)

		



		Payload ID

		Payload ID (unique within the domain of the party that sets this value) is a payload identifier assigned by the Sender in both Batch and Real Time processing modes. If the payload is being resent in the absence of confirmation of receipt to persistent storage, the same PayloadID may be re-used.

		· Auditing

· Trouble-shooting

		PayloadID

		Required for both Real Time and Batch.

		String 

		PayloadID will conform to ISO UUID standards (described at ftp://ftp.rfc-editor.org/in-notes/rfc4122.txt), with hexadecimal notation, generated using a combination of local timestamp (in milliseconds) as well as the hardware (MAC) address[footnoteRef:4], to ensure uniqueness.  [4:  In multithreaded environments, in addition to the hardware (MAC) address and timestamp, the Process-ID or Thread-ID may also be used as additional parameters to ensure PayloadID uniqueness across multiple processes and/or threads. However, the use of MAC address is not a requirement of this rule.] 




		Time Stamp

		The Sender (request) or Receiver (response) Time Stamp This does not require a shared time server for consistent time.

		· Auditing

· Trouble-shooting

		TimeStamp

		Required for both 

		dateTime 

		dateTime (http://www.w3.org/TR/xmlschema11-2/#dateTime)



		Sender Identifier

		A unique[footnoteRef:5] business entity identifier representing the message envelope creator. Sender Identifier is better suited for identifying business entities and trading partners than User Name because: [5:  Unique within the Sender’s (client’s) domain.] 


· User Name is usually anonymized for security reasons and to protect privacy.

· User Name attribute does not exist if another authentication method is used.

· Authentication and messaging may happen on different layers[footnoteRef:6] and therefore may be handled by disparate applications and processes.  [6:  §2 shows the layers in the OSI model.] 


		· Message routing and processing by a receiver

· Transaction auditing.

· As a reference to a business agreement.

		SenderID

		Required

		String

		Maximum length 50 characters 



The use of OIDs (e.g., HL7 or IANA) is recommended, but not required.



		Receiver Identifier

		A unique[footnoteRef:7] business entity identifier representing the next-hop receiver.  [7:  Unique within a Receiver’s (server’s) domain.] 


		· Transaction auditing.

· As a reference to a business agreement.

· Message routing by the receiver.

		ReceiverID

		Required

		String

		Maximum length 50 characters 



The use of OIDs (e.g., HL7 or IANA) is recommended, but not required.



		CORE Rule Version

		The CORE Rule version that this envelope is using. For response messages returned by a Server, this is the version of the Server implementation.

		· Message routing and processing.

· Auditing

		CORERuleVersion

		Required for both 

		Coded Set

		4.0.0



		Checksum

		An element used to allow receiving site to verify the integrity of the message that is sent.

		Message Integrity verification

		CheckSum

		Required for Batch interactions except under certain conditions[footnoteRef:8] [8:  Some requests or responses within Batch interactions may not have a payload. This could occur when requesting a payload or when there is no payload in the response.] 




Not used for Real Time

		String

		Algorithm is SHA-1, Encoding is Hex.



Checksum must be computed only on the payload and not on the metadata.



		Error Code

		Error code to indicate the error when processing the envelope.

		· Error handling

· Troubleshooting

		ErrorCode

		Required  in Response (for both Real Time and Batch)



Not used in Request.

		Coded Set

		Please see Section on Error Handling for a definition of error codes.



		Error Message

		Text Error message that describes the condition that caused the error. The text of the ErrorMessage must provide additional information describing how the Error can be resolved, and must not provide conflicting information from that provided in the ErrorCode.

		· Logging

· Troubleshooting

		ErrorMessage

		Required in Response (for both Real Time and Batch)



Not used in Request

		String

		Maximum length of 1024 characters. Please see Section on Error Handling for examples of Error Messages.









The UML sequence diagram below shows a typical Batch Interaction between a HIPAA-covered Healthcare Provider, and a HIPAA-covered Health Plan specifically for ASC X12N v5010 837 batch payloads.





		

		

		







		



		

		

		1. Batch Submission	(PayloadType=X12_837_Request_005010X223A1_2)

		

		

		



		

		



		

		

		

		

		



		

		

		

		2. HTTP Error

or HTTP Successful Response with the CORE Envelope Error

or HTTP Successful Response with the CORE Envelope Response

(PayloadType=X12_BatchReceiptConfirmation)

		

		















		



		

		

		

		

		



		

		

		

		

3. Batch Acknowledgement Retrieval Request (PayloadType=X12_999_RetrievalRequest_005010X231A1 )

		

		

		



		

		



		

		

		

		

		



		

		

		

		4. HTTP Error

or HTTP Successful Response with the CORE Envelope Error

or HTTP Successful Response with the CORE Envelope Response (Batch Acknowledgement Retrieval Response)

(PayloadType= X12_999_Response_005010X231A1

or X12_TA1_Response_00501X231A1

or X12_005010_Response_NoBatchAckFile)

		

		



















		



		

		

		

		

		



		

		

		

		

5. Batch Results Retrieval Request (PayloadType=X12_277CA_Request_005010X214E1_2)

		

		

		



		

		



		

		

		

		

		



		

		

		

		6. HTTP Error

or HTTP Successful Response with the CORE Envelope Error

or HTTP Successful Response with the CORE Envelope Response

(PayloadType=X12_277CA_Response_005010X214E1_2

or X12_005010_Response_NoBatchResultsFile)

		

		



















		



		

		

		

		

		



		

		

		

		

7. Batch Results Acknowledgement Submission

(PayloadType=  X12_999_SubmissionRequest_005010X231A1

or X12_TA1_SubmissionRequest_00501X231A1)

		

		

		



		

		

		

		

		

		

		



		

		

		8. HTTP Error

or HTTP Successful Response with the CORE Envelope Error

or HTTP Successful Response with the CORE Envelope Response

(PayloadType=X12_Response_ConfirmReceiptReceived)

		

		



		

		

		







ASC X12 descriptions:

Interchange Sender ID 

Identification code published by the sender for other parties to use as the receiver ID to route data to them; the sender always codes this value in the sender ID Element



Interchange Receiver ID 

Identification code published by the receiver of the data; When sending, it is used by the sender as their sending ID, thus other parties sending to them will use this as a receiving ID to route data to them



Application Sender’s Code 

Code identifying party sending transmission; codes agreed to by trading partners

[bookmark: _GoBack]Application Receiver’s Code 

Code identifying party receiving transmission; codes agreed to by trading partners
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