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Use Case: Authentication and Authorization for use of FHIR end-points. 

ID:  UC – P2_3 

Introduction & Background

The purpose of the P2 FHIR Task Force is to augment and support recent FHIR efforts focused on ecosystem issues that, if mitigated, can accelerate adoption.  One of the focus areas identified is the ability to authenticate and authorize each endpoint.  
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The P2 use case model is unique in that it describes ecosystem needs as opposed to specific functional needs.  Use cases for P2 are derived in one of 3 approaches as described in the graphic below.
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Overview & Description
This use case focuses on the ability to authenticateion and authorize access between a requestor and a responder. A requestor needs to programmatically be able to authenticate to a responder.  Once authenticated, the responder then needs to programmatically be able to confirm that the requestor is authorized to access the FHIR endpoint and specific information that is being requested. The focus is not on the clinical functionality of the use case but instead in ensuring that the ecosystem supports an efficient and scalable model where the responder is able to assure that the requestor is who they say they are and that they are authorized to access the FHIR endpoint.

As noted, focus is not on the clinical or administrative functionality (which is covered under other use cases such as those in the Da Vinci initiative) but is instead on the ecosystem which support those specific functional use cases.

Variations and Extensions Overview & Description	

This use case focuses on ecosystem functionality supporting provider to plan requests for patient information.  Variations in the primary use case help to illustrate and define the desired functionality and include the following scenarios:

1) Authentication and authorization of request from provider to plan 
2) Authentication and authorization of request from plan to provider 
3) Authentication and authorization of request from provider to provider 

In Scope

1) Authentication of a requestor to a FHIR endpoint 
2) Authorization of a requestor/request to a FHIR endpoint and specific resources/queries

Out of Scope

1) Requirement for a specific architecture
2) Requestor internal processing required to generate the authentication and authorization information
3) Responder internal processing of the authentication and authorization information
4) Asynchronous responses

Assumptions

1) There exists:
· The ability to authenticate to an endpoint
· The ability of the responder to validate the authorization of the requestor to an endpoint
· The communication is between a provider and payer or payer and provider for a patient that has a treatment relationship with the provider and is covered by the payer, or provider and provider for a patient that has a treatment relationship with one of the providers. (does this need to be with both providers?)
· Therefore, the responder does not need to validate that the sharing of the data conforms to HIPAA as it already falls under the three acceptable uses for HIPAA (Treatment, Payment and Operations)

2) Other P2 use cases and other initiatives, such as Da Vinci, are covering the clinical or administrative functional use cases
a. The actual validation of the treatment relationship with the provider or coverage of the payer member will be handled in the functional use cases  (is this use case specific?)
3) The primary goal of the use case is to describe ecosystem needs to support the authentication and authorization of to endpoints and access to specific information
4) Authentication and authorization transactions will be synchronous
5) The request for authentication and authorization may be initiated by a system or by an individual/organization, but will always be performed by a system to system communication


Primary Actors

1) Requestor
2) Responder

Types of Requestors and Responders

1) EHREHR(or other provider system)
2) Payer System 
3) Provider
4) Provider on behalf of Patient
5) Payer
6) Payer on behalf of Patient
7) Endpoint resolution capability


Stakeholders and Interests

1) Requestor - Has interest in authenticating to a FHIR endpoint and being authorized to access the data from the FHIR endpoint
2) Responder – Has interest in authenticating requestors trying to access their FHIR endpoint and and ensure that only authorized requesters have access to permitted dataauthorize or deny the requestor to access the data.

Pre-Conditions

1) The process is triggered by the requestor
2) Requestor has a need to connect to a FHIR endpoint in a secure means
3) Responder has a need to validate who is accessing the FHIR endpoint and control the access of the requestors to the FHIR endpoint and permitted datas
4) The requestor has adopted the FHIR model, including those arising from the P2 initiative
5) The responder has the adopted the FHIR model, including those arising from the P2 initiative
6) Precoordination between requestor and responder may be required and potentially satisfied by a mutually adopted trust framework.

Post Conditions

1) Requestor has established a secure connection and been authorized to a responders FHIR endpoint 
2) Responder has authenticated and authorized a secure connection to the requested FHIR endpoint and permitted data or has denied access to the FHIR endpoint and/or specific data
3) In the event of an error during the authentication and authorization, the information returned by the responder is descriptive enough to convey to the reqestor system the root cause of the error.not leave the requestor system in a state not knowing the root cause of the error
4) Requests and Responses are auditable in a standardized manner

Failure end condition

The post conditions defined above are not met.


Trigger

The process is triggered by the requestor








Requirements & Main Success Scenario

Primary Feature:  As a transaction initiator (Requestor), I need my system to be able to authenticate to a responder system and be authorized to access the responders’ data from the FHIR endpoint.  As a transaction receiver (Responder), I need my system to either authenticate and authorize access to a FHIR endpoint and the requested data or deny access to a FHIR endpoint and/or requested data..

1) As a requestor in the ecosystem I need to be able to authenticate securely to the responder’s system and be authorized to access the FHIR endpoint
2) As a responder in the ecosystem, I need to be able to authenticate and authorize the requestor to access the data from the endpoint or deny access to the requestor
3) As a responder in the ecosystem, and If the FHIR endpoint is for patient data, then I need to confirm the following as part of the authorization process:
I. Validate that the requestor has all the rights and approvals to access the data
a. For example
i. A provider may choose to not share data with a payer that resulted from an encounter that was self-pay
ii. A provider may choose to not share data with a payer if the patient was not covered by the payer during the encounter that produced the information that is being exchanged
iii. A payer may choose to not share information if the provider does not have a treatment relationship with the patient
iv. A provider may choose to not share data if the data is Sensitive Health Data unless the requestor provides proof that the requestor has consent from the patient to exchange the data
4) As a responder in the ecosystem I need to conform to HIPAA requirements to authenticate and authorize FHIR endpoints to only share the minimum necessary data set being requested To the extent necessary both parties should limit the request and response to meet any applicable HIPAA minimum necessary guidelines.

















Supporting Diagrams & Flows
<Actor’s actions, relationships, & flows, sequence diagram, activity diagram in swim lanes, alternate flows>	Comment by Robert Dieterle: The authorization workflow occurs with each request for information and not only with the initial request assuming that the “token” is granted and still valid

e.g. authentication occurs once and the authorization evaluation occurs with each request.
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Frequency:  TBD

Special Requirements & Considerations

Issues 

To do
1) Get consensus on the formats and level of granularity
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