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Introduction & Background
The purpose of the FHIR at Scale Taskforce (FAST) is to augment and support recent HL7® Fast Healthcare Interoperability Resources (FHIR®) efforts focused on ecosystem issues that, if mitigated, can accelerate adoption. A number of regulatory and technical barriers, as well as required core capabilities, have been identified related to Directory, Versioning and Scale. This document will outline proposed solutions to address these issues and capabilities. 
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Current State Overview
Endpoint Current State (June 27th notes): 
· Multiple places to find endpoints (Sequoia, Commonwell, HIEs, DirectTrust,)
· Amount of information at an endpoint varies greatly depending on source 
· Each source has its own implied trust framework
· Degree of audit and currency of the information varies tremendously
· Method of access to the directory varies tremendously 
· Operational endpoint capability discovery unavailable 
· Endpoint discovery focused on organizational level resource necessitating provider/organizational linkage 
· No initial or recurring validation of endpoints for compliance to FHIR specification
· Limited to no current ability to utilize an intermediary for routing to specific endpoints (with further complexities regarding patient vs. organizational queries)





Problems to be Solved
The following technical and regulatory barriers to Directory, Versioning and Scale identified by the FAST team were found to impede the adoption of FHIR at scale and will be the basis for FAST-proposed scalability solutions:
Directory Services
1. Endpoint Identification: No current standard or implementation provides a generally available method to find all FHIR endpoints and their associated capabilities (e.g., beyond just the capability statement).

2. Endpoint Characteristics: Currently no standard or implementation specifies and supports additional endpoint attributes (i.e., trust framework, authentication requirements, FHIR version(s), supported services, certification and testing).

3. Currency & Accuracy of Directory Endpoint Information: Currently there is no agreed upon source or standard process for maintaining endpoint information and validating its accuracy. This creates uncertainty and the potential for inconsistent endpoint directory information.

4. Restricting Access to Endpoint Information: Certain endpoints may not be generally available (regardless of authentication) and any directory-service may need to restrict discoverability for those specific endpoints. This may be necessary to minimize attacks on these endpoints by malicious third parties.

5. Use of NPPES as the Repository for Endpoints: The National Plan and Provider Enumeration System (NPPES) directory is not designed to hold, validate, and maintain the information required to appropriately describe the endpoints for FHIR. The current low rate of publication of Direct addresses in NPPES is a strong indicator of the issues.

Recommended Future State & Intermediate Steps
Questions for the Tiger Team(July 9th notes): 
1. Compare and contrast today’s HIE’s and Clearinghouses with the functionality we want for the future. Especially as it relates to end point information (and eventually address for scaling).
2.  



Endpoint future state (July 9th notes)
1. A single FHIR directory endpoint that provides or manages access to all available FHIR endpoints for relevant stakeholders
2. Contact provides all information necessary to determine supported implementation guides, trust framework, accessibility requirements, validation status, meta data requirements (e.g. for routing through intermediary)
3. Resource will exist that allows an organization to determine 1) all endpoints that have a particular patient / member record and 2) all endpoints that are currently participating in that patient/member care 










Proposed Solution Overview
Through use case development and barrier definition, the FAST team has determined that the following core capabilities related to Directory, Versioning and Scale need to be satisfied as we propose a set of solutions that will accelerate FHIR adoption at scale:
	Core Capability
	Proposed Solution(s)

	1. Endpoint Discovery
	Preferred <Proposed Solution 1>
Alternatives (In Appendix)
Others Considered and Not Selected (In Appendix)




Endpoint Discovery
<Proposed Solution 1>
Overview & Description





Supporting Diagrams & Flows
<FAST team to insert an annotated swim lane diagram to describe proposed process.  Please use the diagram design elements embedded in the PPT below to create the diagram.  Right-click on the PPT and select “Presentation Object” and then “Edit”. Note that diagrams will be re-designed/cleaned up as needed, so no need to spend time making it look pretty as long as it is functionally accurate).>
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Need new icon for the Requesor (not just a provider)
Need to include the detail regarding endpoint (e.g. multiple for each organization) add addl information to the endpoint directory (e.g. FHIR version(s), operations, trust network(s),….
More detail – annotation to existing drawings  expand the text in the “blue boxes”
Add detail and justification for unauthenticated and authenticated access (use women’s shelter and emergency response network access points) detail of authentication and authorization is out of scope for this use case
Endpoint actor should should maintain log / audit of access to endpoints
TLS (not mutual) required (current version – see NIST) for authenticated access

	ID
	Description
	Notes

	1
	Requester sends request to the endpoint directory
	

	2
	Endpoint directory authenticates the requestor (if required)
	

	3
	Endpoint directory performs the requested query
	

	4
	Requestor receives the one or more endpoints associated with the scope of access they are allowed and the search criteria
	

	5
	…..
	


<FAST team to optionally insert an annotated wiring diagram to describe the proposed technology.  Example below. Please use the diagram design elements embedded in the PPT below to create the diagram.  Right-click on the PPT and select “Presentation Object” and then “Edit”. Note that team diagrams will be re-designed/cleaned up as needed, so no need to spend time making it look pretty as long as it is functionally accurate).>
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	ID
	Description
	Notes

	1
	
	

	2
	
	

	3
	
	

	4
	
	

	5
	
	



In Scope
FHIR endpoints (e.g. FHIR server or FHIR service) and FHIR related endpoints (e.g. CDS-Hooks, Bulk Data: SFTP))
· Compliance of endpoint with FHIR and RESTful standards for error responses (as part of testing and certification or attestation)
Compliance of directory with FHIR and RESTful standards for error responses
Need for test environment for directory
Consumer application endpoints
trust framework: recording and presenting as part of discovery
application certification:  recording and presenting as part of discovery
standards version: discovery of version of endpoint
architecture: high level architecture— model(s) -- enough for sr. architect to do detail
Authentication and Authorization as it relates to access to endpoint discovery and 2) recording and presenting as part of endpointdiscovey
Specification for directory querypayload and exchange
FHIR server or FHIR service and FHIR related endpoints (e.g. CDS-Hooks, Bulk Data: SFTP))
support availability specification – e.g. SLA and hours of operations

Out of Scope
<If there are key features, capabilities, or requirements you removed from scope, list here>
Manual access (e.g. portal)?
Integration with clinical systems
Directory maintenance (how, not what)
Intermediary rules (?)
[bookmark: _Hlk15554181]Creation of trust framework (in scope: recording and presenting as part of discovery)
Certification of applications (in scope:  recording and presenting as part of discovery)
Version support standards (in scope: discovery of version of endpoint)
Detailed architecture (in scope: high level architecture— model(s) -- enough for sr. architect to do detail)
Authentication and Authorization for the general FHIR ecosystem is out of scope (in scope: 1) as it relates to access to endpoint discovery and 2) recording and presenting as part of endpointdiscovey)
Internal processing to request or respond to endpoint requests – operational implementation  (in scope: payload and exchange)
Non-FHIR endpoints (e.g. xds) (in scope: FHIR endpoints (e.g. FHIR server or FHIR service) and FHIR related endpoints (e.g. CDS-Hooks, Bulk Data: SFTP))
Monitoring availability (in scope: support availability specification – e.g. SLA and hours of operations)
 

Assumptions
<Every solution makes assumptions about technology, users, context, or other key enablers that must be true for this solution to work.  List them here……>



Pre-Conditions
<Similar in concept to a precondition in HL7.  What has to happen or be true before a user invokes this solution.>



Post Conditions
<Similar in concept to a post condition in HL7.  What is the state or condition of a transaction after this solution has completed?>


Solution Component Analysis
The following new components or modifications to existing components are required to address current gaps and support the proposed solution:
	ID
	Component
	New/ Existing
	Proposed Build/Modifications
	Owner

	Map to annotated diagram components above
	List components proposed in solution diagrams above
	New or if  Existing, what is the existing component
	If new, describe what needs to be built.
If existing, describe what needs to be modified or enhanced.
	Who owns building the new component or making the proposed modifications?

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	





Key Impacts to Timeline & Cost
<FAST team to identify the key components listed above that will have the most impact on timeline and cost. Include rough order of magnititude for level of effort and comment on any known blockers or dependencies.>
	ID
	Component
	Level of Effort
	Comments

	
	
	Small, Medium, Large, or Jumbo
	

	
	
	
	

	
	
	
	







Appendix
Alternative Solutions












Additional Solutions Considered and Not Selected
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Diagram Design Elements

Use ONC blue for main elements and other ONC colors shown here for needed differentiation.
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