FAST Workshop Breakout Session Takeaways/Action Items

Intermediary Discussion
Closing Key Takeaways
· In order for intermediaries to be transparent, a guiding principle should be that they can format or add to messages, but not subtract (i.e., they need to preserve the context from the original message for end to end auditability)
· Intermediaries should be able to handle when the receiving endpoint service is down
· The group discussed the difference between intermediaries who perform business processing vs. those who strictly provide routing and determined there may be different requirements to consider for different use cases
· Some areas where FAST solutions may need adaptations for intermediaries:
· Security – there’s no specification to chain OAuth requests together, which will be challenging when one or more intermediaries are participating in FHIR exchange 
· Testing & Certification – interoperability testing will be more complex than testing for IG or FHIR conformance; do we need midpoint registration and certification?
· Identity – when dealing with HIEs/broadcast queries, patient matching becomes more complex
Specific Intermediary Requirements
· In order for intermediaries to be transparent, a guiding principle should be that they can format or add to messages, but not subtract (i.e., they need to preserve the context from the original message for end to end auditability)
· Provenance is required from auditing perspective, but optional to send to information receiver
· Provenance should always include whether data was provider vs. patient reported
· Intermediaries should be able to handle when the receiving endpoint service is down
· May need to address OAuth challenges in scenarios with intermediaries, where there’s no specification for chaining OAuth requests together
· The group discussed the difference between intermediaries who perform business processing vs. those who strictly provide routing and determined there may be different requirements to consider for different use cases
· Need to support continuity of operations events or disaster recovery
· Market should let intermediaries compete on which value-added services the offer, but there should be core requirements that they all must support (e.g., Provenance)
· System administrators/developers need to know what intermediaries are involved in a transaction
· There are also policy and accountability reasons where the intermediaries would need to be known
· Mixed feedback regarding whether all intermediaries should be required to connect with each other, with following concerns:
· Potential conflicts with TEFCA model
· Information blocking, “islands” of specialized intermediaries saying you have to go through me to get to point B
· SLA Requirements
· Availability
· Consider defining guidelines/best practices that parties could reference in their contracts and stipulate compliance
· Don’t necessarily need two separate sets of rules for intermediaries and endpoints

Tiger Team Considerations
· Security
· There’s no specification to chain OAuth requests together, which will be challenging when one or more intermediaries are participating in FHIR exchange 
· Testing & Certification
· Interoperability testing will be more complex than testing for IG or FHIR conformance
· Do we need midpoint registration and certification?
· Identity
· When dealing with HIEs/broadcast queries, patient matching will become an issue
· Do we also need to think about identity of actors? 
· With intermediaries, it becomes more difficult to track down the human actor when issues occur
· Also a challenge for determining what has been disclosed to whom
· Exchange
· How do you identify initial client and intermediaries, and what do you put in your metadata requirements

