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0194 Peter Liepmann Pg. 1: RE Patient Matching: Congress has forbidden the obvious, simple and secure solution of assigning each person a unique identifier (UPI,) instead asking for some sort of complicated, fallible, and inexact process to identify people by their left shoe size, blood type, maternal grandmother's favorite food, plus eye color. There will inevitably be duplicates, confusion, and errors.
This is industrial-strength stupid, and Congress needs to be told the task of SAFELY and SECURELY identifying people CANNOT be done with a "patient matching strategy."
Doing so will KILL people, because the wrong person will inevitably receive a treatment meant for someone else. "Patient matching" cannot be made reliable enough to use without also making it impossibly cumbersome-but not more secure. The argument that using a matching strategy instead of a UPI, using information that is difficult but not impossible to get is called "security by obscurity," and is inherently flawed. If the information is known to anyone, it could be known to everyone.

This does NOT add true security, but simply makes the system more difficult to use by everyone. We might insist that all information be carved into stone tablets, and not kept electronically. This would also be obscure, but not secure. Or we could require a notarized letter, also signed by a member of Congress, be attached to each records request. This would succeed in making the system unusably cumbersome, but not secure. In contrast, strong unique passwords kept within a password manager ARE secure, and 2 factor authentication (2FA ) could be used, if desired.
Many many commercial systems have already solved this problem, identifying people by their phone number or email, allowing them to access their information with a password, adding 2FA if desired. How secure the information is would depend on the security of their password, which is in the patient's control. Education on password managers and password generators could be made available from the websites where people access their information, and would encourage their use.
 
0195 Peter Liepmann Pg. 1: "We solicit comment on how and in what way patient matching does or does not present the same security and privacy risks as a UPI." Patient matching presents EXACTLY the same security and privacy risks as a UPI. The only difference is that patient matching is much more difficult to use-by everyone- and would slow down information transfer. This is not an advantage.
0221 David Finney/Leap Orbit LLC Letter Pg. 8-10: A much more serious security risk is created by apps used to access patient data. Who wrote them, why, and how trustworthy are they? If an EMR vendor created both the apps and the API, they could be reasonably trusted to supply a secure app, but the code should still be reviewed by CMS to be sure the company has not created a way to obtain the patient's information.  If the app were created by a third party, then the security of the app depends on the reputation of the creator. E.g., if Kaiser Permanente created an app to examine its records or extract records from another system, it could reasonably be trusted. If XYZ insurance co farmed out development of their app to a developer in Pakistan, the app might or might not expose the patient's data to the developer.
Someone needs to examine each app's source code, or the developer needs to be trusted, preferably both.
Patient matching is a necessary precursor to exchanging health information. If patient identities are not matched correctly across systems or between organizations no data will be exchanged. We have seen this time and again both in our work with HIEs and when implementing Prescription Drug Monitoring Programs (PDMPs). In the PDMP space, demographic data from the pharmacies is often out dated and incomplete (how often have you updated your address with a pharmacy). As providers have started to use PDMPs more frequently, we have found that it is difficult to match the demographic data in the PDMP with the data in an EHR system. This means that providers either receive no data back when they query or they may receive data for multiple different patients, with very little information available to determine 9 which record is the correct one. As we move towards sharing PDMP data across state lines and more generally nationwide interoperability, the patient matching challenges will only increase. We have provided responses to ONC’s patient matching questions and are happy to discuss any of our answers further. 1. It is a common misconception that technology alone can solve the problem of poor data quality, but even the most advanced, innovative technical approaches are unable to overcome data quality issues. Thus, we seek input on the potential effect that data collection standards may have on the quality of health data that is captured and stored and the impact that such standards may have on accurate patient matching. We also seek input on other solutions that may increase the likelihood of accurate data capture, including the implementation of technology that supports the verification and authentication of certain demographic data elements such as mailing address, as well as other efforts that support ongoing data quality improvement efforts. We support standardization of key data elements that are used by patient matching algorithms. While ONC has taken steps in the right direction by requiring the exchange of certain data elements in the US Core Data for Interoperability (USCDI) that can be used for matching, we believe that the agency can do more by requiring standardization of the address and last name fields. Pew Research recently released a study that demonstrated small improvements in match accuracy when these fields were standardized. Further, pharmacy data that is used within PDMPs for matching is electronically sent by the prescriber via the NCPDP SCRIPT standard. We believe that ONC should work with NCPDP to ensure the same demographics that are standardized and required in the USCDI are also included in the SCRIPT standard. Additionally, the American Society for Automation in Pharmacy (ASAP) standard is used to send data from pharmacies to PDMPs. We believe that ONC should work with ASAP to include the demographic data in the USCDI as a required set of data elements within its specification. 2. In concert with the GAO study referenced, we seek input on what additional data elements could be defined to assist in patient matching as well as input on a required minimum set of elements that need to be collected and exchanged. We encourage stakeholders to review the Patient Demographic Record Matching section of the Interoperability Standards Advisory143 and comment on the standards and implementation specifications outlined. Public comments and subject matter feedback on all sections of the Interoperability Standards Advisory are accepted year round. In addition to the current demographics included in the USCDI, we believe that driver’s license number or other state or local government-issued identifier could improve match rates significantly. We understand that not all patients have a driver’s license or similar identifier—or do not wish to provide it to a provider practice. In these situations, we would anticipate that such fields would be left blank. By including this data element as an option in the USCDI for exchange, we believe we could see improvement in accurate match rates. 3. Also in alignment with the GAO study, we seek input on whether and what requirements for electronic health records could be established to assure data used for patient matching is collected accurately and completely for every patient. For instance, the adopted 2015 Edition “transitions of care” certification criterion (§ 170.315(b)(1)) currently includes patient matching requirements for first name, last name, previous name, middle name, suffix, date of birth, address, phone number, and sex. These requirements also include format constraints for some of the data. As we stated above we believe that ONC should ensure that the SCRIPT standard includes the demographic data elements in the USCDI. Further, to the extent that ONC applies format constraints to additional data elements (particularly address and last name), such changes should be applied to all 10 standards used for data exchange, not just the C-CDA and FHIR standards. We also recommend that driver’s license number be included in the USCDI so that when it is recorded it is made available when data is exchanged. Additionally, not all health IT products have a location for recording driver’s license number. We recommend that ONC require this functionality within certified health IT products that produce or maintain electronic health information.
0305 Michael Kennedy Pg. 1: Areas of concern:
1. If each QHIN is responsible for identifying a patient, isn't it possible that a misidentification could occur and the overall system accidentally shares the wrong data with the wrong patient? Isn't it mandatory that HHS create a system for "National Patient ID"?
2. It seems like there is no solid model of IAM? Once we give a doctor or a payer access, how are they kept from accessing all data? How do we know what they are entitled to access? This seems like a big risk.
CMS-2019-0039-0626 Steve Miu/IDEMIA Letter Pg. 12: 
P7555 Column 2 Paragraph 6 … There are unique matching issues related to pediatrics and we seek comment on innovative and effective technical or non-technical approaches that could support accurate pediatric record matching..… 
IDEMIA makes a business in matching individuals to several simultaneous identity databases. We believe patient matching is tricky from a policy perspective because common practice is to deploy a single, common, central database and rules-engine to govern access. However, we have seen many instances where this approach is fraught with risk, and often with bad results – i.e., massive data breaches. Here, states are experimenting with new technologies and methods that take advantage of innovations used in government credential “authentication” and “real time” biometric verification. In these cases, identity verification, and thus “identity matching,” can take place without accessing a central database (i.e., the DMV driver’s license database), using just a credential and a selfie. While children are not typically issued government credentials, for this commentary, the ONC might consider using the parent’s attributes to assert their identity and consent when it comes to healthcare matters for their children. Here, “fusing” the child’s social security number with the parent’s government credential and biometric provides a 3-factor means by Page 13 of 14 which to assert the child’s identity for healthcare purposes – using all the best practices cited by NIST – i.e., something you have, something you know, something you are. Such records would and could be matched using a method prescribed by the ONC and operationalized by the RCE, in order to span across multiple disparate HIE and provider databases.
0363 Brent Backhaus Letter Pg. 12: The ONC may want to require Social Security Numbers to be included and complete in the EMR database and in the API data payload. Adding SSN is not adding any further complexity of personal information compared to the data already in play, and many other non-healthcare industries already use SSN. For individuals with email addresses, the email address is a unique identifier, but is not a data item that is always available. As a last resort, it is always advisable to place the unmatched items on a list and have a human user match the unmatched.
SSN Fraud Prevention Act of 2017
Medicare Beneficiary Identifier (MBI) number. The MBI number is the new, unique, 11-byte number that has replaced the SSN-based Medicare identifier pursuant to the Medicare Access and CHIP Reauthorization Act (MACRA) of 2015. This law requires CMS to discontinue all SSN-based Medicare identifiers and reissue all new Medicare cards with MBIs by April 2019. CMS started reissuing the cards last spring and recently announced it had finalized distribution of the new cards ahead of schedule. 
The Medicare Access and CHIP Reauthorization Act (MACRA) requires CMS to remove Social Security Numbers (SSNs) from Medicare beneficiary ID cards and issue new cards with a new Medicare Beneficiary Identification or MBI number.

CMS will start mailing ID cards with the new MBIs to patients beginning in April 2018. There will be a 15-month transition period beginning October 2018. During the transition period, physicians and other providers may submit a Medicare claim using either the patient’s valid and active SSN or the MBI.  Medicare will return both the SSN and the MBI on the remittance advice.
All Medicare claims submitted after January 2020 will be required to use the MBI. Those claims filed with the patient’s SSN will be rejected.
HHS-ONC-2019-0002-0427 Mariann Yeager/The Sequoia Project Letter Pg. 21: General Comments: In our detailed comments below, we address the questions that ONC poses in its request for information (RFI) and agree with ONC on the importance of this issue and of the role of the private sector, with federal government support, in improving match rates. We point ONC to the Sequoia Project’s “A Framework for Cross-Organizational Patient Identity Management,” first published in 2016 and updated in 2018.4 We commend this report to ONC and point to ongoing work in this area by the Sequoia Project Patient Identity Management Work Group. We especially emphasize that much of the focus in accurate patient matching has been intra-organizational but that true interoperability and data liquidity will require accurate cross-organizational matching.
More generally, although federal agencies are restricted to patient matching approaches instead of use of a unique identifier, the private sector should not be subjected to that restriction. We urge ONC to support and enable a competitive marketplace for secure identity solutions from commercial third-party enterprises. In addition, it is important to note that identity requirements for Payment and health care Operations are fundamentally different than identity requirements for Treatment. Financial transactions are reversible, and reports can be corrected, but patient care actions are often permanent. Accordingly, in our experience, providers have lower tolerance for false positives, and the different purposes of use should not be subjected to a lowest- common denominator patient matching approach.
ONC asks several questions in this RFI, which we address below. 
1. It is a common misconception that technology alone can solve the problem of poor data quality, but even the most advanced, innovative technical approaches are unable to overcome data quality issues. Thus, we seek input on the potential effect that data collection standards may have on the quality of health data that is captured and stored and the impact that such standards may have on accurate patient matching. We also seek input on other solutions that may increase the likelihood of accurate data capture, including the implementation of technology that supports the verification and authentication of certain demographic data elements such as mailing address, as well as other efforts that support ongoing data quality improvement efforts. 
Comment: We agree with ONC that data collection standards and their consistent application by providers and exchange organizations are a critical determinant to matching accuracy. The above-referenced Sequoia Project document addresses this issue in detail, including, notably, a maturity model for intra-organizational and crossorganizational processes to enhance patient matching accuracy, including rigorous information governance. Overall, the biggest opportunity to immediately enhance matching rates is standardized formats for demographic data among data sharing participants.
2. In concert with the GAO study referenced above, we seek input on what additional data elements could be defined to assist in patient matching as well as input on a required minimum set of elements that need to be collected and exchanged. We encourage stakeholders to review the Patient Demographic Record Matching section of the Interoperability Standards Advisory (ISA) and comment on the standards and implementation specifications outlined.
Comment: Additional data elements to improve patient matching efforts may include: Maiden Name, Multiple Birth Indicator, Birth Order, Telephone Number types, and Email Address(es). In addition, substantially increased patient match rates (i.e., above 95%) may require a supplemental identifier in addition to the required fields. A supplemental identifier could be a national or regional shared identifier, such as a driver’s license number. High data quality of this identifier at the point of capture is essential for acceptable patient match rates. Finally, we also believe that IHE-PDQ and IHE-PIX are very important standards, as identified in the ISA, as tools that can assist with the matching process when used in a process flow with registrar and patient.
3. Also, in alignment with the GAO study, we seek input on whether and what requirements for electronic health records could be established to assure data used for patient matching is collected accurately and completely for every patient. For instance, the adopted 2015 Edition “transitions of care” certification criterion (§ 170.315(b)(1)) currently includes patient matching requirements for first name, last name, previous name, middle name, suffix, date of birth, address, phone number, and sex. These requirements also include format constraints for some of the data. 
Comment: As discussed above, other potential data elements of value include: Maiden Name, Multiple Birth Indicator, Birth Order, Telephone Number types (we note the high value of the validated cell phone number), and Email Address(es). We also highlight the importance of consistently defined and used format constraints.
4. There are unique matching issues related to pediatrics and we seek comment on innovative and effective technical or non-technical approaches that could support accurate pediatric record matching. 
Comment: We agree there are special challenges for pediatric populations, with matching for newborns being especially problematic. Issues unique to pediatrics include
 No national naming convention for newborns, specifically, patients who have not yet received their legal name and have a temporary name; and 
 Multiple births present challenges with same date of birth, address, mother’s maiden name and potentially very similar names and identifiers, often only differing by a single digit.
Specific approaches to enhance patient matching accuracy for pediatrics include: 
 Following the Children’s Hospital Association’s temporary demographic conventions for newborns; 
 Standards adoption (e.g., for naming, demographics and gender identification); 
 Information governance, process, and technology (e.g., ensuring the health IT and its use enables complete and accurate medical records both for the mother and fetus); 
 Vendor capture of multiple birth indicator, birth order, and mother’s maiden name; and 
 Creation of the medical record prior to birth event
5. Recent research suggests that involving patients in patient matching may be a viable and effective solution to increase the accuracy of matching, and giving patients access to their own clinical information empowers engagements and improved health outcomes. We seek comment on potential solutions that include patients through a variety of methods and technical platforms in the capture, update and maintenance of their own demographic and health data, including privacy criteria and the role of providers as educators and advocates. 
Comment: We believe that involving the patient in data entry, correction, and maintenance can maintain and enhance patient data integrity over time. This approach includes making it a practice to ask the patient at every visit (and training staff on the value of doing so) whether their address or phone number has changed and also having the patient review their demographic information to ensure its correctness. Patient portals and other self-service applications can also help patients understand the extent of their identity completeness and how it can be increased. More generally, we recognize that more complete demographic data will only get us so far and we should increasingly look to approaches like biometric data, that rely on data that “patient inherent” rather than simply “patient-generated”.
6. In addition, we seek input on standardized metrics for the performance evaluation of available patient matching algorithms. Health IT developers are each relying on a number of patient matching algorithms, however, without the adoption of agreed upon metrics for the evaluation of algorithm performance across the industry, existing matching approaches cannot be accurately evaluated or compared across systems or over time. 
We suggest a focus on sensitivity, specificity, and precision. Sensitivity is a measure of the capability of the matching algorithm to correctly classify two records that refer to the same patient as true matches. Specificity is a measure of the capability of the matching algorithm to correctly classify two records that refer to two different patients as nonmatches. Precision is a measure of the fraction of pairs that the matching algorithm classified accurately as matches. This latter metric can be used along with the sensitivity to jointly evaluate the performance of a matching algorithm. It is important that two metrics are used in the analysis because the metrics evaluate the performance of the matching algorithms from different and conflicting viewpoints, resulting in a more balanced assessment as opposed to using just a single metric. 
Precision is preferred as a metric over specificity. Specificity is calculated using the counts of True Negatives and False Positives. In most cases most record pairs under consideration are true negatives whereas only a relatively small number of record pairs are False Positives. This difference in the scale between the two numbers involved in the calculation causes false negatives to overwhelm the calculation and reduce the value of specificity as a metric.
7. At the same time, we seek input on transparent patient matching indicators such as database duplicate rate, duplicate creation rate, and true match rate, for example, that are necessary for assessment and reporting. The current lack of consensus, adoption, and transparency of such indicators makes communication, reporting, and cross-provider or cross-organizational comparisons impossible, impedes a full and accurate assessment of the extent of the problem, prohibits informed decision making, limits research on complementary matching methods, and inhibits progress and innovation in this area. 
Comment: We agree on the value of such transparent indicators, and emphasize the importance of gold standard data sets to use in evaluating algorithms.
8. There are a number of emerging private-sector led approaches in patient matching that may prove to be effective, and we seek input on these approaches, in general. A number of matching services that leverage referential matching technology have emerged in the market recently, yet evaluations of this type of approach has either not been conducted or has not been made public. Other innovative technical approaches such as biometrics, machine learning and artificial intelligence, or locally developed unique identifier efforts, when used in combination with non-technical approaches such as patient engagement, supportive policies, data governance, and ongoing data quality improvement efforts may enhance capacity for matching. 
Comment: In the future, biometrics will likely play a significant role in patient matching and identity proofing and may change the fundamental paradigm for patient identification. Examples of biometrics include fingerprint, palm veins, face recognition, DNA, palm print, hand geometry, iris recognition, and retinal scanning. Biometric devices are used to capture these metrics in a systematic and reliable way. Biometrics are considered immutable attributes, in that they are innate, entrenched, and would take significant effort to change. As such, biometric attributes are ideal for patient matching and identity proofing and we encourage ONC to facilitate and identify standards in this area that can encourage interoperability of biometric data.
9. Finally, ONC seeks input on new data that could be added to the United States Core Data for Interoperability (USCDI) or further constrained within it in order to support patient matching.
Comment: Additional data elements for consideration include: Maiden Name, Multiple Birth Indicator, Birth Order, Telephone Number types, and Email Address(es) and types.
HHS-ONC-2019-0002-0390 Daniel Waits Spreadsheet Cell B6:  No, patients name, DOB, telephone number, email address, SS# and pertinent health insurance data (group #, ID#, BIN#, PCN#) will be enough.
HHS-ONC-2019-0002-0403 Jennifer Jones/AMSN Letter Pg. 4: III. Request for information: Address interoperability in ways that improve the availability of actionable data and reduce burdens for nurses, other health care professionals, and patients 
We thank the agency for requesting further information improving health information technology interoperability, specifically regarding registries (Sec. IX) and patient matching (Sec. X). As end-users of information technology systems who rely upon them to understand and accurately communicate a patient’s health, med-surg nurses have a significant interest in ensuring the patient data they may access is both actionable and accurate. We support the intent of the provisions in Sec. IX supporting greater and more standardized patient data availability through accelerated implementation of FHIR Release 4.5 Recognizing that the agency has declined to advance policy assigning each patient a national patient identifier (NPI) as representing too great a risk to individual privacy and security, we also support the intent of the concepts in Sec. X advancing both technical and human systems that ensure accurate identification of patients in the interest of their health, care and recovery. 
For both sections IX and X, our counsel to the ONC and to industry is this: Consult with a variety of nurses from the beginning to the end-user phase. Some nurses specialize in health informatics. Nearly all nurses must interact extensively with health information technology systems and data outputs to engage in patient care and document it. After overall staffing levels, professional respect and safety in the workplace, medical-surgical nurses rank information technology highly as a vital environment for improving patient care and a substantial burden and impediment to care delivery. The expertise of nurses is vital to care and both governments and information technology industry would be wise to call upon nurses in support of improvement of health IT systems architecture, development, implementation and evaluation. We thank you for your attention to these comments and look forward to the agency’s response. We also stand ready to answer questions or to engage directly with agency personnel. Please contact AMSN legislative consultant Frank Purcell, frank.purcell@cardinalwaypoint.com to pose questions or requests to our organization and he will ensure you receive the support you request.
0407 Grace Koh Letter Pg. 6: We are pleased that ONC is considering actions that both it and the industry can take to improve patient matching. We are deeply concerned about the current state of matching and the lack of motivation for everyone to improve their matching to common levels. And, as we scale towards nationwide exchange, patient matching accuracy will only degrade further as more enterprises contribute errors and these errors compound. The time for action is now, and we cannot afford to continue simply discussing patient matching. Poor patient matching is a patient safety issue as it can easily lead to patients receiving the wrong care or not receiving care they need. Whether matching errors lead to duplicate records or record overlays, patients who are not correctly matched to their records within and across health systems and providers will ultimately not receive the correct care. 
Furthermore, there is a broad range of patient matching solutions commercially available. Some, like Verato, are stand-alone component products that focus just on patient matching. Many use advanced probabilistic algorithms while Verato goes beyond probabilistic with a full referential algorithm. However, other patient matching technologies are not as sophisticated as either of these. They are typically found embedded within the EHR platforms – and often use rules-based or deterministic algorithms that produce less accurate match results. Since there is no recognized authority or measure for patient matching capability, no organization can make a fact-based decision about which technologies work well and which do not. Many health organizations do not realize that there are differences in performance, and, ultimately, that they have a serious patient matching problem until it is too late. 	Comment by Smiley, Carmen (OS/ONC): Still probabilistic
As noted by ONC, best practice patient matching is typically accomplished through use of probabilistic algorithms that must be highly tuned for each implementation, meaning they must take into account the demographic variables that are most prevalent in a given geography to work well. As we scale towards nationwide exchange, these algorithms will degrade in performance since they will not be able to leverage local demographic variations in their tuning to deliver good matches. They will fail to find matches more often, and worse, they will return data for the wrong patient record. 
Furthermore, improving patient matching by standardizing demographic data the benefits will mostly be realized by those organizations using the less sophisticated patient matching tools. Today, the high performing EMPI technologies already accommodate “dynamic standardization” which formats demographic attributes consistently prior to any match algorithms being applied.
In the following sections we provide responses to ONC’s specific questions and suggest ways in which we can use new technologies to improve matching.
It is a common misconception that technology alone can solve the problem of poor data quality, but even the most advanced, innovative technical approaches are unable to overcome data quality issues. Thus, we seek input on the potential effect that data collection standards may have on the quality of health data that is captured and stored and the impact that such standards may have on accurate patient matching. We also seek input on other solutions that may increase the likelihood of accurate data capture, including the implementation of technology that supports the verification and authentication of certain demographic data elements such as mailing address, as well as other efforts that support ongoing data quality improvement efforts.
Verato Response:  We agree with ONC that data quality is at the heart of the patient matching challenge. That is to say, perfect data will result in perfect patient matching. However, we all know that demographic data can be impaired in many ways. Having non-standard formats for addresses and punctuation marks in last names are two prominent examples that were identified by the recent PEW research. Other examples are nicknames, changes to names and addresses, and the close demographic proximity of twins, spouses, junior/senior, and siblings. And, of course, any of this data may be misspelled or transcribed incorrectly upon data input. With that said, coordination of data format standards (e.g. USPS address standard) among all participating health IT products would, by definition, improve patient matching at lower performing MPIs. However, as introduced in the section above, we would advise ONC to consider that the state-of-the-art eMPIs already accommodate this through “dynamic standardization” upon all incoming patient demographic queries. That is, they dynamically convert out-of-standard formats like Boulevard to Blvd. This is one way they achieve their current levels of good match rates. These systems would not benefit from any additional standardization. By contrast non-state-of-the-art matching technologies do not have this ability and would benefit from some kind of standardization. However. we recommend that the best execution of a data standardization policy would be to have all matching products support dynamic standardization capabilities rather than rebuild all of the existing patient databases everywhere with standard formats only to accommodate the laggards in technology. Another prominent area where demographic data is impaired is at the point of demographic data capture – typically a registration desk or other location of patient presentment, including online. The use of third party data to assist in verification would undoubtedly help some, but we think its complexity and likely cost make it less viable than using biometric technology and even simple mobile apps that could easily transmit the correct spelling of an individual’s demographic data.
There are unique matching issues related to pediatrics and we seek comment on innovative and effective technical or non-technical approaches that could support accurate pediatric record matching.
Verato Response: We have seen with customers the many issues related to accurately matching pediatric records, particularly newborns. Much of the data traditionally used for matching is not yet available for them. Additionally, use of third-party databases to verify details about someone or knowledge based authentication services do not work for patients under 18 since their data is not contained in these databases. At Verato, we address these issues by using referential matching to link pediatric patients to their parents’ data in our reference data base. This technique can help solve pediatric matching issues if widely deployed across health systems and health information networks.
We seek input on standardized metrics for the performance evaluation of available patient matching algorithms. Health IT developers are each relying on a number of patient matching algorithms, however, without the adoption of agreed upon metrics for the evaluation of algorithm performance across the industry, existing matching approaches cannot be accurately evaluated or compared across systems or over time.
Verato Response: Across every industry, the government has created certification processes and metrics to ensure the safety of citizens, whether this be emissions control, air travel, or food. Due to the potentially fatal consequences of poor patient matching – not to mention its impact to healthcare costs – all vendors should be transparent about their patient match rates – and better yet, be held to a minimum acceptable match rates – a technology benchmark. This would ensure that all products have the potential for good match performance when implemented at a healthcare enterprise. This would be a very valuable first step toward improving patient matching nationwide and should be done immediately to propel us toward higher safety and lower costs. 
However, this would only be the first step. Patient matching effectiveness is also highly dependent on the hospital-specific tuning of algorithms at each implementation to accommodate the unique nature of their data sources, data capture policies, and patient population (i.e. a large Hispanic population with multiple last names or an Asian population with first name/last name inversions). Ideally, we also need a second step that measures and benchmarks the patient matching quality of actual implementations. This is analogous to certifying that a meat packing machine includes cleanliness features at the factory as a first step, but then inspecting the actual implementation at the plant as a second step. 
We acknowledge that there are some large logistic and cost challenges with measuring patient matching performance at each healthcare enterprise and comparing it to a baseline standard. And while we ultimately must do this, a productive and feasible first step should be the measurement of commercially available patient matching technologies and holding these vendors to an accountable, performance benchmark. 
One of the major impediments to benchmarking patient matching technologies has been the lack of a large data set of real patient data (not synthetic data) that can be used for testing. There is a unique opportunity over the coming year to create such a data set, a benchmarking evaluation, and a reporting
requirement for health IT developers. opportunity over the coming year to create such a data set, a benchmarking evaluation, and a reporting requirement for health IT developers.
Test Data Set The Support for Patients and Communities Act included a 100 percent funding match from CMS for qualified state PDMPs. This funding is being used by many states to connect their PDMPs across state lines and share data. This funding provides a unique opportunity to create a test data set that could be used for product benchmarking. PDMP demographic data is often lower quality (more misspellings, more out-of-date data) and matching within and across PDMPs has proven difficult. But, this makes the PDMP data ideal for testing what matching tools can accomplish. There is an opportunity for states to contribute PDMP demographic data only (no clinical data) to a data set that could then be refined by an appropriate testing body (possibly one or two of the current ONC Accredited Testing Laboratories). Refining could occur in multiple ways, but ultimately the testing body would have what would amount to a test key so that the testing body would know what the expected outcomes should be (i.e. what matches should be made by the matching technologies).
Benchmarking and Reporting Under the Cures Act, ONC is required to establish an EHR Reporting Program. ONC has not yet established such a program but intends to do so in future rulemaking. The reporting program provides an excellent opportunity to begin benchmarking matching technologies. Once the test dataset is created, ONC can require that, as part of the reporting program, certified health IT developers who match patient data (e.g. developers who are certified to criteria that facilitate exchange such as APIs) must test their products against the test dataset and report the results to ONC. The results of such tests would show how well products natively perform and create echelons or benchmarks of performance that the industry should expect. We expect that some health IT developers would perform in the upper echelons, while others would perform lower on the spectrum. We also expect that the best-of-breed matching vendors, while not certified health IT developers, would voluntarily test their products’ performance, since they would not be required to submit to the EHR Reporting Program. This benchmarking would bring a new level of transparency to matching tools, and we anticipate that ONC could use that data to set initial baseline targets and associated timelines for certified health IT developers who are in the lower echelons to improve their products to meet the baselines. Over time that baseline can be raised to drive all products into the upper end of the upper echelon.
Testing Implementations (Future State) Most sophisticated matching tools do not perform very well out-of-the box. They must be highly tuned to exploit characteristics of the population, data sources, and data collection methods that are often very unique to each implementation at a health system or payer. This tuning is very complex and more of an art than a science. Consequently, a healthcare organization could be using the top of the line, gold standard matching product that exceeds the ONC baseline but still fail to achieve good matching results. Benchmarking the vendor technology described above is the first step towards improving patient matching across the nation. The next essential step is ensuring that the real world implementations of those tools are meeting appropriate baselines too. We understand that there are inherent challenges with testing individual implementations, but we strongly encourage ONC to conduct a study that recommends a feasible approach to testing real-world patient matching implementations. In the world of interoperability where every hospital and payer are charged with making coordinated matching decisions for shared patients, they carry a fundamental responsibility to do it well. Without standards, measurement, and rules this federated interoperable environment will never work well enough. Basic patient safety and wellness are at stake. If ONC does not pick up this responsibility, then we ask who will?
We strongly encourage ONC to work with CMS to create the test data set and incorporate the benchmarking concept into its EHR Reporting Program in future rulemaking. 
At the same time, we seek input on transparent patient matching indicators such as database duplicate rate, duplicate creation rate, and true match rate, for example, that are necessary for assessment and reporting. The current lack of consensus, adoption, and transparency of such indicators makes communication, reporting, and cross-provider or cross-organizational comparisons impossible, impedes a full and accurate assessment of the extent of the problem, prohibits informed decision making, limits research on complementary matching methods, and inhibits progress and innovation in this area. 
Verato Response: As we stated above, the first step towards transparent matching indicators is a benchmarking program for matching tools. Such a program would address the lack of consensus on indicators by creating benchmarks against which matching tools would have to perform. We encourage ONC to work with CMS to take this important first step which will being transparency to the industry. We also strongly recommend that ONC, in conjunction with CMS, pre-message to the healthcare community that it is embarking on patient matching benchmarking, starting with vendor products, but with the full intention of benchmarking actual implementations at HINs (QHINs), providers, and payers. Many providers and payers have become complacent about patient matching. They do it well enough to manage claims processing and HIPAA compliance, but arguably not well enough for optimal care, interoperability, and care coordination. Many are reluctant to spend time and money on patient matching because they do not have to. We also recommend that ONC begin a less-scientific but important step of requiring all actors to report some basic patient-matching metrics that are relatively easy to gather and, while not scientifically comparable to each other, are indicative of patient matching capability. Specifically, every actor should report at least 5 simple things: 
1. The size of their “potential match backlog” or task list as an absolute number average over a month;
2. The size of their “potential match backlog” as a percentage of total patient population in the MPI averaged over a month;
3. The percent of inconclusive match results as a percent of all matches attempted over a monthly window;
4. The percent of external requests for information that were fulfilled as a percentage of total external requests received in a monthly window; and
5. The number full time data stewards they have (or have contracted) adjudicating potential matches on an annual basis.
All eMPI systems already generate these basic statistics (or can easily do so). With a modicum of definition by ONC, those measurements can be harmonized enough to rough equivalency. While these items are not intended to create new benchmarks that must be met, the simple act of requesting them will have two enormous benefits. First, it will provide a baseline of information to ONC so we can finally understand the state of patient matching in the U.S. Second, it will signal to all actors that patient matching matters, it will be measured, and it deserves the attention of managers and executives. Currently health enterprise managers have no real knowledge of the match performance of their organizations. This would surface some measures to these individuals, which is a first step in driving action
There are a number of emerging private-sector led approaches in patient matching that may prove to be effective, and we seek input on these approaches, in general. A number of matching services that leverage referential matching technology have emerged in the market recently, yet evaluations of this type of approach has either not been conducted or has not been made public. Other innovative technical approaches such as biometrics, machine learning and artificial intelligence, or locally developed unique identifier efforts, when used in combination with non-technical approaches such as patient engagement, supportive policies, data governance, and ongoing data quality improvement efforts may enhance capacity for matching.
Verato Response: We are pleased that ONC has requested information on innovative matching technologies. “Probabilistic matching” is the algorithm used by almost all modern patient matching software as exemplified in eMPI products and, to a lesser degree, in EHR products. It has been around for over 30 years, and for the most part we have squeezed every last match we can from it. Even proposals to standardize address and name will not improve probabilistic matching much since these products already support dynamic standardization. With a lot of manual effort and constant tuning, probabilistic matching has served the patient matching needs within the four walls of a hospital system acceptably well because hospitals can impose very strict data standards, data governance, and tuning settings; and, they can hire half a dozen “data stewards” to resolve patient matches that the algorithm cannot. Even then, hospitals still see an average of 18 percent patient duplication rates in their EHRs and MPIs. Backlogs of hundreds of thousands or millions of potential matches are generated by these eMPIs and require human intervention to definitively resolve them. We firmly believe that the existing generation of probabilistic patient matching is not going to improve any further and will actually degrade in performance as it is called to support nationwide interoperability. It is time to look to new matching technologies rather than continuing to try to improve purely algorithmic models that simply will not be able to scale nationwide.
Verato has pioneered referential matching technology – which combines a new referential matching algorithm with a highly-curated reference data set. We provide this matching capability as an API-based, cloud service to many customers including health systems, health information exchanges, health information networks, and payers. Healthcare institutions use Referential Matching in two ways – either as a plug-in to improve the matching capabilities of their existing Epic®, Cerner®, and IBM® Master Patient Index (MPI); or as a replacement of those existing systems with our more accurate Enterprise MPI (eMPI) or Record Locator Service (RLS). Referential matching uses a reference database of identities as an authoritative answer key against which all patient identities are compared. The reference database contains demographic information for the US population (so it is already tuned to a national population) and includes a wide range of identity information for each person – nicknames, maiden names, current and former addresses, current and former phone numbers and emails. By comparing every patient identity to its corresponding reference identity, Referential Matching avoids the chain reaction of errors that occur when patient records must all be matched to each other. In no case is customer-provided identity data ever added to the reference database or shared with other customers or used for any other purpose than matching. But, through our SaaS service, all customers get a private repository of just their patients and can even extend their private repository with private attributes unique to any given customer, such as a biometric IDs or digital device IDs that the customer has captured for their patients. In such cases, Verato’s services can serve as an identity bridge – connecting newer and stronger forms of identity to the lowest common denominator and most pervasive form, demographics.
Verato’s customers span some of the largest Health Information Exchanges (HIE), Providers, and Payers and represent some of the most challenging patient matching environments. Our customers have realized a 50-75% uplift in resolution rates from traditional matching tools already employed – whether those were embedded within an EHR or the best-of-breed technologies. This means that Verato was not only able to make the same matches as the existing eMPI but also resolve up to 75% of the matches that these tools categorized as “potential duplicates.”
ONC has rightly indicated that there has not been a public evaluation of referential matching techniques relative to other matching approaches and technologies. These new techniques rely on real world patient data to work, thus matching challenges that ONC has hosted have not been able to test the power of this new technology. As we detailed earlier, we believe that there is an easy way to create and securely maintain a test dataset of real patient data against which matching tools could be benchmarked. We wholeheartedly support this type of testing and will happily participate in any such testing of referential matching vis-à-vis other approaches.
0615 Anonymous Anonymous/American Academy of Neurology Letter Pg. 5: Patient Matching Request for Information 
The AAN supports efforts to improve patient matching and to establish a comprehensive standard for identifying and matching patient records. The AAN understands that a universal patient identifier has been statutorily banned but believes some standard should be in place to allow for the matching of patient records across systems.8 In the absence of a universal patient identifier, the AAN recommends using 2-3 unique patient data elements for the purpose of matching patients.
0672 Philip Parker/Coral Health Letter Pg. 8: 7. Patient Matching Registration We encourage ONC to require referential matching by both providers and health information networks. Interoperability and patient access to their information is always going to be severely limited if our ability to match patients within, and more importantly, across healthcare organizations does not improve dramatically. There’s very little benefit to being able to seamlessly exchange records across organizations if those organizations are not confident that they’ve matched the patient accurately. Coral Health has already seen that patient matching issues severely limit patient access to their records from practices during portal registration and from health information networks during record lookups. For example, CommonWell severely limits patient’s ability to retrieve their records from the network because of concerns that their matching algorithm is not precise enough to prevent a patient from being given another patient’s data. Unless matching is improved, information networks will have plenty of justifications for restricting patient access to their data.
0674 Mari Savickis/CHIME Letter Pg. 15: V. Patient Matching RFI Included in the ONC and CMS rules are complementary requests for information regarding patient matching. We are delighted to see the Administration focusing on such a critical issue. CHIME has long contended , and, in fact, has been a trail blazer in championing this issue. The ability to uniquely connect a patient to their medical record is paramount for both interoperability and patient safety reasons. We would note that the term patient matching is often used interchangeably with the term patient identification. We believe that patient identification – meaning the ability to uniquely and accurately match a patient to their record – as opposed to a referential matching algorithm is the right solution. Without accurately connecting a patient to their data, patient safety and interoperability issues will persist. 
Understanding, however, that the Administration is prohibited by Congress from spending time or resources on adopting a standard to uniquely identify patients, we are very pleased the Administration is exercising the authority granted by Congress under the previous two appropriations reports which contain language encouraging the Department to identify industry-led solutions to improve patient matching. Given our long-standing interest surrounding unique patient identification, we are pleased to offer our comments these topics.
Healthcare organizations and agencies, such as the Department of Defense (DOD) and the National Institute of Standards and Technology (NIST) consider accurate patient matching a combination of people, process, and technology. This information is then entered into electronic fields using standard, unique identifier conventions. For example, NIST recommends name followed by name modifier (e.g., Jr., Sr., III), date with month written in first 3 or 4 letters (e.g., Jan—). Other suggestions include zip code, address, and historical addresses. Standards for naming conventions and processes in support of usability such as these combined with safety guidelines and training could be leveraged.
ONC writes that patient matching is a critical component to interoperability and the nation’s health information technology infrastructure. In fact, ONC cited a CHIME survey6 where one in five providers named lack of an appropriate patient matching strategy as the primary reason for inadvertent illness or injury. ONC stated that it considers this a quality of care and patient safety issue, and requested input on creative, inno vative, and effective approaches to patient matching within and across providers. 
ONC suggests that patient matching may be defined as the linking of one patient’s data within and across healthcare providers to obtain a comprehensive and longitudinal view of that patient’s health care. At a minimum, this is accomplished by linking multiple demographic data fields such as name, birth date, sex, phone number and address. ONC specifically asks about the use of certain pieces of demographic data like address a nd phone number. Some of our members have found the use of phone numbers to be helpful as people tend to keep them for a long time. Addresses, on the other hand, can change often, which can present issues like identity theft (i.e., bills going to an apartment where you previously lived). However, when the address field is standardized – particularly when applying the U.S. Postal Service Standard to the address, matching rates improve. Many organizations— including the Bipartisan Policy Center and ONC contractor Audacious Inquiry—have recommended the standardization of data used for matching, however the effects of standardization have not yet been teIn an article published in March of this year in the Journal of the American Medical Informatics Association (JAMIA)7 , the Pew Charitable Trust collaborated with Indiana University to test whether standardizing demographic fields (including address, phone number, name, and others) yields improvements. They found through their research that its use increased match rates by approximately 2-3 percent. To conduct the research, Indiana University ran a matching algorithm across four different databases where the true matches were already known, then standardized the data and re-ran the algorithm to determine whether standardization generated better matching results. 
We support ONC’s proposal to include address among the demographic data elements proposed in the U.S. Core Data for Interoperability (USCDI). ONC could build on the addition of address to the USCDI by specifying the use of the U.S. Postal Service standard for address. We believe it would also be beneficial for ONC to add other regularly collected data elements—such as email address—to the USCDI. ONC currently requires address, name, birth date, phone number, and sex for matching. However, health records contain other demographic data routinely collected—such as email address and health insurance policy ID. For example, a recent study found that, in 2014, 54 percent of patient records contain email address. As email is increasingly captured, it should be considered for use in matching. 
ONC should work with the industry and experts to identify additional demographic data to add to the USCDI, such as email address. It’s also worth noting that the Sequoia has studied patient matching. 8 They developed a framework for patient identity management in conjunction with the Care Connectivity Consortium (CCC) and they also studied the integrity of data. They note, “Resolution of patient identity issues are more daunting when they cross organizational lines. Such issues often involve six or more organizations (the two health information organizations, their two vendors, and often an intermediary such as a health information organization and their vendor). In such an environment, even mundane items such as scheduling cross-organizational working sessions often introduce days and weeks of delay in resolving each issue due to lack of availability of key personnel .” They also included data on matching from Intermountain Health which found that in their health system comprised of 22 hospitals, 1,400 employed doctors, 185 clinics, and health plans they were able to improve patient matching from 10% to 95%. Specifically, Sequoia reports that with “demographics-based patient matching” Intermountain was able to show, “with proper data quality control and algorithmic adjustment, demographic-based patient matching can achieve mathematically promising matching rates.” Their report details the patient attributes with the highest success rates included first and last names, gender, date of birth, postal code and primary phone number. AHIMA has also studied this topic and has identified several best practices providers can employ around patient identity:9 
o Two-factor which could include verifying an address 
o Verbally verifying a patient’s information by making them re-state it (as opposed to just saying yes or no) 
o Presenting a driver’s license for applicable populations 
o Having patients read wrist bands or verify information on a computer screen
 o Taking photos of a patient 
o Using patient registration kiosks
Finally, our members report that they must often rely on HIEs and vendors for matching. This practice comes with its own set of challenges. For example, some HIEs will not divulge their match rate to providers. Fu rther, there is no certification criteria or certification program that oversees reporting of match rates. Therefore, providers are wholly dependent on the other entities to accurately report their match rate. More could be done to improve transparency and accountability, such as through certification and information blocking. 
Recommendations to ONC: 1. Add patient matching to the certification requirements that vendors must meet. At a minimum, vendors should be required to attest to their matching rate; 2. Make it a violation under data blocking not to share a patient matching rate; 3. Support the standardization of some demographic data, particularly applying the U.S. Postal Service Standard to address; 4. Advance the addition of other regularly collected data elements—such as email address—to the USCDI; and 5. Add the Medicare ID number to the USCDI.
0688 Noam Arzt/HLN Consulting Letter Pg 8: Public Health is in a strong position to offer comments and suggestions from its experience with patient matching and should launch a specific effort to respond to this RFI. See our detailed comments on the next page. [Note to ONC: See PDF uploaded starting on p. 8 with  ONC NPRM (Feb 2019): Patient Matching RFI (p. 7555) – Large several-page table with comments in it]
0726 Lauren Riplinger/AHIMA Letter Pg. 16: AHIMA supports ONC’s intent to identify additional opportunities in the patient matching space and explore ways that ONC can lead and contribute to coordination efforts with respect to patient matching. Today, there is no consistent approach to accurately matching a patient to their health information which has led to significant costs to hospitals, health systems, physician practices, longterm, post-acute care (LTPAC) facilities, and other providers. According to a 2016 study of healthcare executives, misidentification costs the average healthcare facility $17.4 million per year in denied claims and lost revenue.15 Lack of a consistent and accurate approach to patient matching has also hindered the advancement of health information exchange across the care continuum. A 2017 study by the American Hospital Association indicates that 45 percent of large hospitals reported that difficulties in accurately identifying patients across health information technology (health IT) systems limits health information exchange.16 More importantly, there are patient safety implications when data is matched to the wrong patient and when essential data is lacking from a patient’s record due to identity issues. Patient matching errors can often begin at registration and can generate a cascade of errors including wrong-site surgery, delayed or lost diagnoses, duplicative testing, and wrong patient orders. According to the 2016 National Patient Misidentification Report, 86 percent of respondents said they have witnessed or know of a medical error that was the result of patient misidentification.17 We offer the following comments in response to the questions posed by ONC in this Request for Information (RFI).
Effect of Data Collection Standards on the Quality of Health Data and Patient Matching We agree with ONC that even the most advanced technologies cannot eliminate the risk of human error that often leads to data quality issues. In general, AHIMA supports data governance and data quality improvement policies and procedures that are fundamental to improving overall patient matching rates and data integrity. As mentioned in our comments in Section IV concerning the USCDI, we recommend that ONC support the adoption of well-tested demographic data standards to improve patient matching including requiring the use of the US Postal Service standard for “address” under the USCDI. Additionally, there are a number of standardized primary and secondary data attributes that could help facilitate accurate patient matching including NCVHS’ “Core Health Data Elements,” Accredited Standards Committee X12 (ASCX12)’s Basic Character Set, and CAQH standards. We refer ONC to an AHIMA publication which outlines these attributes in greater detail.18 AHIMA also recommends that ONC work with industry to identify other well-tested data collection standards that could be adopted under the USCDI.
Solutions that May Increase the Likelihood of Accurate Data Capture
Data governance and data quality improvement policies are essential to improving overall patient matching rates and core to data integrity in general. As part of the Medicare and Medicaid Program; Patient Protection and Affordable Care Act; Interoperability and Patient Access for Medicare Advantage Organization and Medicaid Managed Care Plans, State Medicaid Agencies, CHIP Agencies and CHIP Managed Care Entities, Issuers of Qualified Health Plans in Federally-facilitated Exchanges and Health Care Providers proposed rule, we have recommended that CMS require, at a minimum, Medicare FFS, MA Plans, Medicaid FFS, Medicaid managed care plans, CHIP FFS, CHIP managed care entities and QHP issuers in FFEs to annually evaluate their patient demographic data management practices using the Office of the National Coordinator (ONC)’s Patient Demographic and Data Quality (PDDQ) Framework. Plans could also be required to submit to CMS its scores in the five PDDQ process areas—data governance, data quality, data operations, platform and standards, and supporting processes—to demonstrate its overall data management practices. As ONC proposes under TEFCA Draft 2 to require Qualified Health Information Networks (QHINs) to annually evaluate their patient demographic data management practices using the PDDQ Framework, ONC, operating through the Recognized Coordinating Entity (RCE), could also require QHINs to submit (in a non-punitive manner) their scores in the five PDDQ process areas to evaluate data management practices. Such a requirement could help establish a benchmark by which to measure the extent of the problem and whether data quality improvements have been made on a year-to-year basis. Alternatively, ONC could make public these scores much like CMS’ Physician Compare for which Participants, Participant Members and/or Individual Users may use to evaluate its participation in a QHIN.
Requirements for EHRs to Assure Accurateness and Completeness of Data Collected for Patient Matching As noted in our comments under the Preventing Harm exception at §171.201, lack of standardization in data fields can often lead to potential patient matching errors and require manual review of records to prevent such instances from occurring. Standardized data fields that do not limit the number of characters or that do not allow users to bypass certain required demographic data elements (including those elements collected at the time of registration) could increase the likelihood of accurate data capture.
Innovative and Effective Technical or Non-Technical Approaches that Support Accurate Pediatric Patient Record Matching We agree with ONC that there are unique patient matching issues specific to pediatrics such as newborns that have not yet received their legal name and have a temporary name, patients that are a product of a multiple birth delivery that are named similarly, and newborns that lack a Social Security Number (SSN) or government identification at the time of birth. We believe there are a number of policies and practices currently in use by healthcare organizations that could be leveraged to support pediatric patient record matching including a standardized naming convention for temporary newborn names. The standardized naming convention for temporary newborn names would look like the following—
• Mom’s name: Katie Smith
• Mom’s maiden name: Katie Miller
• Baby’s name if she had a girl: Smith, Girl Katie
• Baby’s name if she had a boy: Smith, Boy Katie
• Baby’s name if she had an undetermined sex: Smith, Baby Katie
• If the mom has twins: Smith, Girl A Katie, Smith Boy B Katie
Such a practice would be consistent with the Joint Commission’s National Patient Safety Goal (NPSG) 01.01.01 which became effective January 1, 2019. Important considerations in using a standardized naming convention include instances where a baby may be adopted, or the baby is deemed a safe haven baby. Under the former, a birth mother’s last name would be used in the temporary naming convention until the adoption is finalized and a legal name is given. Changing the temporary name to a legal name should be completed prior to discharge to avoid confusion with downstream system processing while the patient is still in the hospital. With respect to the latter, a special naming convention should be considered where the patient could be identified by—
• BABY, followed by the facility abbreviation for the last name,
• SH (for “safe haven”) followed by
• DATE (mm/dd/yy format) and
• TIME for the first name
For example, a patient treated at facility XYZ 11:15 am on April 30, 2019 would be name: BABYXYZ, SH0430191115. Other practices and policies that could be further disseminated include capturing and using a mother’s maiden name, maintaining the temporary newborn name as an “alias,” multiple birth designation and multiple birth order in patient matching and linking of records to increase the data available for algorithms or visual matching to enhance patient matching.
Patient Matching Solutions Involving Patients We agree with ONC that involving patients in patient matching could be a viable and effective solution to increase the accuracy of matching while giving patients access to their own clinical information. We recommend that as ONC explores different methods and technical platforms that seek to include patients that it take into consideration key barriers that may inhibit certain patient populations from being able to participate in the capture, updating and maintenance of their own demographic and health data including race and ethnicity, age and socioeconomic status.
Standardized Metrics for Evaluation of Algorithm Performance  AHIMA supports the voluntary adoption of a set of agreed upon metrics to evaluate algorithm performance across the industry. Such benchmarking will help shed further light on the extent of the variation in matching algorithms and offer health IT developers an opportunity to improve upon their algorithms. We believe any set of agreed upon metrics should be developed by the industry in partnership with ONC. ONC should consider whether once developed the metrics could be integrated into the certification criterion under its Health IT Certification Program whereby a health IT developer could attest its assent to the agreed upon standardized metrics.
Transparent Patient Matching Indicators Including Database Duplicate Rate, Duplicate Creation Rate and True Match Rate AHIMA agrees with ONC that there is a current lack of consensus, adoption and transparency of such indicators as the database duplicate rate, the duplicate creation rate and the true match rate. A survey conducted by AHIMA in 2016 revealed that 45 percent of respondents noted that they did not know their duplicate medical record rate at their facility. 19 However, given that matching rates are currently calculated differently across institutions, comparing these different rates could present challenges. Similar to above, we recommend that a set of metrics be developed by industry stakeholders in partnership with ONC to evaluate database duplicate rate, duplicate creation rate and true match rate. Furthermore, if ONC were to require these rates to be reported, we would recommend that these rates be reported voluntarily to a Patient Safety Organization (PSO) on a privileged and confidential basis. Submission of such indicators to a PSO would allow an institution and clinicians to provide such information in a blame-free environment while allowing the PSO to detect nationwide trends and insights into such data.
Data that Could be Added or Constrained in the US Core Data for Interoperability (USCDI) to Support Patient Matching As noted in Section IV, AHIMA recommends that ONC work with industry and experts to identify other regularly collected demographic data elements that could be incorporated into the USCDI. For example, the availability of an email address in a patient’s record has increased over time from 8.94 percent in 2005 to 54.08 percent in 2014.20 Email addresses could serve as another critical datapoint in accurately matching a patient to their health information. AHIMA also recommends that self-reported gender identity be included as a required patient demographic data element in the USCDI. Accurate identification and awareness of a patient’s gender status is vital to accurately identifying a patient and ensuring continuity of care.21 Furthermore, lack of awareness of a patient’s gender identity raises significant patient safety concerns. If a clinician is unaware of a patient’s gender identity, he or she may miss an opportunity to offer specific screenings to support the patient either physically or emotionally as gender often drives template tools designed specifically for male or female patients and may drive alerts and/or suggestions for diagnostic testing in EHRs.22 Furthermore, such an inclusion aligns with 2015 Edition demographics certification criterion at §170.315(a)(5).
0728 Kara Gainer/APTA  Letter Pg. 27: Patient Matching APTA recognizes that effective patient matching is necessary to achieve interoperability. To effectively exchange medical data, health care providers must know that they are communicating about the same person. Unfortunately, many of the information exchanges made by health care providers and organizations fail to accurately match records for the same patient, as there are significant issues with linking medical records to individual patients. For example, although many providers have transitioned from paper records to EMRs or EHRs, a significant number of patient records are incomplete due to their records not being accurately linked to them. Efforts to expand interoperability and records sharing will compound the patient matching problem by increasing the volume of data that must be matched to the correct patients. Further, new sources of data are emerging that will need to be integrated into the patient profile, including the patient-generated health information submitted through websites and wearable technology. Correlating official medical records with this additional information will be incredibly difficult, if not impossible for some providers. As patients gain access to their records, patients may find that their health record is missing information, or, worse, that it may have included incorrect information from another patient. 
Improving patient matching rates will require a multifaceted approach. For example, ONC could require the adoption of a unique patient identifier system. The agency also could identify and include in the USCDI readily available data elements, including email address, mother’s maiden name, or insurance policy identification number, that health information technologies may use for matching. Further, we are aware that the US Government Accountability Office (GAO) published a report in January 2019 highlighting ideas offered by stakeholders to improve the ability to match patients’ records. Examples discussed in the report include implementing common standards for demographic data, developing a data set to test the accuracy of matching methods, implementing a national unique patient identifier, and developing a public-private collaboration to improve patient record matching.16 We encourage ONC to consider the recommendations included within GAO’s report, as it is critical that ONC pursue multiple mechanisms to improve patient record matching
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CDI appreciates the proposed rule’s commitment to ensuring that APIs are “standardized, transparent, and pro‐competitive.” Patients should be the final arbiter of their health care data, and we commend the Director for promoting the ability to request and have forwarded their health care data to new plans or entities of their choice. Further, we encourage adoption of a provision so that the health system EHRs adopt and facilitate an API that allows for the ready extraction of an order, image, and interpretation of a diagnostic procedure. 
Additionally, we believe that standardized nomenclature, increased patient engagement, and improved interoperability through open APIs will result in better patient matching and complete individual EHI. Patient matching is critical to providing appropriate and safe treatment to the correct patient and to prevent potentially severe consequences stemming from patient misidentification. In lieu of a universal patient identifier, a requirement that all patients use their full, legal name on all health‐related documents would mitigate many of the match‐up challenges providers’ encounter with master patient indexes. 
We further ask consideration of the concept of an “error reporting registry” to track patient mismatches and common mistakes that may or may not be HIPAA violations. This registry could help inform further process improvements and necessary updates to both the API and provider processes pertaining to patient record matching. A simple, straightforward way for providers and patients to report instances of information blocking under any variety of circumstances, including faxing, would be of great benefit, particularly to smaller physician practices. 
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NextGate greatly appreciates and concurs with ONC’s position that accurate patient matching is critical to interoperability and our nation’s health information technology infrastructure. We applaud ONC’s work in this area, including its addition of patient matching data elements to the 2015 edition certification criteria, its publication of data quality best practices, and its Patient Matching Algorithm Challenge in 2017. 
We were pleased that the 21st Century Cures Act directed the Government Accountability Office (GAO) to conduct a study on patient matching. We echo the report’s findings that more can be done to improve patient record matching, including implementation of common standards for recording demographic data, best practice sharing, and public-private collaboration. We also emphatically support the view that no one effort or approach, including a unique national patient identifier, can solve the challenge of patient record matching. 
Fundamentally, we believe that use of an enterprise master patient index (EMPI), augmented with other technology and process approaches, is the most promising path to near-term substantial increases in patient matching effectiveness. Rather than a centralized patient identity matching strategy, we favor a “bottoms-up” approach that builds on the activities of healthcare organizations and communities (e.g., multiple hospitals pointing to the same EMPI) to implement EMPI-based strategies that integrate disparate systems and that emphasizes the need for continual increases in the quality of the underlying data used for matches. 
Detailed Comments 
In our detailed comments, we address the questions that ONC poses in its RFI. 
1. It is a common misconception that technology alone can solve the problem of poor data quality, but even the most advanced, innovative technical approaches are unable to overcome data quality issues. Thus, we seek input on the potential effect that data collection standards may have on the quality of health data that is captured and stored and the impact that such standards may have on accurate patient matching. We also seek input on other solutions that may increase the likelihood of accurate data capture, including the implementation of technology that supports the verification and authentication of certain demographic data elements such as mailing address, as well as other efforts that support ongoing data quality improvement efforts. 
Comment: We strongly agree that technology alone cannot ensure the level of data quality needed for effective patient matching. We agree with the value of data standards, especially those that enable the clear and disambiguated data needed for use in automated patient matching solutions. We also believe that specific technology focused on data quality can be enormously helpful, especially those that verify and validate patient addresses. In our experience, the combination of a high-quality patient address and the patient’s birthday are very powerful for accurate algorithm-based patient matching. Adding an accurate phone number provides even more power for the match. We have also found that disambiguating family members, one from another, especially when they reside at the same address, as well as disambiguating multiple births, are very important. More generally, data used for automated matching must be captured consistently; standards can play an important role in such efforts. 
Finally, despite our strong support for data standardization, this is a longer-term project. In the near-term, we believe that existing technologies such as algorithm-based EMPIs, used in conjunction with automated data verification tools (e.g., geocoding and address verification), rigorous approaches to data quality and augmented by tools such as referential matching, smart phones, and biometrics, can rapidly enhance patient matching accuracy An EMPI can manage external data from these various sources using its rules engine to enforce a trust policy while it automatically constructs a single best record for the patient. Such EMPIs can be deployed in the cloud and used within and across healthcare organizations to enhance accurate matching and interoperability. 
Fundamentally, the real challenges of identity management and creating a longitudinal health record result from lack of integration and interoperability, especially the fact that demographics and associated identifiers are dispersed across multiple systems. Because these systems often have little reason (or sometimes ability) to communicate with one another, and because they store their data through fragmented architecture, we have observed that there is an excessive proliferation of identifiers. The result is unreliable demographic information, which degrades data synchronization and integrity. 
Keeping identifiers and demographics in localized silos of data is an undesirable model for healthcare. The core identity of a patient and basic associated demographics, including name, gender, date of birth, address and contact information should not be in the control of any single system. This information must be externalized from such insulated applications to maintain accuracy and consistency across all connected systems within the delivery network. 

2. In concert with the GAO study referenced above, we seek input on what additional data elements could be defined to assist in patient matching as well as input on a required minimum set of elements that need to be collected and exchanged. We encourage stakeholders to review the Patient Demographic Record Matching section of the Interoperability Standards Advisory and comment on the standards and implementation specifications outlined. 
Comment: In general, we believe that existing data elements that have been prioritized to assist in patient matching, for example in the 2015 edition certification criteria (first name, last name, previous name, middle name (including middle initial), suffix, DOB, address, phone number, and sex) are sufficient in most cases, along with consistent standards to define each data element and consistent use of these standards by providers and health IT developers. In our experience, the major problems arise around emergency care (e.g., a name of “Jane Doe” is assigned to the patient initially) and newborns (who have no SSN and may be named “Baby Smith,” for example). We need consistently applied industry naming conventions in such scenarios. 
With respect to the patient identification standards called out in the ISA (i.e., PIX and PDQ), these are very valuable when actually implemented and used in a standardized manner by providers and health IT systems. We suggest that ONC strongly consider including consistent and standardized use of these IHE profiles as part of the implementation guides that accompany its forthcoming Trusted Exchange Framework and Common Agreement (TEFCA). Implementation of these profiles allows health IT systems to feed a central demographic repository and, importantly, to query that repository for data. Through our annual participation in the IHE North American Connectathon, we have seen hundreds of other participating developers demonstrating that with effective standards, it is indeed possible to externalize patient identity. 
Unfortunately, our experience is that very few systems in actual practice today query the EMPI as part of the patient intake process. More frequent querying of the EMPI for patient identity requires a fundamental paradigm shift for many developers and providers and a likely modest technology investment to enhance the applicable software. The goal is to create an expectation that providers and their systems query an outside source and integrate that data into their local data repository. 
3. Also in alignment with the GAO study, we seek input on whether and what requirements for electronic health records could be established to assure data used for patient matching is collected accurately and completely for every patient. For instance, the adopted 2015 Edition “transitions of care” certification criterion (§ 170.315(b)(1)) currently includes patient matching requirements for first name, last name, previous name, middle name, suffix, date of birth, address, phone number, and sex. These requirements also include format constraints for some of the data. 
Comment: We believe that that the ONC specified data elements and constraints are useful. In general, EHR-level requirements can only go so far; ultimately providers and their staff will determine what and how data are collected. We do believe that providers, and potentially EHR vendors, can use available industry tools to verify the accuracy of key data that they capture, such as address. In addition, EHRs could likely add functionality to enhance the usability of data capture and also to ensure that data is formatted consistent with required or standardized data specifications. It may make sense to add capture of the patient matching data elements to finalized ONC real-world testing requirements for certification. 
4. There are unique matching issues related to pediatrics and we seek comment on innovative and effective technical or non-technical approaches that could support accurate pediatric record matching. 
Comment: It’s important to be conscious of the limits existing tools and approaches, such as referential matching, that do not perform well for these populations. In addition, as indicated in a prior response, it is important to have data capture questions and associated data standards that can capture the existence of a twin and be sensitive to cultural naming conventions that can, for example, make it challenging to distinguish male names from female. 
5. Recent research suggests that involving patients in patient matching may be a viable and effective solution to increase the accuracy of matching, and giving patients access to their own clinical information empowers engagements and improved health outcomes. We seek comment on potential solutions that include patients through a variety of methods and technical platforms in the capture, update and maintenance of their own demographic and health data, including privacy criteria and the role of providers as educators and advocates. 
Comment: The use of patient-generated health data, including from mobile devices with biometric identification capabilities, has an important potential role in enhanced patient matching. This set of approaches should be part of a longer-term strategy to enhance patient matching. In particular, it can be useful to help identify discrepancies in records. As the same time, such information must be managed as part of an overall data governance strategy. As such, it will be important to develop best practices on how to evaluate data obtained from the patient with data obtained from other sources. Here again the data governance capabilities of an EMPI can be helpful in managing the trust level of each attribute and determining how it will contribute to the overall demographic image. 
6. In addition, we seek input on standardized metrics for the performance evaluation of available patient matching algorithms. Health IT developers are each relying on a number of patient matching algorithms, however, without the adoption of agreed upon metrics for the evaluation of algorithm performance across the industry, existing matching approaches cannot be accurately evaluated or compared across systems or over time. 
Comment: It is very challenging to evaluate the effectiveness of an algorithm and even with our extensive experience in this area, we are unaware of a satisfactory approach to metrics that can validly compare algorithms. Such evaluations are not simple, as evidenced by the experiences of ONC and CHIME in evaluating patient matching solutions. In our view, it would be premature to seek to standardize metrics. In many respects, the greatest challenge is not the absence of metrics but rather, the absence of adequate data sets with real world data, including protected health information (PHI), that are sufficient to enable valid and reliable evaluations of algorithms. 
7. At the same time, we seek input on transparent patient matching indicators such as database duplicate rate, duplicate creation rate, and true match rate, for example, that are necessary for assessment and reporting. The current lack of consensus, adoption, and transparency of such indicators makes communication, reporting, and cross-provider or cross-organizational comparisons impossible, impedes a full and accurate assessment of the extent of the problem, prohibits informed decision making, limits research on complementary matching methods, and inhibits progress and innovation in this area. 
Comment: The kinds of indicators cited by ONC are valuable and we use them with our clients to evaluate their internal progress. The challenge, as suggested by the prior question, is making valid comparisons across organizations. In our experience, these types of measures work best in same organization comparisons, especially to track the impacts of patient matching-related interventions, whether technological or operational. It is much harder to compare across groups as you don’t know the actual true underlying duplication rate or other factors that would be needed to be considered to enable valid comparisons of organizational match rates. These challenges with comparisons across algorithms and across organization do not, in any way, diminish the value of metric-based comparisons within an organization. 
Our company strongly believes in such analytic approaches. We work with our clients to use metrics to drive improvements in data capture and other processes that improve patient matching. For example, we can generate analytics on which IT applications and which users drive duplication. We suggest that ONC focus on encouraging development and use of best practices for interventions to improve matching and use of internal measurement and analytics to assess initial baselines and progress on use and impact of match-enhancing interventions. The greatest need is to have a process in place to assess and improve matching rates and then to execute on that policy and measure its impact. We suggest that federal policies from ONC and CMS encourage provider and developer implementation of such strategies. 
8. There are a number of emerging private-sector led approaches in patient matching that may prove to be effective, and we seek input on these approaches, in general. A number of matching services that leverage referential matching technology have emerged in the market recently, yet evaluations of this type of approach has either not been conducted or has not been made public. Other innovative technical approaches such as biometrics, machine learning and artificial intelligence, or locally developed unique identifier efforts, when used in combination with non-technical approaches such as patient engagement, supportive policies, data governance, and ongoing data quality improvement efforts may enhance capacity for matching. 
Comment: Our experience is that an algorithm-based EMPI that links multiple IT systems in and across organizations, combined with robust organizational policies to increase the accuracy of data captured, is the most promising strategy to increase to quality of matches. Based on our work with clients, for the manual adjudication tasks generated in a typical data set, only around one third of the record pairs can be auto adjudicated as a result of external reference data. Furthermore, as discussed in a recent Pew Charitable Trusts report, referential data does not work well for certain populations, such as children (see for example limits imposed by the Children's Online Privacy Protection Rule— COPPA—16 CFR Part 312) or recent immigrants, and can raise privacy concerns. We are very interested in and optimistic for the ability of machine learning to leverage the value of demographic data. On balance, we anticipate that such machine learning approaches will enhance matching effectiveness more than biometrics. We have also found that leveraging relationship data such as emergency contacts, next of kin, spouse, and parent/guardian can greatly assist in establishing the identity of a patient. 
9. Finally, ONC seeks input on new data that could be added to the United States Core Data for Interoperability (USCDI) or further constrained within it in order to support patient matching. 
Comment: Usefulness for patient matching should be a priority criterion for additions to the USCDI or for enhancements to USCDI data specifications. We are also pleased with the data matching elements added to the 2015 edition of certification and their inclusion in the proposed USCDI version 1. At the same time, we don’t believe that the matching issue is primarily driven by a lack of data elements and do not have new data elements to suggest at this time. 
We see a greater need in ensuring that provider IT systems capture historical data more consistently; for example, often when a provider onboards a new system to an EMPI, they don’t have historical data on last name, phone number, etc. Such data are very valuable in enhancing match accuracy. In addition, EHRs and registration systems don’t typically indicate when a new address is from a move or from a data correction. It would be very useful if data models could indicate whether a data element change (e.g., address, phone number, name, gender) is a true change in status or simply a correction. More generally, the data needed for enhanced matching are not necessarily the same data that should be exchanged in every standards-based data exchange, which we understand to be a key function of the USCDI. 
NextGate appreciates ONC’s efforts in improving patient matching as a fundamental component to interoperability and patient safety and is grateful for the opportunity to provide our comments. We have invested more than twenty years in enhancing patient matching accuracy and applaud ONC for advocating a broad, public/private stakeholder approach. Safe, cost-effective, high- quality care hinges on the ability to correctly match patients across settings and establish positive patient identification at every encounter. 
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AMIA and the informatics community has been a supporter and collaborator with the Pew Charitable Trusts on a range of issues and activities related to patient matching. This work has led to the creation of an evidence-base that ONC and other HHS agencies should heed when thinking about policy options to improve matching rates. One key area we recommend ONC investigate is in setting a minimum accuracy level for successful matching. Making this an aspect of the RWT CMC might provide a way to improve performance over time. Another option is for ONC to validate existing matching methodology the way it validates conformance to standards in its Certification Program. For example, the value of primary and secondary identifiers in increasing the likelihood of a match is well documented. ONC could utilize this information when selecting mandatory data elements for sharing to ensure that the most useful primary and secondary identifiers were collected at the time of every patient encounter. 
Below we offer some findings and subsequent recommendations resulting from the research that Pew, AMIA and the broader informatics community has generated. 
Standardize certain demographic data already collected 
First, ONC should require the use of standards for certain demographic data elements—an approach long recommended by many other organizations, including Audacious Inquiry in a report contracted by ONC.25 
In Pew-funded research published recently in the Journal of the American Medical Informatics Association, experts at Indiana University studied whether the standardization of different data elements improves patient matching rates.26 Researchers attempted to match records in four databases, standardized the data in those databases, and then retried matching the records to determine whether that standardization yielded better results. The researchers culled tens of thousands of records from the Indiana Health Information Exchange; a county public health registry; Social Security’s Death Master file; and a newborn screening laboratory. Each of these databases had already been reviewed to ensure that the record matches were accurate, which allowed researchers to understand the number of correct and inaccurate matches both before and after the standardization of select demographic data. 
The research revealed that the standardization of address to the standard employed by USPS, which details the preferred abbreviations for street suffixes and states, for example, would improve match rates by approximately 3 percent. One technology developer indicated that this would help their system match an additional tens of thousands of records per day. Separately, standardizing last name to the standard used by the Council for Affordable Quality Healthcare—while showing limited utility on its own—would further improve match rates up to 8 percent if standardized along with address. 
As mentioned earlier, ONC’s recent regulations already propose embedding address in the USCDI, but the agency could further improve match rates by requiring use of the USPS standard. To further promote the use of this standard, ONC should also coordinate with USPS to ensure that health care organizations can use the postal service’s online, API-based tool—or another easily accessible mechanism—to convert addresses to the USPS standard. There may also be scenarios—such as for military personnel stationed abroad—where the use of the USPS standard is not feasible. ONC could restrict use of the USPS standard to domestic, non-military addresses if challenges arise in the broader use of the standard. 
Adopt additional data elements for patient matching 
Second, ONC should advance the use of regularly collected demographic data elements for patient matching. ONC currently requires EHRs to make some demographic data—such as name, birth date, and sex—available, and proposes to add address and phone number to the USCDI. However, health records contain other demographic data routinely collected that aren’t typically used or made available to match records. 
For example, research published in 2017 showed that email addresses are already being captured in more than half of patient records.27 The documentation of email is likely higher today, given the adoption of patient-facing tools, like portals, that often require emails to register. 
ONC could improve match rates by identifying and including in the USCDI readily available data elements—such as email address, mother’s maiden name, or insurance policy identification number—that health information technologies should use for matching. 
Specific responses to questions in patient matching RFI 
ONC seeks input on various approaches to address patient matching, minimum data requirements, and measures to assess performance of different solutions. 
First, ONC requests input on the potential effect that data collection standards may have on the quality of health data that is captured and stored. ONC also requests input on solutions that may increase the likelihood of accurate data capture, including the implementation of technology that supports the verification and authentication of certain demographic data. As mentioned above, use of the USPS standard for address would improve match rates, and does not require the capture of information in this format given the availability of online tools to conduct the conversion. 
Second, ONC solicits information on additional attributes that could aid patient matching, and new data that could be added to the USCDI or further constrained within it to support patient matching. As previously mentioned, ONC should examine additional data routinely collected in EHRs to also use for matching—such as email address, health insurance ID, mother’s maiden name, and others. 
Third, ONC seeks comments on potential solutions that involve patients in the capture, update and maintenance of their own demographic and health data. Pew collaborated with the RAND Corporation to examine patient involvement in record matching.28 The research revealed two key ways for patients to support record matching. For one, patients could validate their demographic information by verifying their mobile phone number and other data. In addition, EHRs could support smartphone applications that use standard APIs to allow patients to update their demographic data. ONC and the technology industry could pilot these patient-led approaches. 
Fourth, ONC requests input on other innovative approaches to address patient matching. Pew research revealed a promising approach to patient matching that has not yet been widely used in health care: biometrics, such as fingerprint or facial recognition scans. In Pew-led focus groups on patient matching, patients overwhelmingly preferred the use of biometric over other options.29 Patients in the focus groups indicated that they already use biometrics in other aspects of their lives—such as to unlock smartphones or board airplanes—and should be able to use the same approach for record matching. Pew intends to conduct further research on how the health care system could use biometrics to match records across different organizations while protecting patient privacy and the security of data. 
Finally, ONC seeks input on performance measures and indicators that can be used to evaluate patient matching algorithms. Benchmarking different approaches would help shed a spotlight on matching deficiencies and the wide variation in quality across different algorithms. Technology developers could then use that information to improve their algorithms, and health care providers could adopt the most promising approaches. ONC should work with CMS to determine how to benchmark different matching approaches; this likely requires the identification of a large, real-world data set to test different algorithms. The use of real-world data, rather than synthetic data, is essential given that some innovative approaches—such as referential matching—use third-party databases to support their algorithms. ONC or CMS may be able to establish grantmaking authorities or other policies to obtain such a data set for benchmarking. This benchmarking could assess duplicate creation rates, the number of records correctly matched, and the frequency with which records are incorrectly merged. 
This is the proposed data policy ONC developed in 2018. Grey “emerging data elements would graduate to candidate data elements and those candidate data elements would be included as part of the “supported” data elements over time. This approach literally requires data to be highly constrained and standardized before certified health IT would be expected to make EHI available for patient care, public health, and various kinds of research. AMIA recommends the approach outlined in Figure 2 below. 
The key differentiation between what ONC proposes in this NPRM and AMIA’s recommendation is that certified health IT make “candidate,” “emerging” and “unstructured” data elements available for access, exchange, and use as part of the USCDI v1 and in subsequent versions of the USCDI, rather than only requiring certified health IT to make available “supported” data elements for routine access, exchange, and use. Including these additional kinds of data elements as part of the USCDI via this NPRM will require that certified health IT can support access, exchange, and use of these data from a technical perspective. The C-CDA “unstructured document” document-level template, the corresponding CCDA-on-FHIR Resource(s) or development of a “Get EverythingElse” API would ensure that ONC’s policies are supported with technical specifications. This approach would also (1) enable users of data rather than health IT developers and standards development organizations to identify high-value EHI in need of standardization and (2) create market pressure for health IT to more quickly identify consistent standards to exchange emerging and candidate data elements. [Note to ONC: AMIA included diagrams on pg. 50-53 of their letter.] 

HHS-ONC-2019-0002-0927, James Scroggs, American Academy of Dermatology Association, p. 11
ONC seeks input on the potential effect that data collection standards may have on the quality of health data that is captured and stored and the impact that such standards may have on accurate patient matching. It also seeks input on other solutions that may increase the likelihood of accurate data capture, including the implementation of technology that supports the verification and authentication of certain demographic data elements such as mailing address, as well as other efforts that support ongoing data quality improvement efforts. 
It is important that patient names and demographics are identified correctly. This includes changes of addresses, marital status, phone number, etc. We need to find better ways to change these and to be able to get new patient information across all health care entities. EHRs lack standardization on patient data. We need to work towards standardizing demographic templates through all EHRs so data going from one system to another system are transferred accurately and all data fields are captured. 
ONC seeks input on what additional data elements could be defined to assist in patient matching as well as input on a required minimum set of elements that need to be collected and exchanged. 
One possible solution might be to work with facial recognition from patients, embedding that in EHI. 

HHS-ONC-2019-0002-0951, Tim McGhee, , p. 1 
Patient matching should not be tied to a social security number, EIN, or any form of national ID. This exclusion should also include biometric identifiers. As a former database administrator, it's best to simply contact a person when necessary to verify they are a match, for instance, in cases of multiple records for the same person. For pediatric matching, contact a parent.
HHS-ONC-2019-0002-1187, Charles Stellar, WEDI, p. 10
WEDI Comment: WEDI supports pursuing an industry‐wide solution or solutions to the issue of patient matching as a critical component of interoperability. Accurately identifying patients and their data to designated record sets is a critical challenge the industry continues to face. Finding solutions that allow identifying patients correctly is essential for health care providers, health plans and others exchanging data for both clinical and administrative purposes. Most importantly, patient care is improved and patient safety enhanced when health information is accurately transmitted between health care entities, especially in emergency situations. While numerous patient matching and identity management initiatives have been undertaken (e.g., ONC, National Institute of Standards and Technology, College of Healthcare Information Management Executives, etc.), there currently is no common patient matching strategy that has been adopted by the health care industry. Governmental and commercial market collaboration can foster the adoption of such technology solutions and allow them to improve and adapt as technology advances and new techniques are identified. If these solutions are to be effective, they must be easily implementable and broadly adopted by the industry. 
WEDI offers our assistance in convening industry stakeholders to explore patient matching methodologies. 
HHS-ONC-2019-0002-1208, Valerie Grey, New York eHealth Collaborative, p. 10
NYeC appreciates ONC’s continued focus on the importance of patient matching. While there is much positive work in this area focusing on biometrics, standardization of demographic data, patient empowered solution, including ONC’s work on the Patient Demographic Data Quality Framework and the USCDI. However, we concur with sentiments of the recently released United State Government Accountability Office (GAO) report as well as the recent report from Pew Charitable Trusts on Enhanced Patient Matching is Critical to Achieving Full Promise of Digital Health Records, that we need a unified national strategy to address patient matching. Additionally, as ONC is aware, the recently proposed TEFCA v2 states that HINs should agree upon and consistently share a core set of demographic data each time EHI is requested and participants should ensure these core demographics are consistently captured. TEFCA v2 also raises a number of questions and requests information on the appropriate approach to patient identity resolution, how much risk is acceptable, whether a centralized or federated approach is better, and what demographic elements should be utilized. We feel an ONC and CMS led effort with other public and private partners, could work to answer these questions through discussing best practices and lessons learned to develop a consensus approach. Once developed, implementing this approach will also harmonize disparate approaches among different entities. Given the fundamental importance of patient matching in patient safety and the efforts of ONC and CMS to increase interoperability across state lines, a national approach is appropriate and would work to focus the industry on a unified approach. NYeC and the QEs welcome participation in such collaborative effort. 
HHS-ONC-2019-0002-1212, John Travis, Cerner, p.. 143
We believe there is not a simple and singular answer for the patient matching issue, however we do believe there are steps that can be taken to improve patient matching. The Pew Charitable Trusts released a report in October 2018 title Enhanced Patient Matching Is Critical to Achieving Full Promise of Digital Health Records. This report thoroughly outlines various potential solutions and ways that patient matching could be improved, as well as the downsides and risks of each of them. We suggest ONC review the report, if it hasn’t already, and address some of the report’s conclusions in future rulemaking. 
For both the short-term and long-term strategies that we outline below, we recommend for ONC to work with CMS and others to enable these strategies. We suggest ONC expand on its patient matching section of the ISA to outlined standards related to certain demographic elements and biometric elements (outlined below) that can be used for consideration in future rule making. We also suggest ONC work with the Recognized Coordinating Entity (RCE) once established under the Trusted Exchange Framework (TEF) as well as structure the Common Agreement (CA) and QHIN Technical Framework (QTF) to promote use of specific demographic elements and biometric elements, as well as associated standards, if any. In this way, ONC can push enhanced patient matching techniques and elements without any specific type of matching being required. It allows the industry to adjust and adopt the elements and standards that work the best at each relevant time. 
We recommend ONC move forward to multiple strategies simultaneously, with the intent of providing enhanced short-term patient matching and longer-term enhancement for patient matching. For a short-term enhancement, we suggest that ONC focus on enhancing demographic matching by encouraging adoption of a minimum data set for patient matching, including data format and vocabulary where applicable. The Regenstrief Institute conducted a study published in April 2019 on its website, before being published in the Journal of the American Medical Informatics Associate in May 2019. The study, available here, finds that by standardizing a patient’s last name, by removing suffixes and special characters, and standardizing the patient’s address, including zip code, patient matching rates were substantially enhanced. These are simple straightforward steps that HIT Developers, health care providers, HIEs, and HINs can take now to improve patient matching. 
We also believe that patient matching rates can be increased by including two patient demographic elements, that are not routinely captured but could be commonly available, in a minimum data set; patient e-mail and patient cell phone number. These two demographic elements not only provide new elements to match on, but also provide an ability to verify the accuracy of the information, which helps to eliminate incorrect entries. Cell phone numbers can be easily verified for any patient with a cell phone at time of registration, which is a large and growing portion of the patient population. Many financial transactions already require some sort of identity verification through cell phone number by providing a verification number that must be provided to continue the transaction. E-mails can similarly be verified, and a larger portion of the patient population has at least one e-mail address the patient will maintain for several years. Not all HIT systems have ability to capture these two elements and not all health care providers have workflow in place to capture the elements even if their HIT systems do enable the capture, or to use them to support identity verification. Use of the cell phone number or e-mail address to (re-)verify identity can further enhance the matching rates. 
As part of a longer-term strategy, we suggest ONC look toward biometrics. Biometrics, unlike a patient ID, has wide support by patients and is something that a patient continually has with them and cannot typically lose. Biometrics offer the potential for a very high-rate of patient matching at a high-level of confidence, however there are issues that would currently restrict the ability of biometrics to be widely adopted. These issues include the cost of purchasing and implementing biometric options, lack of standards in how the biometric information can be shared across organizations, and potential for spoofing of certain biometrics. ONC can use the ISA and its TEFCA work, including working with the RCE, to push for the adoption of standard templates for biometric information so the information can be shared and enable inter-organizational patient matching. Signaling the intent to move toward biometrics for patient matching will notify the industry of the need to purchase and implement biometric functionality as well as encourage the industry to focus on enhancing the security of biometrics and limit the ability of those with poor intentions to spoof biometric data for patients. The biometric industry is already a growing industry with a heavy focus on enhancing security. As this work continues and biometric functionality continues to become more widely adopted, the security risks and costs associated with use of biometrics should decrease. If ONC pushes the adoption of standards across several biometric modalities, the market responds with their adoption and address the other concerns. 
Finally, there is another potential opportunity to improve patient matching, through using a third-party to perform a referential match of the patient. Referential matching helps to eliminate inaccurate information demographic information in a patient’s record and increases the ability to accurately match patients. Referential matching is done by matching information in the system against an outside source of the demographic information, such as a credit bureau, the postal service, or a state voter registration data base. While this type of matching does have high success rates, there are also significant patient concerns with their financial and health care data being intermingled and risks related to potential patient ID theft. We believe ONC should allow those that choose to use referential matching to do so but should not require its use as there are other means of patient matching that have wide patient support and can achieve high patient matching rates. 
HHS-ONC-2019-0002-1224, Tina Weatherwax-Grant, , p. 3
Trinity Health appreciates CMS seeking comment on how to improve patient data matching in the proposed interoperability regulation (CMS-9115-P). However, the proposed ONC rule does not take into account that there are no existing national patient identification standards and the challenges this creates in data sharing. Trinity Health recommends ONC acknowledge this issue in the final rule and work with CMS to address how challenges in patient data matching could impact effectiveness of the proposed rule. 
HHS-ONC-2019-0002-1232, Kristen McGovern, Humetrix, p. 6 JM: I did a quick visual scan of this submission and did not find reference to matching elements.

HHS-ONC-2019-0002-1237, Kim Boyd, CoverMyMeds, p. 8
While CoverMyMeds does not think patient-matching is the most significant barrier to interoperability, we do support efforts to identifying scalable patient matching options. 
HHS-ONC-2019-0002-1255, Ronni Solomon, ECRI Institute, p. 9
We agree with ONC that “[p]atient matching is a critical component to interoperability and the nation’s health information technology infrastructure [and that] . . . [i]naccurate patient matching can compromise safety, privacy, and lead to increased health care costs . . .” In this Request for Information (RFI), ONC “seeks comment on additional opportunities that may exist in the patient matching space and ways that ONC can lead and contribute to coordination efforts with respect to patient matching”. We appreciate that “ONC is particularly interested in ways that patient matching can facilitate improved patient safety, better care coordination, and advanced interoperability”. 
In February 2017, ECRI Institute released the results of a Partnership for Health IT Patient Safety workgroup on patient identification.5 The workgroup drew on multiple external work efforts, a deep dive analysis from ECRI Institute PSO, and an evidence-based literature review. Its report emphasized that “[p]atient identification errors are ubiquitous and no single solution can eliminate all misidentifications.” The report also emphasized that “[m]istakes in patient identification are a significant patient safety issue that may be better managed through the use of health information technology (IT)”. Recognizing that no single solution will be sufficient and that a multifaceted approach is needed, the workgroup and its report divided recommendations into two main areas: 
· Recommendations on attributes address information-gathering aspects of patient identification, including fields and the formats available to accommodate required information—the workgroup divided the attributes issue into catching, matching and display—how we gather the information (e.g., fields, standards, format), how we match this information and used it in various locations, and then how others see and interpret that information so that it should always appear the same with the same meaning; and 
· Recommendations on technology address new technologies to improve identification and ways to leverage existing technologies for safe patient identification. 
The recommendations developed by the workgroup are as follows: 
IDENTIFY: Attributes and Technology—Safe Use of Health IT for Patient Identification 
Attributes 
(Include) A-1: Electronic fields containing patient identification data should consistently use standard identifier conventions.
(Detect) A-2: Use a confirmation process to help match the patient and the documentation. (Evaluate) A-3: Use standard attributes and attribute formats in all transactions to improve matching. 
(Normalize) A-4: Use a standard display of patient attributes across the various systems. 
Technology 
(Technology) T-1: Include distinguishing information enhancing identification on screens, printouts, and those areas that require interventions.
(Innovate) T-2: Integrate new technologies to facilitate and enhance identification. (Follow-up) T-3: Implement monitoring systems to readily detect identification errors. (Yield) T-4: Include high-specificity active alerts and notifications to facilitate proper identification. 
In summary, we emphasize that this focus on attributes and technology is foundational and that before matching or interoperability can occur, the information must be consistently gathered in standardized formats across every system so that matching the actual patient and exchanging the information can occur. 
In our comments, we respond to several ONC questions that relate to this Partnership work. 
· “It is a common misconception that technology alone can solve the problem of poor data quality, but even the most advanced, innovative technical approaches are unable to overcome data quality issues. Thus, we seek input on the potential effect that data collection standards may have on the quality of health data that is captured and stored and the impact that such standards may have on accurate patient matching. We also seek input on other solutions that may increase the likelihood of accurate data capture, including the implementation of technology that supports the verification and authentication of certain demographic data elements such as mailing address, as well as other efforts that support ongoing data quality improvement efforts.” 
Comment: We strongly agree with ONC that technology alone cannot solve data quality and patient matching challenges. The Partnership workgroup emphasized the importance of healthcare organizations’ operational decisions and actions on accurate patient matching. In addition, several of the below recommendations address steps that can be taken with respect to data standards and verification of the accuracy of data. Fundamentally, the nature and quality of the data used for matching is critical to accurate patient matching, which in turn, is foundational to interoperability. 
· “In concert with the GAO study referenced above, we seek input on what additional data elements could be defined to assist in patient matching as well as input on a required minimum set of elements that need to be collected and exchanged.” 
Comment: We do not have suggestions on specific data elements but urge ONC to continue with a focused search for elements that could assist in algorithmic patient matching as well as accurate matching in health care organization operations. Based on our review, we do suggest that mobile phone numbers are a data element that is less likely to change for an individual than other data elements considered for patient matching, including those included in the ONC 2015 Edition certification criteria. 
· “Also in alignment with the GAO study, we seek input on whether and what requirements for electronic health records could be established to assure data used for patient matching is collected accurately and completely for every patient. For instance, the adopted 2015 Edition “transitions of care” certification criterion (§ 170.315(b)(1)) currently includes patient matching requirements for first name, last name, previous name, middle name, suffix, date of birth, address, phone number, and sex. These requirements also include format constraints for some of the data.” 
Comment: As part of Recommendation A-1, we recommend that data be normalized and structured, with information in fields that specifically accommodate such data. Specific recommendations are: 
· Use the following format: LAST NAME, First Name, Middle Initial – using the individual’s legal, not common name. 
· Systems and healthcare organizations should use standard conventions that users cannot modify. 
· Capture information using the greatest level of granularity (e.g., include sufficient space for LAST NAME, First Name, and Middle Initial). 
· Capture data in its own field to distinguish items and promote uniform recording of the information (e.g., LAST NAME, First Name, Middle Initial, date of birth, zip code, phone number, historical phone number). 
· Use standard naming conventions, standard data format, standard data positions. 
· Use an established standard for hyphenated names, prefixes, and suffixes (current last or family name and previous last or family names used in combination), allowing adequate space to document this information. 
· Standardize the treatment of apostrophes. 
· Use legal and not “common” names. 
· Use a standard convention for recording dates of birth, placing information in individual and distinct fields. 
· Display information similarly across applications (e.g., headers, banners, wristbands).
· Use automated systems to detect typographical errors, misspellings, transposition of information. 
· Develop policies and processes (e.g., standard placeholders) to avoid empty fields or fields with intentional false information, and determine whether standard “null” values are incorporated (e.g., 000-00-0000 for the Social Security number). 

· “Recent research suggests that involving patients in patient matching may be a viable and effective solution to increase the accuracy of matching, and giving patients access to their own clinical information empowers engagements and improved health outcomes. We seek comment on potential solutions that include patients through a variety of methods and technical platforms in the capture, update and maintenance of their own demographic and health data, including privacy criteria and the role of providers as educators and advocates.” 
Comment: We support engaging patients in this process, including involving patients in confirming the accuracy of key data elements in their records and data. At the same time, where patient-generated data are used in this fashion, it remains important to confirm the identity of the patient providing the additional information. Biometric tools, such as facial recognition and fingerprint scanning, can assist in this process. 
· “In addition, we seek input on standardized metrics for the performance evaluation of available patient matching algorithms. Health IT developers are each relying on a number of patient matching algorithms, however, without the adoption of agreed upon metrics for the evaluation of algorithm performance across the industry, existing matching approaches cannot be accurately evaluated or compared across systems or over time.”
“At the same time, we seek input on transparent patient matching indicators such as database duplicate rate, duplicate creation rate, and true match rate, for example, that are necessary for assessment and reporting. The current lack of consensus, adoption, and transparency of such indicators makes communication, reporting, and cross-provider or cross-organizational comparisons impossible, impedes a full and accurate assessment of the extent of the problem, prohibits informed decision making, limits research on complementary matching methods, and inhibits progress and innovation in this area.”
Comment: We support the measurement of patient matching accuracy, which should be automated where possible. The goal should be to improve both matching tools and algorithms and their use by provider organizations and others. At the same time, we do not believe that ONC should impose requirements to use specific algorithms or measures of accuracy. Workgroup recommendations support the use, in an automated fashion where possible, of measures of patient matching accuracy. Recommendations for providers and developers include: 
· Use automated systems to detect inconsistencies, confirm identities, and reduce errors through both proactive and reactive monitors. 
· Incorporate systems such as “check digits” or other technologies that verify identity, such as those that compare physical characteristics (e.g., comparison of organs in radiology). 
· Develop protocols and processes for surveillance and measurement. 
· Use advanced algorithms to identify duplicate records. 
· Incorporate record-matching validating procedures on a routine basis 
· Incorporate Patient Identifier Cross-Referencing Integration (PIX, an IHE integration profile). 
· Incorporate Patient Administration Management (PAM) integration profiles (AHIMA “Managing the integrity”). 
· Routinely monitor and correct duplicate patient records. 
· Routinely monitor the percentage of incorrect patient identification alerts. 
· Incorporate tools and advanced algorithms to account for data entry errors (e.g., edit distance calculations, frequency indexing). 
· Develop protocols and processes for organization surveillance, monitoring, and measuring of the frequency of errors (e.g., duplicate record rates, incorrect identification in result reporting). 
· Measure improvements seen when effectively using such technologies and also measure and monitor whether such technologies fail to identify irregularities. 
· “There are a number of emerging private-sector led approaches in patient matching that may prove to be effective, and we seek input on these approaches, in general. A number of matching services that leverage referential matching technology have emerged in the market recently, yet evaluations of this type of approach has either not been conducted or has not been made public. Other innovative technical approaches such as biometrics, machine learning and artificial intelligence, or locally developed unique identifier efforts, when used in combination with non-technical approaches such as patient engagement, supportive policies, data governance, and ongoing data quality improvement efforts may enhance capacity for matching.” 
Comment: We agree with the importance of using multiple methods, and the range of applicable current and emerging technologies, and believe that developers and providers should carefully evaluate and incorporate as warranted such technologies. We also believe that enterprise master patient indices (EMPIs) and associated algorithms have a continued important role to play in accurate patient matching. 
· “Finally, ONC seeks input on new data that could be added to the United States Core Data for Interoperability (USCDI) or further constrained within it in order to support patient matching.” 
Comment: We do not have specific recommendations other than consideration of some of the specific patient matching data conventions referenced above and in the Partnership report. We do agree that effective patient matching should be a high priority criterion for evolution of the USCDI. 
HHS-ONC-2019-0002-1271, Jennifer Covich Bordenick, eHealth Initiative, p. 5
Patient Matching RFI – Both ONC and CMS are requesting feedback about how agency authority can be leveraged to improve patient identification and safety to encourage better coordination of care across different healthcare settings while advancing interoperability.
eHI offers our organization as a robust, multi-stakeholder forum to gather feedback on this critical issue.  Our membership contains leading voices on patient matching that provide a diversity of views. A full eHI member list can be accessed at: https://www.ehidc.org/members.
In addition, eHI supports ONC’s intent to identify additional opportunities in the patient matching space and explore ways that ONC can lead and contribute to coordination efforts with respect to patient matching. As AHIMA emphasizes in their comments, today, there is no consistent approach to accurately matching a patient to their health information which has led to significant costs to hospitals, health systems, physician practices, long-term, post-acute care (LTPAC) facilities, and other providers. And, there are critical patient safety implications when data is matched to the wrong patient and when essential data is lacking from a patient’s record due to identity issues. 
eHI also supports other key points detailed below related to the patient matching RFI questions in this NPRM that are expressed by AHIMA and other organizations: 
Patient Matching Solutions Involving Patients 
We agree with ONC that involving patients in patient matching could be a viable and effective solution to increase the accuracy of matching while giving patients access to their own clinical information. We recommend that as ONC explores different methods and technical platforms that seek to include patients it take into consideration key barriers that may inhibit certain patient populations from being able to participate in the capture, update and maintenance of their own demographic and health data including race and ethnicity, age and socioeconomic status. 
Effect of Data Collection Standards on the Quality of Health Data and Patient Matching 
We recommend that ONC support the adoption of well-tested demographic data standards to improve patient matching including requiring the use of the US Postal Service standard for “address” under the USCDI. Additionally, there are a number of standardized primary and secondary data attributes that could help facilitate accurate patient matching including NCVHS’ “Core Health Data Elements,” Accredited Standards Committee X12 (ASCX12)’s Basic Character Set, and CAQH standards. We also recommend that ONC work with industry to identify other well-tested data collection standards that could be adopted under the USCDI. 
Requirements for EHRs to Assure Accurateness and Completeness of Data Collected for Patient Matching 
Standardized data fields that do not limit the number of characters or that do not allow users to bypass certain required demographic elements (including those elements collected at the time of registration could increase the likelihood of accurate data capture. 
Data that Could be Added or Constrained in the US Core Data for Interoperability (USCDI) to Support Patient Matching 
eHI recommends that ONC work with industry and experts to identify other regularly collected demographic data elements that could be incorporated into the USCDI. 
Finally, eHI urges ONC to pay careful heed to the answers received in response to the patient matching RFI. 
HHS-ONC-2019-0002-1277, Laura Thevenot, American Society for Radiation Oncology , p. 4
ASTRO agrees with the ONC that patient matching – the linking of one patient’s data within and across health care providers – is an important component of HIT interoperability, however, we are concerned that the ONC is overlooking the complexity of multi-modal care. For example, ASTRO members report that even if a consulting physician uses the same EHR as the ASTRO member, they often have difficulty communicating electronically, and need to find work-arounds to get patient information from one office to the other. Patient matching certainly can facilitate “improved patient safety, better care coordination, and advanced interoperability” when data from one system aligns with the data from another; however, more work needs to be done to achieve this goal. 

HHS-ONC-2019-0002-1297, Robert Tennant, Medical Group Management Association, p. 4, 37
Standardize patient demographic data. Regarding the patient matching request for information, accurate patient matching is critical if physician practices are to rely on the transmitted data. To improve patient matching, we recommend ONC support the standardization of demographic data, including applying the U.S. Postal Service Standard to the address field. We also encourage exploring the use of email address as an additional patient matching element. 
MGMA Response 
One of the most critical challenges for the healthcare industry is accurately identifying the patient and tying that identification to the appropriate medical record held by an authorized healthcare entity. Even though it was identified as a critical issue in HIPAA and that legislation called for a national patient identifier, the industry does not yet have a standardized, unique patient identifier. We contend that successful interoperability, the exchange of electronic healthcare information, will be extremely difficult to achieve across the nation’s healthcare ecosystem in the absence of a cost-effective and accurate method of matching patients to their records. 
Patient identification is an acute problem as the nation continues to invest in EHR technology with the patient’s electronic “address” often differing across EHR systems. There are significant benefits to adoption of flexible commercial market solutions that consistently demonstrate high degrees of accuracy now and in the future. Identifying the patient correctly is essential for healthcare providers, insurance providers, and others exchanging data for both clinical and administrative purposes. Most importantly, patient care is improved, and patient safety is enhanced when health information is accurately transmitted between healthcare entities, especially in emergency situations. 
While numerous patient-matching and identity management initiatives have been undertaken, there currently is no common patient matching strategy that has been adopted by the healthcare industry. Governmental and commercial market collaboration can foster the adoption of such technology solutions and allow them to improve and adapt as technology advances and new techniques are identified. As well, if these solutions are to be effective, they must be easily- implementable and broadly adopted by the industry. 
Through the implementation of these recommendations, patient identification accuracy can be greatly increased as new technologies open up access for consumers to increase their literacy regarding health information technology as a means of managing their own health information. It is expected that by strengthening patient identification processes, improvements can be made in linking patients to correct medical records and in information flow at lower costs with reduced medical errors and medical test redundancy. Additionally, it is expected that these efforts would directly correlate to a reduction in fraud and abuse. 
Ineffective patient matching can have patient safety and cost ramifications. Patients may receive inappropriate care and face the possibility of medical errors if information used for treatment is missing or inaccurate; one in five hospital chief information officers surveyed said that patient harm occurred within the last year due to a mismatch. 
To accurately match records held at different health care facilities, organizations typically compare patients’ names, dates of birth, and other demographic data to determine if records refer to the same individual. Health care facilities use algorithms to conduct these matches, and also employ staff to manually review records. This process often fails to accurately link records because of typos entered into the system; similarities in names, birth dates or addresses among different patients; changing information, such as when individuals move or get married; and many other reasons. 
While some private sector technologies—such as referential matching, wherein third-party data are used to support matches—show promise, market forces have been unable to solve the patient matching problem for decades. In fact, patient matching requires collaboration between unaffiliated organizations, even competitors, that lack incentive to agree to a set of standards or develop systems that seamlessly exchange information. 
ONC’s recent regulations already propose embedding address in the USCDI, but the agency could further improve match rates by requiring use of the USPS standard. To further promote the use of this standard, ONC should also coordinate with USPS to ensure that health care organizations can use the postal service’s online, API-based tool—or another easily accessible mechanism—to convert addresses to the USPS standard. There may also be scenarios—such as for military personnel stationed abroad—where the use of the USPS standard is not feasible. ONC could restrict use of the USPS standard to domestic, non-military addresses if challenges arise in the broader use of the standard. 
Specific responses to ONC and CMS questions in the patient matching RFI
ONC seeks input on various approaches to address patient matching, minimum data requirements, and measures to assess performance of different solutions. 
· ONC requests input on the potential effect that data collection standards may have on the quality of health data that is captured and stored. ONC also requests input on solutions that may increase the likelihood of accurate data capture, including the implementation of technology that supports the verification and authentication of certain demographic data. As mentioned above, use of the USPS standard for address would improve match rates and does not require the capture of information in this format given the availability of online tools to conduct the conversion. 
· ONC solicits information on additional attributes that could aid patient matching, and new data that could be added to the USCDI or further constrained within it to support patient matching. ONC should examine additional data routinely collected in EHRs to also use for matching—such as email address, health insurance ID, mother’s maiden name, and others. 
· ONC requests input on the potential effect that data collection standards may have on the quality of health data that is captured and stored and possible impact on accurate patient matching. ONC also requests input on solutions that may increase the likelihood of accurate data capture, including the implementation of technology that supports the verification and authentication of certain demographic data. 
Better standards for address (according to the U.S. Postal Service standard) would improve match rates. Standardizing according to USPS does not require the capture of the data in this standard, but rather its transformation into this standard once captured (e.g. via an API). Software that automatically converts addresses to the USPS standard is common in commercial internet transactions and could be leveraged in health care. ONC should work with USPS to make its address verification APIs widely available for health care. 
· ONC requests input on additional attributes that could aid patient matching, minimum set of elements for collection and exchange, and data that could be added to the USCDI. ONC also requests information on new data that could be added to the USCDI or further constrained within it to support patient matching. In addition to specifying use of the USPS standard for address, ONC should examine additional data routinely collected in EHRs to use for matching—like email address, health insurance ID, mother’s maiden name, and others. ONC should add those data elements that are already collected to the USCDI. 
· ONC also seeks comments on potential solutions that involve patients in the capture, update and maintenance of their own demographic and health data. Patients could validate their demographic information by verifying their mobile phone number and other data. In addition, EHRs could support smartphone applications that use standard APIs to allow patients to update their demographic data. ONC and industry partners could pilot these approaches. 
· ONC requests input on other innovative approaches to address patient matching. The agency should explore promising new approaches to patient matching that have not yet been widely used in healthcare including biometrics approaches such as fingerprint or facial recognition scans. 
· ONC seeks input on performance measures and indicators that can be used to evaluate patient matching algorithms. Benchmarking different approaches would help shed a spotlight on matching deficiencies and the wide variation in quality across different algorithms. Technology developers could then use that information to improve their algorithms, and health care providers could adopt the most promising approaches. ONC should work with CMS to determine how to benchmark different matching approaches; this likely requires the identification of a large, real-world data set to test different algorithms. 
The use of real-world data, rather than synthetic data, is essential given that some innovative approaches—such as referential matching—use third-party databases to support their algorithms. ONC or CMS may be able to indentify grantmaking authorities or other policies to obtain such a data set for benchmarking. This benchmarking could assess duplicate creation rates, the number of records correctly matched, and the frequency with which records are incorrectly merged. 
· CMS requests information on whether to require program participants use a patient matching algorithm or solution with a “proven” success validated by HHS or a third party. CMS should examine how to benchmark different approaches to patient matching to provide better information on the variation across matching algorithms and to highlight current limitations. However, benchmarking—on its own—will not improve match rates; CMS should work with ONC to optimize the use of demographic data (including adoption of the USPS standard for address and the use of additional data elements). 
· CMS requests information on whether to expand recent Medicare ID card efforts by requiring a CMS-wide identifier for all beneficiaries and enrollees in healthcare programs under its administration and authority. Implementing an agency-wide identifier may help CMS better serve beneficiaries and improve matching. However, this approach is still insufficient to address matching on a nationwide scale. 
We note that a unique identifier would still face limitations in matching patients to information prior to enrollment in federal health insurance programs, and they are still susceptible to errors (e.g. typos that exist today with the use Social Security Numbers). Given those limitations, even if CMS pursues broader use of a CMS-wide identifier, the agency should still push forward with optimizing the use of demographic data (including adoption of the U.S. Postal Service standard for address and the use of additional data elements). 
· Finally, CMS requests information on whether it should advance more standardized data elements across all appropriate programs for matching purposes, perhaps leveraging the USCDI proposed by ONC. CMS should work with ONC to advance both the use of the USPS standard for address and the addition of other elements—like email address—to the USCDI. 
Patient matching recommendations: 
· Initiate public-private sector collaboration. 
· Identify best practices related to private-sector patient matching solutions and make recommendations to the HHS Secretary. This effort should include exploring expanding the USCDI to include additional criteria such as email address that could be leveraged for patient matching purposes. Recommendations should ensure sufficient flexibility to account for potential new technologies and solutions. 
· Develop pilots of one or more of these identified best practices. 
· Explore having HHS set a floor for error matching rates.Once they have met the “floor,” permit entities the flexibility to determine what solution works best for them. 
· Explore having ONC provide certification and/or oversight over patient matching solutions. 
· Explore enforcement (i.e. data blocking) safe harbors for entities making good faith efforts at patient matching and meeting appropriate patient matching guidelines. 
· Identify potential patient matching solution dissemination strategies and make recommendations to the HHS Secretary.
· Support the standardization of some demographic data, particularly applying the USPS standard to an individual’s address. 
· ONC has taken the first step to include address among the demographic data elements proposed in the USCDI. ONC should build on the addition of address to the USCDI by specifying the use of the USPS standard for address. ONC should incorporate this change in the final rule. 
· ONC should explore publicly available options for APIs that can transform address into the USPS standard. Commercial options exist for this transformation, and the USPS has an API that enables this transformation. ONC should work with the USPS to ensure that this API is available for health record matching.
· Adopt additional data elements for patient matching. 
· ONC should advance the use of regularly collected demographic data elements for patient matching. ONC currently requires EHRs to make some demographic data— such as name, birth date, and sex—available, and proposes to add address and phone number to the USCDI. However, health records contain other demographic data routinely collected that aren’t typically used or made available to match records. For example, email addresses are typically already being captured by practices. The documentation of email is likely higher today, given the adoption of patient-facing tools, like portals, that often require emails to register.
· ONC could improve match rates by identifying and including in the USCDI readily available data elements—such as email address, mother’s maiden name, or insurance policy identification number—that health information technologies should use for matching. 
· Finally, in concert with the healthcare industry, CMS and ONC should initiate an awareness and education campaign aimed at critical healthcare stakeholders, with emphasis on patients, practices, and HIEs. 
There are a number of issues that should be considered as a national patient matching strategy is developed. These include the potential employment of mobile technology and the use of alternative matching criteria such as email addresses, health insurance ID, mother’s maiden name, and others. Further, CMS and ONC should examine how to benchmark different approaches to patient matching to provide better information on the variation across matching algorithms and to highlight current limitations. 
HHS-ONC-2019-0002-1301, Ben Moscovitch, The Pew Cheritable Trusts, p. 18
ONC can take steps to advance patient matching 
ONC’s rule includes an RFI on patient matching to obtain input on steps the agency can take to address this challenge. In issuing this RFI, ONC correctly recognizes that to achieve interoperable exchange of medical data, health organizations must also know that they are communicating about the same person. Presently, up to half of the information exchanges made by health care organizations may fail to accurately match records for the same patient.29 Congress, in Cures, also recognized that ineffective patient matching can inhibit interoperability by commencing a Government Accountability Office (GAO) study, which was released in January of this year.30 
Ineffective patient matching can have patient safety and cost ramifications. Patients may receive inappropriate care and face the possibility of medical errors if information used for treatment is missing or inaccurate; one in five hospital chief information officers surveyed said that patient harm occurred within the last year due to a mismatch.31 In an extreme example, the care for an 11- month-old twin was documented in her sister’s record, resulting in the failure of the health system to recoup $43,000 in costs from the insurer.32 
To accurately match records held at different health care facilities, organizations typically compare patients’ names, dates of birth, and other demographic data to determine if records refer to the same individual. Health care facilities use algorithms to conduct these matches, and also employ staff to manually review records. This process often fails to accurately link records because of typos entered into the system; similarities in names, birth dates or addresses among different patients; changing information, such as when individuals move or get married; and many other reasons.33 
While some private sector technologies—such as referential matching, wherein third-party data are used to support matches—show promise, market forces have been unable to solve the patient matching problem for decades. In fact, patient matching requires collaboration between unaffiliated organizations, even competitors, that lack the incentives to agree to a set of standards or develop systems that seamlessly exchange information. 
Pew conducted two years of research—including interviews with health care providers, focus groups with patients, and contracted studies—to examine different ways to address matching challenges. This research revealed two critical ways that ONC can improve patient matching. 
Standardize certain demographic data already collected 
First, ONC should require the use of standards for certain demographic data elements—an approach long recommended by many other organizations, including Audacious Inquiry in a report contracted by ONC.34 
In Pew-funded research published recently in the Journal of the American Medical Informatics Association, experts at Indiana University studied whether the standardization of different data elements improves patient matching rates.35 Researchers attempted to match records in four databases, standardized the data in those databases, and then retried matching the records to determine whether that standardization yielded better results. The researchers culled tens of thousands of records from the Indiana Health Information Exchange; a county public health registry; Social Security’s Death Master file; and a newborn screening laboratory. Each of these databases had already been reviewed to ensure that the record matches were accurate, which allowed researchers to understand the number of correct and inaccurate matches both before and after the standardization of select demographic data. 
The research revealed that the standardization of address to the standard employed by USPS, which details the preferred abbreviations for street suffixes and states, for example, would improve match rates by approximately 3 percent. An organization with a match rate of 85 percent, for example, could see its unlinked records reduced by 20 percent with standardization of address alone. One technology developer indicated that this would help their system match an additional tens of thousands of records per day. Separately, standardizing last name to the standard used by the Council for Affordable Quality Healthcare—while showing limited utility on its own—would further improve match rates when coupled with address standardization. The research indicated that standardizing last name in conjunction with address could improve match rates from, for example, approximately 81 to 91 percent, which would reduce the number of unmatched records by half. 
As mentioned earlier, ONC’s recent regulations already propose embedding address in the USCDI, but the agency could further improve match rates by requiring use of the USPS standard. To further promote the use of this standard, ONC should also coordinate with USPS to ensure that health care organizations can use the postal service’s online, API-based tool—or another easily accessible mechanism—to convert addresses to the USPS standard. There may also be scenarios— such as for military personnel stationed abroad—where the use of the USPS standard is not feasible. ONC could restrict use of the USPS standard to domestic, non-military addresses if challenges arise in the broader use of the standard. 
Adopt additional data elements for patient matching 
Second, ONC should advance the use of regularly collected demographic data elements for patient matching. ONC currently requires EHRs to make some demographic data—such as name, birth date, and sex—available, and proposes to add address and phone number to the USCDI. However, health records contain other demographic data routinely collected that aren’t typically used or made available to match records. 
For example, research published in 2017 showed that email addresses are already being captured in more than half of patient records.36 The documentation of email is likely higher today, given the adoption of patient-facing tools, like portals, that often require emails to register. 
ONC could improve match rates by identifying and including in the USCDI readily available data elements—such as email address, mother’s maiden name, or insurance policy identification number—that health information technologies could use for matching. 
Specific responses to questions in patient matching RFI 
ONC seeks input on various approaches to address patient matching, minimum data requirements, and measures to assess performance of different solutions. 
First, ONC requests input on the potential effect that data collection standards may have on the quality of health data that is captured and stored. ONC also requests input on solutions that may increase the likelihood of accurate data capture, including the implementation of technology that supports the verification and authentication of certain demographic data. As mentioned above, use of the USPS standard for address would improve match rates, and does not require the capture of information in this format given the availability of online tools to conduct the conversion. 
Second, ONC solicits information on additional attributes that could aid patient matching, and new data that could be added to the USCDI or further constrained within it to support patient matching. As previously mentioned, ONC should examine additional data routinely collected in EHRs to also use for matching—such as email address, health insurance ID, mother’s maiden name, and others. 
Third, ONC seeks comments on potential solutions that involve patients in the capture, update and maintenance of their own demographic and health data. Pew collaborated with the RAND Corporation to examine patient involvement in record matching.37 The research revealed two key ways for patients to support record matching. For one, patients could validate their demographic information by verifying their mobile phone number and other data. In addition, EHRs could support smartphone applications that use standard APIs to allow patients to update their demographic data. ONC and the technology industry could pilot these patient-led approaches. 
Fourth, ONC requests input on other innovative approaches to address patient matching. Pew research revealed a promising approach to patient matching that has not yet been widely used in health care: biometrics, such as fingerprint or facial recognition scans. In Pew-led focus groups on patient matching, patients overwhelmingly preferred the use of biometric over other options.38 Patients in the focus groups indicated that they already use biometrics in other aspects of their lives—such as to unlock smartphones or board airplanes—and should be able to use the same approach for record matching. Pew intends to conduct further research on how the health care system could use biometrics to match records across different organizations while protecting patient privacy and the security of data. 
Finally, ONC seeks input on performance measures and indicators that can be used to evaluate patient matching algorithms. Benchmarking different approaches would help shed a spotlight on matching deficiencies and the wide variation in quality across different algorithms. Technology developers could then use that information to improve their algorithms, and health care providers could adopt the most promising approaches. ONC should work with CMS to determine how to benchmark different matching approaches; this likely requires the identification of a large, real- world data set to test different algorithms. The use of real-world data, rather than synthetic data, is essential given that some innovative approaches—such as referential matching—use third-party databases to support their algorithms. This benchmarking could assess duplicate creation rates, the number of records correctly matched, and the frequency with which records are incorrectly merged. 
HHS-ONC-2019-0002-1308, Blackford Middleton, Apervita, p. 11 Table Row 3
Apervita supports a national standard for patient identification. Anticipating a solution, ONC might promolgate rules requiring EHI systems to support a unique patient identifier (UPI). This will allow developers to incorporate this field into software in advance of the solution. The ONC request concerns patient matching, meaning a method to accurately authenticate the person. We distinguish the UPI from the methods used to authenticate the patient (documents, demographics, biometrics, etc.). There are two ASTM International/ANSI standards, E 1714 and E 2553, developed for this purpose, but they were marginalized by confounding from co-mingling UPI and authentication. An non-profit (https://gpii.info/about-gpii) has implemented these standards. Person who present a UPI are much easier to authenticate. The suggested standards also support multiple identifiers for different purposes (e,g., regular or psychiatric care) and flexibility to issue new UPI when there are breeches. These standard were difficult to implement is the past primarily because of restrictive practices that constrained interoperability. With the applaudable changes embodied in the proposed rules, deployment of this UPI method would be feasible. 
HHS-ONC-2019-0002-1320, Anonymous Anonymous, Washington State Health Care Authority, p. 5
In section X, ONC solicits comments regarding an approach for patient matching. We agree that patient matching is a significant concern and support ONC in taking a broad-view federal approach on this topic in conjunction with the request from CMS. We appreciate the opportunity to provide comment. 
HCA Comments: 
· A consistent patient matching strategy is foundational to the goals outlined in this rule. We urge ONC to accelerate and resolve the patient matching strategy prior to establishing rules regarding volume and speed of data exchange. 
· We support ONC in considering and exploring modern patient matching algorithms. We consider this to be a superior approach to creating a Universal Patient Identifier (UPI). While there could be potential in a UPI, a UPI does not support more advanced matching procedures that can incorporate sparse historical data and additional data points where available. 
· There is a significant lack of information available on the success rates and accuracy of patient matching. We support creating a transparent and consistent measurement strategy that allows for improving patient matching software and algorithms without enforcing specific software or algorithms. This should include a use-case driven repository of evaluation results such as accuracy, automation vs. manual effort, and time performance. 
ONC discusses issues related to the overall quality of data at the point of data capture causing significant downstream issues with patient matching. 
HCA Comments: 
· There is a potential for improving data capture by using automatic queries against validating data sources or using consistent patient matching algorithms against other known sources of patient data. This would include services that verify and authenticate demographic data such as address, but also provide potential matches which could be validated and linked at the initial encounter. 
ONC discusses the possibility for improving patient matching through access to their own clinical information. 
HCA Comments: 
· This could support improved patient matching through validation and the acquisition of patient-generated data, but many state data sources are not equipped to incorporate this type of data, and could require an extensive investment in both human and technical processes to accommodate. 
· States will vary in their ability to implement this, but we would support efforts allowing states to approach involving patients in patient matching processes 
· There is a significant administrative cost to managing the support infrastructure for patient access of this scale, such as supporting identity verification and authentication processes. 
ONC asks for input on performance evaluation of available patient matching algorithms. 
HCA Comments: 
· We support creating a transparent and consistent measurement strategy that allows for improving patient matching software and algorithms without enforcing specific software or algorithms. This should include a use-case driven repository of evaluation results such as accuracy, automation vs. manual effort, and time performance. 
· We support an ONC role in ongoing development of best practices on patient matching algorithms, publishing the criteria, method, rules, accuracy and other attributes related to the algorithm, and encouraging the use of these algorithms. 
· We support an ONC role in maintaining a list of software that meets the best practices through a transparent approach such as that used by the Certified Health IT Product List. ONC could enhance or encourage certain algorithms or software by creating a comprehensive testing platform that shows how software vendors have met specified criteria, publishing results in a standardized, public, and understandable fashion 
· This could also be utilized to increase the transparency of patient matching indicators contemplated in the proposed rule such as database duplicate rate, duplicate creation rate, and true match rate based on tested and verified data sets and real-world implementations. 
HHS-ONC-2019-0002-1325, Susan Clark, Briljent, p. 3
· It is appreciated that ONC, affirmed by the GAO study, has embraced the criticality of correctly identifying patients. As interstate data sharing has begun to increase in volume, in part due to the SUPPORT Act’s funding for PDMPs to do so, a standardized methodology must be established and enforced. 
· Re: “we seek input on the potential effect that data collection standards may have on the quality of health data that is captured and stored and the impact that such standards may have on accurate patient matching:” 
· The primary resource for identifying and collecting data on an individual is typically a patient access, front line, staff member. These positions are underpaid, low education level, and high intensity with high turnover rates. Training and reinforcing proper data capture is very difficult in practice. Therefore, we support biometric standards and implementation to take the human factor out of the decision making. However, the technology and workflow implementation is costly so additional funding for providers will be required for adoption. 
· We also support increased design and standards around referential matching to infer far more data elements than demographics alone.
· Re: Duplicates Rate
· Most organizations from providers to HIEs to state Medicaid systems, do not accurately know their duplicates rate, nor have documented process for resolution of duplicates or improper merges. Standards and tools for identifying the rate need to be promoted.
· An acceptable level of duplicates rate needs to be established and reported, possibly in conjunction with other quality measures. As an organization whose membership often are in the roles to diagnose and resolve patient identity integrity, the American Health Information Management Association would be an appropriate entity to support this standard development.  

HHS-ONC-2019-0002-1335, Larry Ozeran, Clinical Informatics, Inc. , p. 5
We also wanted to offer a few comments on the Request for Information about patient matching. First, ONC is correct in asserting that no technology can resolve poor data. This is a key component of why no single identifier is sufficient to uniquely and consistently identify an individual. If any one identifier is entered incorrectly or fraudulently presented, it detracts from identifying a patient. As such, the continued cries for a “unique” identifier are unhelpful. Imagine a patient arriving in an emergency department (ED) insisting they be treated but only sharing “I am 5654-234-4990.” Maybe they remembered the number wrong or one of the nines was heard as a five. No ED would treat a competent patient without at least their name and birth date. We always want and need corroborating data, so the concept of a unique identifier is fanciful. Second, ONC is correct in suggesting that additional insights about patient matching are needed and additional data elements may be useful. The California Medicaid program began adding mother’s first name to their records as part of an identification process in the 1990s that markedly improved matching rates above using social security number. ONC should consider (a) creating a laundry list of identifiers currently in use, (b) assemble a list of personal identifiers not currently in use (e.g., height or eye color), and (c) work with a research partner to assess which combination of identifiers is most likely to accurately identify an individual. Once this information is known, ONC could then add these identifiers to the USCDI so that when they are collected, they are collected and shared in a prescribed way. In addition, this research should identify primary identifiers that have the highest likelihood of indicating a match, and secondary identifiers to use when the primary identifiers are absent. There may be a ratio of 2 secondary identifiers being needed for each primary identifier that is missing, or perhaps the ratio is different, but the process used, the algorithm, should take into account the lower likelihood of accuracy with the secondary identifiers and weight them accordingly. 

HHS-ONC-2019-0002-1340, Joseph Cody, American College of Cardiology, p. 19
Patient Matching Request for Information 
CMS, ONC, the Congress, and numerous studies have indicated accurate patient matching solutions are essential to the goal of achieving true interoperability and the development of automated and seamless data transmissions. Inaccurate, incorrect, or inconsistent patient demographic or identifying information can enter a patient’s record at any point during an encounter and it is crucial that patients and providers have confidence in the accuracy and integrity of the health record. Patient matching errors can be costly and dangerous, as a 2012 College of Healthcare Information Management Executives (CHIME) report showed, 1 in 5 hospital chief information officers indicated that patients had been harmed in the previous year due to patient record mismatches6. 
The ONC and CMS proposed rules will help to improve patient matching through defined standardized data elements, the creation of a standard version advancement process, requiring real world testing for certified health IT and the mandated use of API technology. The College thanks CMS and ONC for taking these steps and encourages the continued emphasis of the importance of patient matching solutions as technological advances continue. 
So long as HHS is prohibited from using funds to promulgate or adopt any final standard providing for the assignment of a unique health identifier for an individual, CMS and ONC should continue to work to adopt methods that provide patient matching solutions through technological innovation and collaboration with external stakeholders. As a recent report from the Government Accountability Office (GAO) indicates7, stakeholders across the country are developing patient matching applications that utilize algorithms to patch records across care settings and organizations. While these applications show promise, it is important that ONC and CMS work with standards development organizations (SDOs) and health IT vendors to ensure these programs operate with a very high degree of certainty before they are deployed into the care setting. ONC and CMS should work with SDOs and health IT vendors to set an ambitious, yet attainable match rate for all patient matching algorithms to ensure patients are not exposed to undue harm caused in part by matching errors. 
In addition to this needed high degree of certainty, it is vital that SDOs and health IT vendors develop patient matching applications in an open and accessible process. Much like the development of health IT standards put forth in these proposed rules, transparency will provide all stakeholders both the ability to provide input in the developmental stages to ensure unique use-cases are properly considered as well as the needed confidence in both the process and the product created. A transparent and open process led by SDOs and health IT vendors will also ensure technological advances are incorporated into patient matching solutions. For example, as biometric authenticators continue to advance at a rapid pace and are widely accepted across industries, SDOs and vendors should account for the proliferation of this technology. 
HHS-ONC-2019-0002-1347, Mylynn Tufte, North Dakota Agencies (State Health Officer, Human Services, Information Technology), p. 3
There are several specific patient matching issues that affect electronic health records, including: 
·   Birth records that do not contain a true first name can become difficult to match to future records. 
·   Multiple births can sometimes present confusing matching problems, especially when first names are close or even identical. 
·   Children do not usually have records in referential matching databases that are primarily drawn from financial/credit data sources. 
·   Though no unique to children, some data sources may include a patient’s middle name embedded in the patients first name field. 
·   Children may lack common identifiers that adults typically possess that may be used as primary or secondary matching fields (ex. Drivers license number, social security number, etc.). 

HHS-ONC-2019-0002-1349, Meredith Yinger, American College of Obstetritians and Gynecologists, p. 21
ACOG believes that expanding efforts to improve patient matching are essential to our shared goals of advancing interoperability. Without being able to match patients’ records across health systems and health care providers, we will not be able to achieve the comprehensive patient medical record that ONC is envisioning. ACOG recommends that ONC and CMS support piloting of various patient matching methods, including the use of patient-empowered solutions, demographic data standardization, and referential matching. Given this proposal’s focus on open API technology, phone number validation and smart phone application solutions could be within reach. Whichever patient matching efforts and solutions ONC and CMS choose to support, these agencies must ensure that patients’ data will be secure, and that costs of implementing those solutions are not passed onto patients or providers. 
ONC seeks input on what additional data elements could be defined to assist in patient matching as well as input on a required set of elements that need to be collected and exchanged. 
ACOG supports the standardization of data elements, and we are prepared to work with ONC to ensure that women’s health needs and appropriate care guidelines are included throughout the standardization process. We believe that further standardization of data elements would reduce the semantic differences between organizations and facilitate successful patient matching. We also recommend that ONC consult specialty societies to ensure that standardized data elements are medically appropriate. Before requiring the use of new standardized elements, they should be piloted in clinical care settings and deemed successful by a variety of stakeholders. 
ACOG believes that the process for standardizing data elements and updating standards must allow for the testing and incorporation of new elements. For instance, some evidence indicates that email addresses could become useful for patient matching, while Social Security numbers may be captured less in the future.xxix ONC should ensure that any requirements for standardized elements do not restrict innovation and future pilots. 
ONC seeks comment on potential solutions that include patients through a variety of methods and technical platforms in the capture, update, and maintenance of their own demographic and health data, including privacy criteria and the role of providers as educators and advocates. 
As open APIs are implemented across health plans, ACOG believes that using patient generated data could improve patient matching. Patients who are accessing their EHR, provider directories, and claims data through a third-party application could also use that application to submit demographic information for a visit with a new provider, or when demographic data changes. We note that this would require implementation of an API that supports bidirectional data exchange, while the current proposal focuses on one way data exchange – from the EHR to the API. Again, ACOG emphasizes the importance of developing and piloting smart phone-based solutions for patient matching in clinical care settings with front-line physicians. Any patient matching solution that is implemented will have to be thoughtfully incorporated into clinical workflows to ensure that it does not increase the administrative burden on patients or providers. 

HHS-ONC-2019-0002-1362, Benjamin Hohmuth, MD, MPH, Geisinger, p. 2
Address sharing using USPS standard address format will improve patient matching. Commercial APIs are in place today for reviewing and converting addresses into USPS format. The use of this technology can be cost prohibitive for all healthcare providers. To advance API usage for standard addresses used in patient matching across the country, an ONC/USPS collaboration could make the API available for all healthcare providers. Geisinger requests clarification on primary address and requests ONC comment on exclusions. For example, prison addresses. 

HHS-ONC-2019-0002-1371, Anna Slomovic, Affiliated with  GWU Cyber Security & Provacy Research Institute, p. 6
Identity and patient record matching 
Patient identification is essential for appropriate record matching and appropriate treatment. There are several requirements for inter-organizational matching to be effective. Data must be in standard format. Various organizations must collect data or biometrics that would allow matching with organizations that might have a different set of data or a different preferred matching method. The data set must be difficult for impostors to duplicate. Furthermore, whatever matching method is adopted, it would work best for matching current and future records. Past records, which also have to be matched to the correct patient, may not contain the same data or contain data in the same format. As a result, all patient identification methods, including a unique identifier, have positive and negative aspects.12 
When examining approaches to patient record matching, ONC should keep in mind that health records have been successfully targeted by identity thieves because they are a treasure trove of personal information.13 ONC should not allow or encourage the collection of so much demographic data for record matching that health records become even more lucrative targets for identity thieves. Extensive collection of demographic information would also facilitate re-identification of de-identified data, which is not subject to the HIPAA Privacy Rule. 
In order to effectively deal with identity issues, ONC must differentiate between different uses of identity information. 
Identity verification/proofing for enrollment or registration requires a provider to determine whether an identity is real and the individual has a right to claim it. If the wrong individual is enrolled, either through error or subterfuge, the rightful owner of the identity may not be able to prove her claim. Proving that one is the rightful owner of an identity is particularly burdensome if a medical record is tied to biometrics, which are difficult and sometimes impossible to change. Identity proofing must be done not only for the patient but also any delegate who can access the patient’s data (e.g., a spouse or legal representative). 
ONC notes that identity proofing is essential to protect patient privacy and security (p. 7528). However, identity proofing is not always an explicit legal requirement. When ONC restricts an exemption from disclosure to identity verification required by law (p. 7528) and warns providers not to be too stringent in their identity proofing processes (p. 7536), it subjects patients to increased risk of identity theft. I urge ONC to permit providers to perform whatever identity proofing they deem necessary. 
Authentication for data access requires that the individual demonstrate that she has the correct credentials, as issued at enrollment. The authentication process does not require the collection or verification of the same data as enrollment. It is usually limited to knowledge of a shared secret (“something you know,” e.g., a password), possession of a token (“something you have,” e.g., a phone to receive an access code), or display of a characteristic (“something you are,” e.g., a registered biometric). Some additional data may be required for authentication when an authentication token is lost, stolen or is otherwise unusable. I suggest that ONC set limits on how much data can be collected or retained for authentication after identity proofing has been completed. 
Identity elements for patient record matching are different from those used for identity verification/proofing or authentication. Identity matching has become big business for analytics firms, particularly those that want to link individual identities across contexts and devices. ONC should not permit or encourage providers and other organizations to collect excessive amounts of personal data, using record matching as an excuse. ONC should also prohibit the use of identity information from the healthcare context in other contexts, such as marketing. 

HHS-ONC-2019-0002-1372, Greg Fulton, Phillips, p. 17
In the continued absence of a national patient identifier (NPI) – and we urge ONC to continue to work with Congress toward establishing an NPI – we recommend ONC work with the existing national exchange networks and use case organizations such as the CommonWell Health Alliance, eHealth Exchange and Carequality, to assess what is being done right now for patient matching toward expansion into a more singular and governed network as envisioned by ONC through its TEFCA initiative.
CommonWell, for example, utilizes what it calls advanced auto-linking as part of its master patient index and record locator service, based on patient demographics. Currently covering the majority of the nation’s hospitals and health systems, these networks are linked through collaborative directed query.
As noted elsewhere in this comment, the Philips PHM platform aggregates data from disparate EHRs and systems toward the normalization of data formats. Within that process we utilize algorithms to track and reconcile collisions toward patient matching, a process that we would be happy to have further communications with ONC.
USCDI
Like device development and management, imaging is another core aspect of the Philips healthcare mission. As proposed, we support the inclusion of imaging narrative within the USCDI. 
We also recommend that ONC help lead the movement to structured data formats for imaging and imaging related information, which would lead to cross-vendor data usage toward enhanced algorithm solutions and data analytics in this space. Doing so again would mean standards maturity for both structure and semantic content, and could preclude the historic interoperability barriers on other data types based on proprietary and legacy data formats.
Also, we recommend ONC and other agencies explore the future candidacy of social determinants of health data into the USCDI, done within the process as described in the initial TEFCA draft, specifically as to whether patients have or warrant a referral to social services, and whether a social determinants screening in on file or is recommended. As CMS, through Medicare Advantage plans, has begun assessing provider reimbursements for SDOH clinical engagement, data points around this important factor in prevention and population health are becoming actionable parts of the patient record.
Also within considerations around the USCDI, Philips notes that the CMS proposed rule seeks comment on whether a set or subset of IMPACT Act-related post-acute care data elements be included in the USCDI. We believe post-acute care is a vital aspect of population health management, readmissions reduction and healthcare system sustainability, and as noted above, an area that would benefit from expanded interoperable health IT and attendant reimbursements and incentives to spur adoption.
We understand that CMS is engaged in an evaluation process of the Standardized Patient Assessment Data Elements (SPADEs) for post-acute care settings and received stakeholder feedback through February of this year. We also understand that further analysis of reporting and other aspects of these data elements is underway through September of this year.
Philips recommends that given these existing timelines, CMS should finalize the current examination process, and then establish agreed-upon data elements to take on candidate status within the next iteration of the USCDI.
Elsewhere in the proposed rule, we note that CMS is proposing a requirement that MA Plans, Medicaid and CHIP Managed Care entities (MCOs, PIHPs, PAHPs), and QHP issuers in FFEs should coordinate care between plans by exchanging, at a minimum, the data elements in the United States Core Data for Interoperability (USCDI) standard at enrollee request at specified times. 
Given this aspect of new provisions around the USCDI as itself is described in the ONC proposed rule, we further believe CMS should complete its evaluation of SPADE data elements toward USCDI candidacy status to ensure that all stakeholders are given the proper time and assessments to comply with a host of new interoperability functions as described in both rules. 
As to whether MA plans, etc. should be required to exchange the USCDI with each other, patients and providers, we support the provision overall, and recommend the timeline to do so mirror that of the API/USCDI rolling implementation timeline as described in the ONC proposed rule.

HHS-ONC-2019-0002-1393, Sharon Terry, Genetic Alliance, p. 2 (bullet 2)
· While standards are critical and essential, we also support allowing unstructured data, perhaps in a template form, to be made useful to patients, clinicians, and researchers sooner than later. This would also allow access to information in a way that doesn’t entirely depend on the health IT company’s approval or actions. 

HHS-ONC-2019-0002-1400, Beth Just, Just Associates , p. 3
Based on our collective years of experience in the hospital/provider space, the identity requirements for administering patient care are extremely important and everything possible must be done to ensure patient identification and matching is optimized to reduce false positives, false negatives and ensure a longitudinal health history is available to support quality care decision-making. 

ONC asks several questions in this RFI, which we address below.

1. It is a common misconception that technology alone can solve the problem of poor data
quality, but even the most advanced, innovative technical approaches are unable to
overcome data quality issues. Thus, we seek input on the potential effect that data
collection standards may have on the quality of health data that is captured and stored and
the impact that such standards may have on accurate patient matching. We also seek
input on other solutions that may increase the likelihood of accurate data capture,
including the implementation of technology that supports the verification and
authentication of certain demographic data elements such as mailing address, as well as
other efforts that support ongoing data quality improvement efforts.

Comment:  We strongly concur that this complicated matching puzzle cannot be solved by technology alone.  We also agree with ONC that data collection standards and their consistent application by providers and exchange organizations are a critical factor for matching accuracy. Overall, the biggest opportunity to enhance matching rates is standardized formats for demographic data among data sharing partners.  Additionally, real-time upfront validation of addresses and social security numbers would improve data integrity and thus patient matching. The PDDQ (Patient Demographic Data Quality) assessment tool is an excellent resource for organizations to measure “current state” regarding accurate, complete data capture and to set goals to achieve a more robust “future state” within a higher level of the maturity model.

Any efforts to implement national standard naming conventions for key fields would be a major improvement step for cross-system exchange of health data and accurate linking of patients, especially for trauma default names, default dates of birth, default SSN’s, newborns, etc.  One barrier to operationalizing this is that systems have different field formats (i.e. last name, first name, middle name as one string of data versus separate fields).

Operationally speaking, big improvements can be realized by hospitals that implement tight controls for any updates to key demographic information, such as requiring legal proof to support a change request and limiting the number of users who can update certain fields.  Adding a photo ID to the EHR system allows staff to validate they have the correct patient when registering a patient or creating a visit. 

As mentioned in our letter above, we participated in a research study (2014) with the College of St. Scholastica that identified trends in patient data discrepancies in key demographic fields that are likely major contributors to duplicate record creation across the country. (Please refer to:  Why Patient Matching is a Challenge: Research on Master Patient Index (MPI) Data Discrepancies in Key Identifying Fields.  Spring, 2016    http://perspectives.ahima.org/why-patient-matching-is-a- challenge-research-on-master-patient-index-mpi-data-discrepancies-in-key- identifying-fields/)


2. In concert with the GAO study referenced above, we seek input on what additional data
elements could be defined to assist in patient matching as well as input on a required
minimum set of elements that need to be collected and exchanged. We encourage
stakeholders to review the Patient Demographic Record Matching section of the
Interoperability Standards Advisory (ISA) and comment on the standards and
implementation specifications outlined. 


Comment: Generally, we believe that the existing data elements defined to assist in patient matching (i.e. in the 2015 certification criteria) which include first name, last name, previous name, middle name, suffix, DOB, address, phone, sex – are sufficient in most cases with the addition of social security number (SSN). The SSN is very valuable and is a key matching element in many healthcare EHR/MPI algorithms. Additional data elements to improve patient matching efforts may include: Mother’s Maiden (“last”) Name, Multiple Birth Indicator, Birth Order, Last 4 of SSN (as SSN data capture rates have dramatically decreased over the past 10 years), Telephone, Email address(es) and Unique fields for cell and home numbers. Cell phone number data capture is extremely important as most individuals do not change their cell phone number when they move (even across states) and many homeless people maintain a cell phone as it is their only “lifeline” to staying connected to family or friends.


3. Also, in alignment with the GAO study, we seek input on whether and what requirements
for electronic health records could be established to assure data used for patient matching
is collected accurately and completely for every patient. For instance, the adopted 2015
Edition “transitions of care” certification criterion (§ 170.315(b)(1)) currently includes
patient matching requirements for first name, last name, previous name, middle name,
suffix, date of birth, address, phone number, and sex. These requirements also include
format constraints for some of the data.

Comment: As discussed above, other potential data elements of value include: Mother’s Maiden (“last”)
Name, Multiple Birth Indicator, Birth Order, Last 4 of SSN, Telephone Number types (we note the high
value of the validated cell phone number), and Email Address(es). We also highlight the
importance of consistently defined and used format constraints. Ensuring that key fields are required in main registration/scheduling workflows is optimal.

4. There are unique matching issues related to pediatrics and we seek comment on
innovative and effective technical or non-technical approaches that could support
accurate pediatric record matching.

Comment: We agree there are special challenges for pediatric populations, with
matching for newborns being especially problematic. Issues unique to pediatrics include:

· No national naming convention for newborns, specifically, patients who have not yet received their legal name and have a temporary name
· Multiple births present challenges with same date of birth, address, mother’s maiden name and potentially very similar names and identifiers, often only differing by a single digit.
· SSN is often missing, or the mother’s SSN is entered on the baby’s record

Suggest aligning with the Children’s Hospital Association’s temporary demographic
conventions for newborns:
· Standards adoption (e.g., for naming, demographics and gender identification
· Information governance, process, and technology (e.g., ensuring the health IT and its use enables complete and accurate medical records both for the mother and fetus)
· Vendor capture of multiple birth indicator, birth order, and mother’s maiden name
· Creation of the medical record prior to birth event

5. Recent research suggests that involving patients in patient matching may be a viable and
effective solution to increase the accuracy of matching, and giving patients access to their
own clinical information empowers engagements and improved health outcomes. We
seek comment on potential solutions that include patients through a variety of methods
and technical platforms in the capture, update and maintenance of their own demographic
and health data, including privacy criteria and the role of providers as educators and
advocates.

[bookmark: _Hlk10187663]Certainly, involving the patient in data entry (i.e. via patient portal) and correction processes would enhance patient data integrity over time. Currently, most patient portals do not have a way to enable patients to report an error in their identity data or a change in their data (such as a new address.) Best practice dictates that patients should be asked to verbalize their name, date of birth, address, phone, etc. and review their demographic data for accuracy upon each visit or scheduling event.

[bookmark: _Hlk10187701]As a side note, complex patients can have 15 or 20 different patient portals. Currently, there is no way for a patient to direct a provider to send specific results to another provider. The patient must download the result and then log into the other provider’s portal and upload the result or call the provider and have them fax it to the other provider. Portals are an awesome tool for patients, but they too are not “inter-operable”.

6. In addition, we seek input on standardized metrics for the performance evaluation of
available patient matching algorithms. Health IT developers are each relying on a number
of patient matching algorithms, however, without the adoption of agreed upon metrics for
the evaluation of algorithm performance across the industry, existing matching
approaches cannot be accurately evaluated or compared across systems or over time.

Fundamentally, algorithm performance measurement is determined on how accurately the algorithm identifies true matches and that it doesn’t match two records that are not the same individual (at a high confidence level.) To accurately and fairly measure algorithm performance is a complex undertaking and requires the following issues to be overcome to ensure an “apples to apples” comparison (this is not an exhaustive list and further discussions on these issues will surface other challenges):
· To determine whether an algorithm is identifying all “real” matches, a gold standard data set populated with duplicate records would be needed along with an “answer key”. However, to be truly effective in measuring a technology’s patient matching “accuracy”, the data set needs to be made up of real data, not synthetic. Many patient matching technologies have logic to look at items such as whether the SSN on the record is a valid SSN or whether the name and date of birth are matched in a third-party data source. Certainly, any technology that uses reference matching requires real patient data. This poses many challenges:
· Finding a provider that would allow their data to be utilized.
· DURSA agreements would have to be signed by each participating vendor.
· Many vendors may not be interested in algorithm evaluation/measurement (even with incentives) as they consider this an underlying support functionality and not a core system focus or deliverable (like revenue cycle and clinical applications).  
· Deterministic rules are needed to ensure false positives (records that do not belong to the same individual) are not automatically merged/linked when the matches are not validated by trained identity experts.
· Determining an appropriate, safe match confidence upper threshold that ensures false positives (records of two different patients) will not be auto linked/merged


7. At the same time, we seek input on transparent patient matching indicators such as
database duplicate rate, duplicate creation rate, and true match rate, for example, that are
necessary for assessment and reporting. The current lack of consensus, adoption, and
transparency of such indicators makes communication, reporting, and cross-provider or
cross-organizational comparisons impossible, impedes a full and accurate assessment of
the extent of the problem, prohibits informed decision making, limits research on
complementary matching methods and inhibits progress and innovation in this area.

Comment: We agree there is value on tracking and reporting transparent indicators, however, it is quite difficult to compare these benchmarks across providers and systems as there are so many variables impacting the results. In the end, it would not result in a true “apples to apples” comparison. That said, it can be very helpful to track these indicators internally and use them for identifying process improvement efforts. Some of the factors that impact calculating a database duplicate rate include:
· Low match threshold setting -  this is typically a “cut-off” point decided upon whereas any possible duplicate matches will not be revealed in a report or work queue if the match weight is below this setting- some sites set this fairly high (which misrepresents their true duplicate rate) due to lack of resources available to reconcile the errors
· Weighting of specific fields/properties to create a possible duplicate match (some sites may assign a high weight to SSN and Phone while others may assign a lesser weight, thus, some possible duplicates will be revealed in one site and not the other)
· Ability to build in exclusions from matching (some systems provide a table to exclude very common data elements and generally used default values from calculating a typical match weight for those elements) If no exclusions are configured, the duplicate rate would likely be over-stated
· Availability of a nickname/alias table - if not configured or used, many possible duplicate matches involving one record with a first name that is a nickname and another record that uses the full name will not be discovered or counted in the rate


8. There are a number of emerging private sector led approaches in patient matching that may prove to be effective, and we seek input on these approaches, in general. A number of matching services that leverage referential matching technology have emerged in themarket recently, yet evaluations of this type of approach has either not been conducted orhas not been made public. Other innovative technical approaches such as biometrics,machine learning and artificial intelligence, or locally developed unique identifier efforts, when used in combination with non-technical approaches such as patient engagement, enhance capacity for matching.

[bookmark: _Hlk10187533]Referential Matching – This approach matches patient demographic data from each record to a comprehensive reference database of identities. Although access to this robust, historical data can be very useful, caution must be exercised for allowing any “auto” decision making based on matching. For example, we conducted an internal analysis (based on several client projects) and performed a detailed review of approximately 137,000 possible duplicate validity decisions returned from major third-party data providers and we determined that 9% of the decisions were inaccurate. If those third-party data decisions had been blindly trusted for auto-reconciliation, approximately 500 patient overlays (co-mingled records of two different patients) would have been created.


Biometrics can play an increasing role as a technical approach to validate and improve patient identification.  It can support accurate retrieval of a patient’s digital health records using biometric identification within systems. Palm-vein scanning is particularly impactful because it can be used in almost any workflow and can be set up on workstations and tablets used for bedside registration.  We find (from our many hospital clients) that these solutions are often costly and large-scale deployment can be quite difficult. Often, it requires a heavy investment in integration technologies as well.  Another important note is that this “go forward” solution cannot resolve the massive amount of duplicate records that currently exist in an EHR/MPI and linking records across systems is quite challenging, due to the different solutions implemented. 

Other potential limitations of relying on a biometric approach to solve identity/matching problems include:

Trauma patients – potentially may create new medical record numbers (outside of biometric system) when patient is unresponsive or when ambulance/helicopter calls in patient demographic data to the ED for a triage/pre-registration event
Pediatrics/Other Populations - some biometrics may not work well in certain populations - e.g., fingerprints in newborns, and in some of Asian descent, palm vein if the patient is less than 5 years’ old and those with certain conditions (i.e. rheumatoid arthritis and patient can’t lay palm flat)
Reference Labs - these are typically a primary source of duplicate record creation as there is limited information provided with lab specimens received – also, the actual patient is not present for biometric reading
Scheduling – often, many patients are scheduled/registered over the phone prior to their admission/surgery/delivery – again, actual patient is not present for biometric reading
Ambulatory Clinics – numerous clinic visits are scheduled over the phone (including creation of new MRN’s) – also, if affiliated hospitals are implementing biometric identification, these clinics are often excluded from that or their deployment is scheduled for much later time
Interfaces – numerous interface messages are often configured to attach clinical results to the patient EHR record, and if the matching logic is not carefully designed and tested, new duplicate MRN’s are a significant problem

9. Finally, ONC seeks input on new data that could be added to the United States Core Data
for Interoperability (USCDI) or further constrained within it in order to support patient
matching.

Comment: As mentioned above, additional data elements for consideration include Mother’s Maiden (“Last”) Name, Multiple Birth Indicator, Birth Order, Last 4 of SSN, Telephone Number types, and Email Address(es) and types.

HHS-ONC-2019-0002-1426, Dave Cassel, Carequality, p. 18
General Comments: In our detailed comments below, we address the questions that ONC poses in its request for information (RFI) and agree with ONC on the importance of this issue and of the role of the private sector, with federal government support, in improving patient match rates. We point ONC to the Sequoia Project’s “A Framework for Cross-Organizational Patient Identity Management,” first published in 2016 and updated in 2018.4 We especially emphasize that much of the focus in accurate patient matching has been intra-organizational but that true interoperability and data liquidity will require accurate cross-organizational matching. 
More generally, although federal agencies are restricted to patient matching approaches instead of use of a unique identifier, the private sector should not be subjected to that restriction. We urge ONC to support and enable a competitive marketplace for secure identity solutions from commercial third-party enterprises. In addition, it is important to note that identity requirements for Payment and health care Operations are fundamentally different than identity requirements for Treatment. Financial transactions are reversible, and reports can be corrected, but patient care actions are often permanent. Accordingly, in our experience, providers have lower tolerance for false positives, and the different purposes of use should not be subjected to a lowest common denominator patient matching approach. 
ONC asks several questions in this RFI, and we address several of these below. 
1. It is a common misconception that technology alone can solve the problem of poor data quality, but even the most advanced, innovative technical approaches are unable to overcome data quality issues. Thus, we seek input on the potential effect that data collection standards may have on the quality of health data that is captured and stored and the impact that such standards may have on accurate patient matching. We also seek input on other solutions that may increase the likelihood of accurate data capture, including the implementation of technology that supports the verification and authentication of certain demographic data elements such as mailing address, as well as other efforts that support ongoing data quality improvement efforts. 
Comment: We agree with ONC that data collection standards and their consistent application by providers and exchange organizations are a critical determinant to matching accuracy. The above-referenced Sequoia Project document addresses this issue in detail, including, notably, a maturity model for intra-organizational and cross-organizational processes to enhance patient matching accuracy, including rigorous information governance. Overall, the biggest opportunity to immediately enhance matching rates is standardized formats for demographic data among data sharing participants. 
2. In concert with the GAO study referenced above, we seek input on what additional data elements could be defined to assist in patient matching as well as input on a required minimum set of elements that need to be collected and exchanged. We encourage stakeholders to review the Patient Demographic Record Matching section of the Interoperability Standards Advisory (ISA) and comment on the standards and implementation specifications outlined. 
Comment: Additional data elements to improve patient matching efforts may include: Maiden Name, Multiple Birth Indicator, Birth Order, Telephone Number types, and Email Address(es). In addition, substantially increased patient match rates (i.e., above 95%) may require a supplemental identifier in addition to the required fields. A supplemental identifier could be a national or regional shared identifier, such as a driver’s license number. High data quality of any such identifier at the point of capture is essential for acceptable patient match rates. 	Comment by Julie Maas: Or passport? What about children?
3. Also, in alignment with the GAO study, we seek input on whether and what requirements for electronic health records could be established to assure data used for patient matching is collected accurately and completely for every patient. For instance, the adopted 2015 Edition “transitions of care” certification criterion (§ 170.315(b)(1)) currently includes patient matching requirements for first name, last name, previous name, middle name, suffix, date of birth, address, phone number, and sex. These requirements also include format constraints for some of the data. 
Comment: As discussed above, other potential data elements of value include: Maiden Name, Multiple Birth Indicator, Birth Order, Telephone Number types (we note the high value of the validated cell phone number), and Email Address(es). We also highlight the importance of consistently defined and enforced format constraints. 
4. There are unique matching issues related to pediatrics and we seek comment on innovative and effective technical or non-technical approaches that could support accurate pediatric record matching. 
Comment: We agree there are special challenges for pediatric populations, with matching for newborns being especially problematic. Issues unique to pediatrics include 
· No national naming convention for newborns, specifically, patients who have not yet received their legal name and have a temporary name; and 
· Multiple births present challenges with same date of birth, address, mother’s maiden name and potentially very similar names and identifiers, often only differing by a single digit. 
Specific approaches to enhance patient matching accuracy for pediatrics include: 
· Following the Children’s Hospital Association’s temporary demographic conventions for newborns; 
· Standards adoption (e.g., for naming, demographics and gender identification); 
· Information governance, process, and technology (e.g., ensuring the health IT and its use enables complete and accurate medical records both for the mother and fetus); 
· Vendor capture of multiple birth indicator, birth order, and mother’s maiden name; and 
· Creation of the medical record prior to birth event 
5. Recent research suggests that involving patients in patient matching may be a viable and effective solution to increase the accuracy of matching, and giving patients access to their own clinical information empowers engagements and improved health outcomes. We seek comment on potential solutions that include patients through a variety of methods and technical platforms in the capture, update and maintenance of their own demographic and health data, including privacy criteria and the role of providers as educators and advocates. 
Comment: We believe that involving the patient in data entry, correction, and maintenance can maintain and enhance patient data integrity over time. This approach includes making it a practice to ask the patient at every visit (and training staff on the value of doing so) whether their address or other contact information has changed and also having the patient review their demographic data to ensure its correctness. Patient portals and other self-service applications can also help patients understand the extent of their identity data completeness and how it can be increased. 
More generally, we emphasize that more complete demographic data will only get us so far. We believe that healthcare should increasingly look to approaches like biometric data, that rely on data that is “patient inherent” rather than simply “patient-verified”. 
7. At the same time, we seek input on transparent patient matching indicators such as database duplicate rate, duplicate creation rate, and true match rate, for example, that are necessary for assessment and reporting. The current lack of consensus, adoption, and transparency of such indicators makes communication, reporting, and cross-provider or cross-organizational comparisons impossible, impedes a full and accurate assessment of the extent of the problem, prohibits informed decision making, limits research on complementary matching methods, and inhibits progress and innovation in this area. 
Comment: We agree on the value of such transparent indicators, but emphasize that a gold standard, curated data set with known “correct answers” relative to matching is necessary to effectively evaluate algorithms. 
8. There are several emerging private sector led approaches in patient matching that may prove to be effective, and we seek input on these approaches, in general. A number of matching services that leverage referential matching technology have emerged in the market recently, yet evaluations of this type of approach has either not been conducted or has not been made public. Other innovative technical approaches such as biometrics, machine learning and artificial intelligence, or locally developed unique identifier efforts, when used in combination with non- technical approaches such as patient engagement, supportive policies, data governance, and ongoing data quality improvement efforts may enhance capacity for matching. 
Comment: In the future, biometrics will likely play a very significant role in patient matching and identity proofing and may change the fundamental paradigm for patient identification. Examples of biometrics include fingerprint, palm veins, facial recognition, DNA, palm print, hand geometry, iris recognition, and retinal scanning. Biometric devices are used to capture these metrics in a systematic and reliable way. Biometrics are considered immutable attributes, in that they are innate, entrenched, and would take significant effort to change. As such, biometric attributes are ideal for patient matching and identity proofing and we encourage ONC to facilitate and identify standards in this area that can encourage interoperability of biometric data. 
9. Finally, ONC seeks input on new data that could be added to the United States Core Data for Interoperability (USCDI) or further constrained within it in order to support patient matching. 
Comment: Additional data elements for consideration include: Maiden Name, Multiple Birth Indicator, Birth Order, Telephone Number types, and Email Address(es) and types. 

HHS-ONC-2019-0002-1429, Daniel Carnese: See notes, , p. 1
As extensively discussed in the NPRM, lack of a Universal Patient Identifier (UPI) has long been recognized as a key problem in access to patient data across healthcare providers. 
 
The purpose of this comment is to show that the technology required by the proposed rule would allow any number of private-sector entities to provide a patient identifier that supports the same cross-provider access to patient clinical data as would be facilitated by a UPI assigned by a single source. As a result, we support the ONC’s proposed rule with one small addition footnoted below. We then outline desirable follow-on consumer-protection rules for entities offering patient identifier services. 
 
The basic idea is that the proposed rule (in conjunction with the CMS’s companion rule) would allow a patient to register with a private-sector service (referred to here as a Patient Clinical Repository or PCR) that aggregates the patient's EMR data held by multiple healthcare providers, past and current. Then the patient can grant current providers access to his/her PCR aggregation (or a subset thereof), with no possibility of another patient's data being part of that aggregation. 
 
Here is a diagram which outlines the PCR-mediated flow of patient clinical data: 
 
[image: C:\Users\filzah.iqbal\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\E848E403.tmp] 
 
This approach to patient data aggregation is analogous to that used by the Apple Health Records app to aggregate patient data, except: 
· The data would be aggregated by an online service rather than a personal device. 
· It would be possible to obtain a complete copy of the patient's data (the "Single patient electronic health information export" specified in the proposed rule at CFR 170.315(b)(10)(i)) rather than being restricted to the data currently accessible through the FHIR API. Because the proposed rule does not specify a standard format for exported data, a PCR could transform some or all of specific vendors’ export files into structured data subsequently accessible via the FHIR APIs. 
 
Once patient data is available in a PCR, the patient can grant any healthcare provider access to the data. From the perspective of the provider, the PCR provides the same FHIR-based interface as an EMR operated by another healthcare provider, so would be accessible using the same OAuth2-mediated authorization mandated by the proposed rule. And the patient would at all times be able to obtain his or her complete medical record from the PCR. 
 
A patient's providing credentials for their PCR would be part of the normal pre-encounter workflow. In addition to providing access to a substantial body of information, it’s worth pointing out that it would eliminate the need for a widely despised patient task of repetitively providing  historical data before new encounters.  Of course, a "break the glass" mechanism would be needed to allow emergency access to a patient’s PCR data by accredited healthcare providers based on information or a physical object in the patient's physical possession. “Break the glass” standards could be a subject of future rulemaking. 
 
The net result of this approach is that healthcare providers can access all available data for a patient with no possibility of obtaining the data of another patient. No patient matching algorithm, no matter how complex, can provide such an ironclad guarantee. I can say this as the founding VP Engineering of the company that produced the Enterprise Master Patient Index currently offered by IBM, including its pioneering Patient Matching technology.  
 
An additional benefit is that there would be a single authoritative source of data for each patient. This eliminates the need for a provider to search for the existence of patient data at multiple other providers or health information exchanges -- a process that cannot guarantee finding all previous providers from which the patient has received care. It also avoids the longer-term issue of access to patient data after a provider has ceased business operations. 
 
Of course this is not a panacea, because it depends on patients to proactively register with a PCR. But for the patients that do so, this is a substantially superior solution, and one that does not require additional health IT technology beyond that specified by the currently proposed rule.1  
 
To support this paradigm of access to patient clinical data, we encourage the ONC to engage in follow-on rulemaking focusing on consumer protection (for example, consumer-comprehensible disclosures of how a PCR uses or shares patient data -- or guarantees not to share data) and security and privacy (for example, making an attestation substantially equivalent to ONC’s Model Privacy Notice).  
 
The sum of the above regulatory actions would make access to a PCR widely available, affordable, and supportive of consumer privacy and choice. Lack of a UPI would no longer be an issue for patients using a PCR. 

HHS-ONC-2019-0002-1431, Frank Purcell, Professional Nursing Associations (14), p. 4
1. II. Health information exchange is crucial for care coordination across multiple health care delivery systems and payers 
AMSN strongly supports Sec. V of the proposed rule establishing a modernized and consistent health information exchange architecture so that nurses and patients can access the information they need to promote and secure health and healing.3 We support ONC adoption of the draft U.S. Core Data for Interoperability v1 (USCDI)4 as representing both the minimum needed for health care coordination, and an architecture that can continually be assessed and improved in the future. Implementation of this architecture across health plans and health care delivery systems is essential to ensuring nurses can access the information they need to both provide and transfer care safely. 
III. Request for information: Address interoperability in ways that improve the availability of actionable data and reduce burdens for nurses, other health care professionals, and patients 
We thank the agency for requesting further information improving health information technology interoperability, specifically regarding registries (Sec. IX) and patient matching (Sec. X). As end-users of information technology systems who rely upon them to understand and accurately communicate a patient’s health, nurses have a significant interest in ensuring the patient data they may access is both actionable and accurate. We support the intent of the provisions in Sec. IX supporting greater and more standardized patient data availability through accelerated implementation of FHIR Release 4.5 Recognizing that the agency has declined to advance policy assigning each patient a national patient identifier (NPI) as representing too great a risk to individual privacy and security, we also support the intent of the concepts in Sec. X advancing both technical and human systems that ensure accurate identification of patients in the interest of their health, care and recovery. 
For both sections IX and X, our counsel to the ONC and to industry is this: Consult with a variety of nurses from the beginning to the end-user phase. Some nurses specialize in health informatics. Nearly all nurses must interact extensively with health information technology systems and data outputs to engage in patient care and document it. The expertise of nurses is vital to care and both governments and information technology industry would be wise to call upon nurses in support of improvement of health IT systems architecture, development, implementation and evaluation. 

HHS-ONC-2019-0002-1432, Ed Cantwell, Center for Medical Interoperability, p. 15
CMI believes that the use of unique patient identifiers that can be leveraged by patients and participating private health care providers can enable timely and accurate sharing of data, easier consent management, and the creation of personalized care strategies based on complete data sets. One such solution has been successfully deployed nationwide in Estonia where a person, post-authentication, can easily access and share their health care records. Since the United States’ health care system is fundamentally different in so many respects, scaling such a solution to our country remains a significant challenge. However, investment in and industry adoption of a trust platform, supported by an appropriate governance model, based on a distributed architecture with strong identity protocols could pave the way for a simplified patient identifier for use in health care delivery. This trust platform can leverage a competitive marketplace for secure identity solutions from commercial third-party enterprises. 
While CMI believes that a secure identity solution will be superior to matching, we support HHS’s efforts to improve patient matching in the interim. Focusing on data quality at the point of collection and alignment around common data elements for demographics would be helpful. 
CMI believes the private industry can and should step forward to provide a standardized and secure patient identity solution to avoid the technical and operational challenges of matching. CMI is exploring key principles and the necessary technical features for a scalable architecture through a proof-of-concept implementation under development in our lab. We would welcome an opportunity to demonstrate this proof-of-concept to HHS and others once it is ready for presentation. 
HHS-ONC-2019-0002-1433, Jeffrey Davis, American College of Emergency Physicians, p. 13
Both CMS and ONC are seeking comment on how to improve patient identification to help enhance patient safety efforts, coordinate care, and advance interoperability. As emergency physicians, we recognize the critical importance of being able to quickly identify our patients and track them across different health care settings. When it comes to treating patients with acute medical needs, minutes and even seconds matter, therefore, the inability to know who our patients are, and what other services they may have previously received, really impacts our ability to provide the best possible care. To underscore the problem, in 2016, Harris Health System in Houston reported it had 2,488 records with the name “Maria Garcia;” of those, 231 shared the same birthdate, suggesting some of them refer to the same individual.10 Notably, if all health care organizations collected certain pieces of demographic data uniformly, patient-match rates would increase significantly. 
Therefore, in general ACEP supports efforts to create a patient identifier or tracking system. We are cognizant however about privacy and security concerns around creating a patient identifier. An identifier could become as sensitive as a person’s social security number, so creating safeguards to protect it is essential. Further, if the patient identifier is based on a patient’s date of birth, former address, or any other background piece of information about the patient, even that has its potential issues. Some patients, especially those who have suffered a trauma, may not know or be able to easily recall this information, which could lead to confusion and potential medical errors. 
In addition, we ask ONC to consider the concept of an “error reporting registry” to track patient mismatches and common mistakes that may or may not be HIPAA violations. This registry could help inform further process improvements and necessary updates to both the API and provider processes pertaining to patient record matching. A simple, straightforward way for providers and patients to report instances of information blocking under any variety of circumstances, including faxing, would be of great benefit, particularly to smaller providers. 
Beyond patient identification, the number of administrative roadblocks that currently exist to get information about our patients is equally as concerning. We often see patients who have received care from another ED, hospital, or provider, sometimes the same day. When a patient comes to the ED, emergency physicians can rarely see any of the information from the previous healthcare encounter. When we reach out to the other ED, hospital, or provider to ask what happened to avoid duplication of workup and make sure nothing is being missed, we are referred to a medical records office instead of the treating provider and are told that we need to have the patient sign a consent form for release of information and that they cannot be given information over the phone. 
When health care providers have the opportunity to talk directly to each other, they almost always share all the relevant information that is necessary to treat individual patients. Breaking down the barriers that inhibit or delay these types of conversations from taking place could improve clinical workflow and our ability to provide effective patient care, while still preserving patient privacy and data security. 
HHS-ONC-2019-0002-1435, Anonymous Anonymous, Apple, Inc. , p. 12
The proposed rule poses the following question: “We seek input on the potential effect that data collection standards may have on the quality of health data that is captured and stored and the impact that such standards may have on accurate patient matching. We also seek input on other solutions that may increase the likelihood of accurate data capture, including the implementation of technology that supports the verification and authentication of certain demographic data elements such as mailing address, as well as other efforts that support ongoing data quality improvement efforts.” We support additional validation. Please see our comments above related to phone, physical address, and email address, including potentially requiring USPS validation. 
The proposed rule poses the following question: “We seek comment on potential solutions that include patients through a variety of methods and technical platforms in the capture, update and maintenance of their own demographic and health data, including privacy criteria and the role of providers as educators and advocates.” One potential solution is to enable patients to have easier access to update their own demographic information from the app of their choice. This would require bi-directional FHIR APIs that allow writing of the Patient resource back to the EHR. This information could then go into a holding area within the EHR and could be approved as necessary. We recommend that the ONC consider making this type of write access (related to a patient’s demographic information) a requirement in the future, understanding that other write APIs might not be required. 
The proposed rule poses the following question: “ONC seeks input on new data that could be added to the United States Core Data for Interoperability (USCDI) or further constrained within it in order to support patient matching.” As noted above, a refined address (with type such as home, work, etc.), phone number (with type such as mobile, home, etc.) and email address (with type) will help improve matching. 
HHS-ONC-2019-0002-1440, Robert Jarrin, Validic, p. 8
Patient Matching. Accurate matching of patients will help healthcare providers identify, share, and tag accurate, personal information to the right individual, second by second. ONC requests comment to discuss innovative pathways to match patients across numerous information systems. We agree with ONC about the value and potential of innovative technical approaches. In particular as artificial intelligence begins to mature in areas such as biometric screening, machine learning, and sensor recognition. We recommend ONC consider those technologies for future implementation related to improved patient matching. 
HHS-ONC-2019-0002-1445, Mary Beth Kurilo, American Immunization Registry Association, p. 19-27
The IIS community has significant experience addressing patient matching as a result of years of consolidating patient records from diverse clinical locations. We would welcome the opportunity to help inform ONC efforts in this area, and we encourage you to contact AIRA to collaborate and leverage public health and IIS knowledge and subject matter expertise. 
In addition, the following rows include specific responses to questions posed in the ONC Patient Matching RFI. 
The quality of data used for patient matching is indeed a difficult problem which has plagued public health registries for some time. As we described in an article published in 2017, ONC convened a Patient Matching Community of Practice in 2014-15. We wrote, “Its major focus was developing a five-level data quality maturity model to try to characterize an organization’s sophistication in using different common data elements to perform patient matching functions, as well as articulating value propositions for improved matching for different stakeholder types. The project released two documents, Developing and Testing a Data Management Model and Maturity Scale Tailored to Improving Patient Matching Accuracy and Guidelines for Pilot Testing of Data Management MaturitySM Model for Individual Data Matching describing its work. The Data Quality Maturity Scale, included as Appendix B, highlights how systems across the healthcare community, at least as reflected in the core data elements, are at the high levels of maturity. In practice, however, the data elements needed for levels 4 and 5 are precisely the ones that are least consistently captured.” We encourage ONC to draw on these documents and resources whose development ONC funded. 
External validation of key data elements used for matching can also be a big help. For example, in 2017 the American Immunization Registry Association (AIRA) arranged access to SmartyStreets, a cloud-based address cleansing service, for all Immunization Information Systems (IIS) which chose to access it. By leveraging available CDC funding, for a modest amount this service is able to cover the entire IIS community and significantly increase the level of quality in address data which is often key for proper patient matching. AIRA maintains the license, provides documentation and coordination, and sponsors a monthly user group of interested IIS projects. 
The Patient Demographic Record Matching Sections seems inadequate to address data elements for patient matching as it primarily focuses on IHE transactions which do not seem to focus normatively on which data elements might be best for matching. The Data Quality Maturity Scale, included as Appendix B in Guidelines for Pilot Testing of Data Management MaturitySM Model for Individual Data Matching referenced above, provides detailed suggestions for data elements to be used for patient matching that were vetted through the community of practice that developed the guidelines. 
In addition, in January 2019 AIRA published its IIS Functional Guide, Vol. 2: CDC Endorsed Data Elements. This exhaustive document includes (in Appendix C) a list of data elements endorsed to fulfill the IIS functional standard of identifying, preventing and resolving duplicated and fragmented patient records using an automated process. This list is also worth consulting. Research in New York City by the Citywide Immunization Registry (CIR) has demonstrated that though matching is a complex activity, and it is difficult to tease apart factors affecting successful matching, the search success rate for the CIR was higher when more search fields were sent, especially the internal ID assigned to each patient in the CIR and available to EHRs that query the system should they choose to store it. Studies such as this one should be replicated to help determine the most effective fields for searching and matching. 
Requiring specific data quality for is admirable but may not be practical, since in many (if not most) cases an EHR can only contain data as good as what is provided by the patient. To the degree that data formats can be enforced (like data formats for date of birth), or standard value sets maintained (like sex, race, and ethnicity), the quality of the data will naturally improve. 
The IIS community has worked in this domain specifically for more than twenty years. There are a number of specific patient matching issues that affect pediatric records, including: 
· Birth records that do not contain a true first name (but rather are populated with “baby boy” or “baby girl” as a first name was not available) can become difficult to match to future records. 
· Multiple births can sometimes present confusing matching problems, especially when first names are close or even identical. 
· Children do not usually have records in referential matching databases that are primarily drawn from financial/credit data sources (see below). 
· Though not unique to children, some data sources may include a patient’s middle name embedded in the patient’s first name field. 
· Children may lack common identifiers that adults typically possess that may be used as primary or secondary matching fields (e.g., driver’s license number, social security number, cell phone number, e-mail address, unique Medicaid ID [which may be a family ID]). 
· On the other hand, children are often associated with parents/guardians and parent/guardian data can be used to supplement primary data for matching. 
There are no simple answers to addressing these issues; technology developers need to be sensitive to them when crafting solutions to pediatric matching challenges. 
Public health registries are only just beginning to provide direct access to patients; IIS are probably leading the way given the broad usefulness of an up-to-date immunization history and forecast for school/child care/camp admission and preventive care. Many IIS also perform automated or semi- automated outreach services to encourage patients to complete missing immunizations (“Reminder”) or to warn them of upcoming immunization needs (“Recall”). These services will often use text messages or e-mails to contact patients directly, yet IIS often do not have complete cell phone or e-mail records for their patients. Most IIS projects are somewhat reluctant to accept patient contact information (which could then also be available for matching) directly as opposed to soliciting this information from healthcare providers when they submit immunization records to the IIS. We do feel there is some potential for augmenting IIS contact information with patient-supplied data once patient access to IIS data becomes more prevalent. 
This has always been a difficult topic and we do not see any easy answers ahead. In 2017 ONC sponsored the Patient Matching Algorithm Challenge (PMAC) whose was to allow vendors to compete for the highest performance metrics for their matching algorithms by testing their software against a large set of test data provided by ONC. Cash prizes were awarded in a number of categories, and the winning vendors were featured in the discussion on the webinar. One of the main purposes of the challenge was to promote the use of standard metrics to evaluate algorithm products. We were a little concerned that the winners by their own admission “analyzed patterns in the data.” This seems to call into question the applicability of their results to the “real world” where you don’t get to see the data set; you have to adjudicate them as they come in. That means that these particular test runs were “tuned” for the data set and the measurable results might not hold up for other data sets. 
Over the years, several public health initiatives have attempted to provide comparative measures of matching algorithm performance or quality and have had less than successful results. 
In an article published in 2017, the authors identified a set of distinct strategies for matching that seemed to be in play and the lack of any real consensus around any of them: 
1. A “traditional” approach which leverages either deterministic and/or probabilistic techniques that continue to struggle with the lack of standardized data for input as discussed elsewhere in this response; 
2. A unique identifier approach, either government sponsored or managed by the private sector, though this would likely be insufficient without corroborating data in a population as large and diverse as the US; 
3. Health record banks which put the patient at the center of the problem but which have failed to gain any traction in the marketplace; 
4. Biometrics, which still suffer from some limitations as well as privacy concerns; 
5. Newer, innovative approaches such as referential matching which still have limitations in some segments of the population (like children) 
We believe that the public and private sectors need to get together to discuss and pilot various approaches and to encourage Congress to reexamine its current position on a national unique patient identifier. 
We recommend that ONC refer to the Data Quality Maturity Scale, included as Appendix B in Guidelines for Pilot Testing of Data Management MaturitySM Model for Individual Data Matching reference above, provides detailed suggestions for data elements to be used for patient matching that were vetted through the community of practice that developed the guidelines. 

HHS-ONC-2019-0002-1446, Adrian Gropper, Patient Privacy Rights, p. 38
Patient matching is not a problem in banking, sensitive data under 42CFR or other interoperability domains where patient consent or patient-designation are a strict requirement. Patient matching prob- lems in healthcare are the direct result of the elimination of patient consent under HIPAA. The pa- tient matching problem is best handled by allowing patients to consent to information sharing using standard OAuth practices and by allowing the patient to specify the authorization server of the API. Either way preserves patient privacy by avoiding hidden surveillance and errors. 

HHS-ONC-2019-0002-1468, Sarah Willis-Garcia, EHR Association, p. 90
We seek input on the potential effect that data collection standards may have on the quality of health data that is captured and stored and the impact that such standards may have on accurate patient matching. 
In general, standardized data collection and formatting makes it easier to match patients across systems; formatting differences such as “100 South First Street” and “100 S 1st St” can confuse a matching algorithm. The EHR Association supports efforts to define more standard data elements and to constrain the formatting for those elements to aid in consistency. 
We seek input on what additional data elements could be defined to assist in patient matching as well as input on a required minimum set of elements that need to be collected and exchanged. 
The EHR Association supports the inclusion of phone number and address elements in the USCDI demographic dataset. However, we caution ONC that, especially as demographic elements are added, it becomes less likely that any one patient will have all of those elements: certain populations do not have a phone, an email address, or even a physical address. Therefore, any discussion of a minimum dataset should consider how to account for these populations. Additionally, ONC should balance the need for a minimum data set with the documentation burden that could be introduced by requiring it. No minimum should be required without specific evidence supporting that minimum. 
Also, we suggest that ONC work with providers to educate them--specifically within the context of patient identification and matching--on the value of collecting as much as possible of this data, as it cuts down on back-end data cleanup, incomplete data sets, etc. There are several recent studies (from Intermountain, The Sequoia Project, The Pew Foundation, and RAND) that demonstrate that improved data collection for standardized fields and key fields, wherever possible (such as validated cell phone numbers), substantially improves matching. Sharing this information with clinicians and users documenting patient demographics would help them better understand the return for what they consider to be unnecessary work. 
We seek input on whether and what requirements for electronic health records could be established to assure data used for patient matching is collected accurately and completely for every patient. 
The EHR Association reminds ONC that data collection is a process owned by the healthcare delivery organizations, as is the data itself, not the electronic health record developer. Developers can facilitate the collection and use of this information; but, in most instances, we do not own or control the data. 
We seek comment on potential solutions that include patients through a variety of methods and technical platforms in the capture, update and maintenance of their own demographic and health data. 
The EHR Association, too, is interested in exploring solutions that include patients. If ONC pur sues the use of data held outside organizations for the purposes of patient -driven matching, we believe ONC should provide guidance to those data sources about the need to protect such data and support patient privacy and consent. 
We seek input on transparent patient matching indicators such as database duplicate rate, duplicate creation rate, and true match rate, for example, that are necessary for assessment and reporting. 
While the EHR Association generally supports more standardized metrics for patient matching, we question the necessity of requiring organizations to go through the bookkeeping exercise of defining, collecting, publishing, and updating these metrics, especially given the overall value of these metrics compared to other metrics more directly tied to clinical outcomes. 
Also, we note that certain settings may lead to performance that are not easily generalizable when compared across other settings. For example, an extremely busy emergency department might routinely create temporary records for new arrivals that are later merged back into existing patient records once the patient is stabilized and more information can be collected. Such a setting would have inflated duplicate creation rates, compared to a specialty setting that only takes referrals; similarly, an EHR that supports this workflow would have higher duplicate creation rates comparatively.


HHS-ONC-2019-0002-1490, Alan Swenson, Kno2, p. 8
One of the biggest challenges to interoperable exchange today is patient matching. Without a standard way to identify patients, consistent demographic information collected about patients, or any form of reliable patient identifier, health IT developers are required to create their own matching algorithms to achieve an acceptable “likelihood” for patient matches. Some vendors have complicated algorithms that give point values to all provided demographic elements, looking for a patient with a high enough score to determine a match. Others use simple string matching (“123 Main Street” does not match “123 Main St”). If we are to achieve true nationwide interoperability, without significantly increasing provider burden, we must address the issues of patient matching. The challenges we see today will only be magnified as TEFCA and patient access both drive continued growth of interoperable exchange. 

HHS-ONC-2019-0002-1502, Andrea Pitkus, , p. 81
Regarding patient matching….   Has ONC considered patient requests to link their medical record data across EHRs across health systems and locations to help facilitate patient matching activities?  Patients know best where they have received care and if a process is in place that allows those who are “early adopters” to link all their patient records over the course of their lifetime or at least their digital lifetime, it would aid patient matching activities in several ways:
1. Patients can verify and validate who they are and significant medical life events that can be verified based upon their previous addresses, birthdate and other key data elements.  There would be a slight risk if a patient of the same name were linked, but healthcare systems should be able to mitigate such risk by asking a patient key questions about their medical history found in a potential matchee’s record.  Perhaps in pre visit surveys, patients are asked for a history of where their patient care and medical records have been located to link the siloed data into a longitudinal view of their lifetime health record and provide health care team members vital historical data, often patient’s don’t recall much later in life.  Matching may be initiated at this time or by the patient directly, say when they move or have life event or health changes.  Office or medical records personnel should be able to confirm key info to complete linkages.  For linkages that have occurred without patient input, the patient can be asked at a next visit to confirm data is accurate to help identify issues with incorrect patient matching so that incorrect linkages can be immediately corrected and any health data corrections issued to both patients involved according to regulatory requirements.  Know of instances where labels for one patient’s blood draws were used on another patient with the same name the same day during their pre oncology visit lab draws. The physician discovered the error as unexpected test results appeared on one of the patients and labs expected on the other patient were not available at the visit.  Both records were corrected, but how many instances occur daily of incorrectly identified patients as it is one of the most common pre-analytical laboratory issues. Duplicate and triplicate records may be identified as well and merged into a single record, thereby reducing multiple patient record on same patient too.
2.  Once patients are matched, the number of unmatched patient records will be reduced in a health systems record, which may help facilitate additional patient matching.  (i.e. only a single unmatched John Smith or Jane Doe remains in the facility’s record)
3. Matched patients may be able to upload/contribute Social Determinants of Health or Patient Generate Health Data to ALL their care team members across medical record systems, locations, health systems, etc.  If a primary care physician is responsible for daily care, but a specialist across town or across the country is treating a chronic condition or historical problem, they may also benefit with receiving updates of patient health or non health events, medication updates, laboratory results, patient/family history updates, etc. over the course of time.  Other PGHD such as exercise data, vitals or remote monitoring may allow both local and specialty physicians to monitor when a patient needs to be seen primarily/locally or by the specialist or if the specialist can coordinate care with the local provider to prevent unnecessary trips to the specialist for testing, procedures, medications, treatments that may be handled locally, reducing time, costs, etc to both the patient and care team.  
4. Similarly, linkages can connect different types of care team members that may not be of the same health system or on the same EHR.  Take for example many urgent care centers in pharmacies, stores, airports, which a patient may visit and have point of care testing, prescriptions, vaccinations, etc.  Linking these medical records with their primary provider allows providers to continue their care if a problem isn’t shortly resolved, and provide follow up care.  For workers that travel globally, that may be exposed to infectious diseases and have medical issues away from their primary care provider, such digital access may provide better care and longitudinal health data for all involved, instead of fragmented care.  In other words, a complete EHI export may not be necessary in such cases where other data sharing and interoperability options exist.  Have seen this firsthand where a patient went from in patient to rehab hospital to rehab care facility to home health care.  The middle two entities were at different health system entities each with different EHRs.  The transfer of care documentation was a print out of meds, labs, and problems sent in a paper folder in the pocket in the back of the patient’s wheelchair as they were transferred between facilities.  When the patient developed pneumonia within 12-24 hours at the 2nd facility, likely acquired from the first facility, the second facility didn’t have access to the firs facility’s HER to see results, vitals, careplans, etc. over the previous week.  Suspect the likely HealthCare Associated Infection (HAI) was also never reported as required as the patient was turfed to another facility before symptoms were pronounced and it was the second facility’s problem to provide care for the patient after the transition.  Patient matching and interoperability of all the health data between the two systems would allowed the first one to see the patient developed a likely HAI at the second and report as required by law, while the second one would have clinical information needed to facilitate treatment and care coordination of the patient as they moved along the care continuum.

HHS-ONC-2019-0002-1503, Fauzea Hussain, McKesson, p. 6
While McKesson does not believe patient matching is the most significant barrier to interoperability, we nevertheless support ONC working to identify patient matching options that will be scalable across all programs. If information blocking is effectively eliminated as a result of these rules, there will be a significant increase in the amount of PHI and EHI being exchanged by a large number of entities. Effective patient matching is critical in leveraging this exchange to improve care delivery and guarantee privacy and security. 

HHS-ONC-2019-0002-1511, Michael Fraser, Association of State and Territorial Health Officials (ASTHO), p. 4
ASTHO recommends patient matching as a critical tool for promoting improved patient safety, better care coordination, advanced interoperability, and improved public health surveillance in order to avoid information duplication or erroneous data. We encourage ONC to take an active role in standardizing operations and guidance for implementing master person indexing, with S/THA collaboration and involvement, to ensure interoperability between public health, insurance companies, and clinical providers. 
HHS-ONC-2019-0002-1512, Scott Stuewe, Direct Standard / Direct Trust, p. 71
The lack of an effective patient matching approach and overall poor identification processes at patient presentation poses critical problems for the patient’s ability to access their own records. We know this from the poor performance of patient matching in the provider-to-provider query use case. The chance that records will be missed (false negatives) is extremely high, and even false positives may result for patients with common names that query the huge databases of integrated delivery networks.  If focus were placed upon accurately establishing the identity of patients and binding that identity to a “strong ID,” both risks and costs could be reduced and patient safety and privacy enhanced. We propose that in future rulemaking. ONC should propose utilizing technologies to register patients using the demographics provided in strong IDs, which are only issued with identity-proofing requirements. Use of strong ids should be at least recommended if not incentivized or required given that such strong-ids can be utilized to simplify and improve data matching. For a patient’s access to their own records such strong identification methods should be preferred as well in addition to a requirement to identity proof to IAL2.  Likewise, it will be essential to provide a mechanism to ensure that appropriate identity proofing is done by those developers that deploy consumer healthcare apps.  If such apps can also make use of a strong ID, reliance on demographics alone can be reduced.  
In the early months of architecture discussions in CommonWell Health Alliance, strong IDs were identified as a possible approach to simplifying and improving the patient matching system when such ids were available.  State issued drivers licenses which have assigned numbers could be used to trump demographics alone.  The problem with the idea was that while such IDs were almost always how patients identified themselves at presentation, the driver’s license number was not collected nor was the driver’s license used reliably as the source of demographics. This despite the fact that a bar-code on the back of every Real ID contains all of the information from the front.  Most practices do collect the ID, but scan it into the record as an image.
Studies that focus on improved patient matching today have proposed either standardized collection and entry of data or collecting and relying upon more data for use in patient matching including cell phone numbers and Social Security numbers. These same studies suggest that in the current state, regardless the technologies employed using available data, match rates are only in the low 90s. With no way to ensure that data entry is accurate and no way to be certain that the same additional elements can be used to match records such ideas do not represent realistic solutions to patient matching.
With the deployment of Enterprise Master Person Index technology, match rates improve somewhat, but only within the enterprise.  For query-based approaches to exchange in use today most matching happens “on the wire” with the disclosing system deciding what constitutes a match with the query and many algorithms employ only the 5 core demographic elements – first name, last name, gender, date of birth and zip code.  Probabilistic match approaches (EMPI systems deployed at the network level as were proposed for QHINs in TEFCA Draft 1) might improve record matching across enterprises into the mid-90s as has been experienced at the enterprise level.  But as we contemplate making a patient’s records available by query by the patient themselves, a high single-digit error rate seems troublesome when non-providers may receive records that don’t belong to them.  
As patient matching and identity topics remain unsolved problems, large enterprises (IDNs and ACOs) have begun applying “big-data” mechanisms to solving them.  These approaches match records created in the healthcare system with data from payers and data that can be licensed about consumers or patients that is not protected by HIPAA. Matching a patient first to “referential data” provides a “what I do” or in some cases “what medical issues I have” aspect to patient matching.  Both the data and the technologies to utilize it can be expensive for the enterprises that employ it driving up healthcare costs.
Moreover, referential approaches that aggregate healthcare data with non-healthcare data without our explicit consent raise some privacy and confidentiality issues of their own. Consumer advocates and civil libertarians have objected to the notion of a national healthcare ID that was first called for as a part of early drafts of the HIPAA privacy rule. Today, there are concerns that state issued Real IDs are just proxies for a national identifier.  An argument can be made that referential approaches that assemble a picture of who we are based upon what we do are really just inference (even if such an inference is more accurate than traditional approaches) and represent an increased risk of breach when such data is used for purposes other than what it was originally collected for.  The “what we do” data set is arguably more sensitive data than the “where we live” and “what we look like” data that might be on a driver’s license.  If an individual has been identify-proofed by an authoritative and verifiable process, the issued ID and its number or other identifiers represent a strong ID. As consumers and civil libertarians begin to understand how these referential data-sets are being used they may take a second look at the risk of a strong ID even if it is state issued.
Having an authoritative ID that is based upon a reliable process does not have to be a government issued ID – though it certainly can be.   About 2/3 of the population has a driver’s license and in 30 of 50 states they may be Real IDs where the process to obtain these licenses includes identity proofing at an Identity Assurance Level 2 (IAL2 under NIST 800-63-3).  All 50 states are expected to offer Real-IDs by October 2020.  For those who have Real IDs, validity of the document can be verified by querying an on-line API.   Of the remaining 100 million Americans without driver’s licenses ¾ are not yet of driving age and ¼ are non-driving adults. 
Large scale identity proofing activities take place in the private sector including by DirectTrust, its Registration Authorities and their trusted agents. In the five or so years that DirectTrust has been operating, 1.8 million parties have been proofed almost 260,000 of which were consumers at the equivalent of IAL2.  Health systems and provider offices identity proof providers in order to issue identities to these providers bound to their Direct address.  Establishing processes under which consumer/patients are identified by payers and by the health systems could leverage Real IDs first and then allow strong IDs to be issued by payers or providers through DirectTrust or other trust frameworks. A NIST/ONC project called SINGLE-File piloted an approach to federated strong identity that leveraged existing credentials first. Hardening such an approach with a Technical Trust Framework to ensure appropriate processes are in place could allow such a system to scale. 

HHS-ONC-2019-0002-1522, Janet Marchibroda, The Bipartisan Policy Center, p. 9
The data needed to support clinical decision-making, patient information needs, and regulatory and value-based payment decision-making, resides in multiple settings. Analysis of such data requires that records across multiple settings belonging to the same individual be matched. Patient record matching is ordinarily conducted by the application of algorithms based on demographic information, such as the patient’s name, date of birth, sex, mother’s maiden name, address, phone number, and in some cases, social security number. Inaccurate, incomplete, or inconsistently formatted demographic information can pose challenges to accurate matching. 
BPC convened multiple stakeholders to develop a set of recommendations for improving patient record matching, including widespread adoption of common standards for the minimum types of demographic data to be collected and the content and formats in which such data should be collected.3 Similar recommendations have been made by other organizations, including the Pew Charitable Trusts.4 In January 2019, the Government Accountability Office (GAO) released its report on patient matching as required by the 21st Century Cures Act. GAO’s findings also highlighted the fact that implementing common standards for how certain demographic data should be formatted—such as names and addresses—could improve the consistency of data across providers and thus make it easier to match records.5 Finally, BPC and HLC also made similar recommendations in their recently-released report, Advancing Interoperability, Information Sharing, and Data Access: Improving Health and Healthcare for Americans.6 
The ONC Proposed Rule requires ONC-certified health IT to utilize common standards contained in the USCDI for the following patient demographic information which can assist with patient matching: first name, last name, previous name, middle name, suffix, birth sex, date of birth, race, ethnicity, preferred language, address, and phone number. Research conducted by the Pew Charitable Trusts indicates that use of the U.S. Postal Service Standard for the patient address could improve match rates further. Other patient demographic information, such as an email address—which is already contained in 54 percent of patient records, according to one study—could further improve matching rates. 
HHS-ONC-2019-0002-1531, Anupam Goel, , p. 17
I am not convinced that any number of data elements, regardless of their level of data quality, will be sufficient to accurately address all patient matching challenges in healthcare. I would suggest the ONC consider patients supplying their own unique identifiers (e.g., voluntary universal healthcare identification [VUHID] created by Global Patient Identifiers, Inc. OR DirectTrust patient address or its public key infastructure) to be included within healthcare transactions to reduce the errors associated with probabilistic matching. I would support including such an identifier in the United States Core Data for Interoperability to support patient matching.

HHS-ONC-2019-0002-1532, Cynthia Morton, The National Association for the Support of Long Term Care (NASL), p. 9
CMS’ Interoperability & Patient Access Proposed Rule 
Request for Information on Opportunities to Improve Patient Matching 
Poor patient record matching is one of the greatest barriers to interoperability. On January 15, 2019, the U.S. Government Accountability Office (GAO) released a new report on patient matching, as required under Section 4008 of the 21st Century Cures Act. The report was entitled, Health Information Technology: Approaches & Challenges to Electronically Matching Patients’ Records Across Providers (GAO-19- 197). The report confirms that incomplete or inconsistently formatted data can make patient matching difficult at best. 
Currently, patient record matching relies on various algorithms that draw on captured patient demographic information such as name, date of birth and address. These fields are unreliable and subject to variation as simple misspellings or transposition of numbers can make matching demographics difficult. 
We understand that the current federal ban on developing a means for patient identification is likely a confounding factor and the reason that patient matching must rely on the use of algorithms or other workarounds. NASL has supported legislative efforts, which would allow ONC and CMS to provide technical assistance to private-sector led initiatives that support a coordinated national strategy and promote patient safety by accurately identifying patients with regard to their health information. Without having foundational pieces in place, such as patient matching, NASL is concerned that the challenges we face today will be amplified as TEFCA is established and exchange of health data increases. Health IT vendors that act as Business Associates and host millions of patient records could be required to share patient data, and could be charged with data blocking if they do not, without having adequate means to properly identify the specific patient in question. Patient misidentification (which could be caused by identifiers improperly entered by a patient, a patient’s representative or a user employed by a Covered Entity that has engaged the Business Associate’s health IT services) could lead to allegations of a HIPAA breach. 
HHS-ONC-2019-0002-1543, Andrea Maresca, Imprivata, p. 2
Situation The economic need to better coordinate care across the healthcare continuum has brought much- needed attention to the problem of matching patients to their correct records. The existing approach to this problem essentially ignores the need for positive identification, and instead accepts available demographic data elements as they are, while using various algorithms to determine who the patient probably is -- and therefore, what historical records probably match. 
This is analogous to looking in the dark, through fog, for shadows, each of which is a human patient, a person, a spouse, mother, father or child, looking for healthcare treatment. With current-state technology we can do far better than treating foggy shadows, and can instead treat real people, realize true efficiencies, reduced time and reduced costs. 
Here’s what we propose: The existing approach could be significantly improved by applying some attention earlier in the care process, by addressing how a patient is initially enrolled in a provider organization, and how a patient is recognized when (s)he subsequently returns for care. This improved approach can be done by using established methods and existing technologies to (a) improve the quality of the demographic data elements used for matching, by doing robust identity proofing at enrollment, establishing a “trust anchor” and (b) when a patient returns for care, preserving the trust anchor by using an authenticator to automate the selection of the right record to chart the next encounter. 
Observations In reviewing the 21st Century Cures Act, CMS RIN:0938-AT79, ONC RIN:0955, TEFCA Draft 2, and the public remarks of Administrator Verma, Imprivata has concluded that: 
1. The transition to valued-based care currently underway must continue and accelerate. Federal spending on Medicare and Medicaid, amounting to just over $1 trillion in 2016, and growing faster than the US economy, is not sustainable. 
2. Value-based care is impossible without interoperability. Across a distributed and often unaffiliated care continuum, patients and providers need to be able to confidently access an accurate, complete medical record in order to support prevention of illness, manage chronic conditions, and decrease the need for hospitalization. Trusted and efficient access to protected health information (PHI), both past and recent treatments, across the care continuum is necessary for effective and timely delivery of care. With clear trusted patient identity, and the use of technology, we can arm providers with a complete history of events, diagnosis, treatment and medications, substantially curtailing or eliminating re-testing and associated incremental costs. This enables our providers to access and leverage current and past PHI to accelerate and improve the diagnosis process, reduce re-admissions, and deliver a superior level of service to the patient. 
3. Interoperability is impossible without positive patient identification. No matter where a patient appears in a care continuum, before previous records can be accessed, before matching algorithms can be invoked, certainty about who the patient is must be established. 
Proposed Solution The method to achieve positive patient identification is already well-established. NIST Special Publication 800-63-3, Digital Identity Guidelines, a standard promulgated by the Department of Commerce, provides a logical approach to every aspect of the management of digital identities, balancing the degree of security and certainty required against the level of risk associated with misidentification. 
It is noteworthy that TEFCA Draft 2 cites NIST 800-63-3 as applicable for purposes of supporting requests by Individual Users (i.e. patients) to access their electronic health information (EHI). TEFCA Draft 2 requires that QHINs (i.e. entities in the business of transmitting healthcare information, see paragraphs 6.2.4 - 5), Participants (i.e. provider organizations, see paragraphs 7.9 - 10), and Participant Members (i.e. health care professionals, see paragraphs 8.9 - 10) identity proof patients at NIST Identity Assurance Level 2 (IAL2), and authenticate them at NIST Authentication Level 2 (AAL2). 
TEFCA Draft 2 cites both Treatment and Individual Access Services in the 7 Exchange Purposes. Imprivata’s position is that determining patient identity for purposes related to providing Treatment (i.e. healthcare) is at least as important as determining patient identity to support patient requests for access to their EHI (Individual Access Services). Further, since it appears that the infrastructure to support IAL2 and AAL2 will be required to achieve TEFCA certification -- and TEFCA certification will likely become a CMS Condition of Participation -- positive patient identification to support value-based healthcare can be accomplished in most provider organizations at limited incremental cost. 
We therefore encourage CMS and ONC to consider advancing a comprehensive perspective to patient matching that includes more than standardized demographic data elements and matching performance metrics. We suggest applying the guidelines of NIST 800-63-3 to patient identity management for the purposes of supporting treatment, and propose the adoption of a 5 step approach: 
1. Conduct robust identity proofing at the first patient encounter (i.e. enrollment), or at the shortest possible time thereafter, to confirm a patient is who (s)he claims to be. The identity proofing process confirms that a unique, valid identity exists -- and verifies that the valid identity belongs to the patient claiming it. Identity proofing to IAL2 can be done as it is today, in person by patient access staff at a provider’s facility. 
Technologies exist to identity proof patients to IAL2 online; these could be deployed to support innovations to improve patient access to care, by extending positive patient identification further in the continuum of care, e.g. to enroll a new rural patient at his / her first telehealth encounter. The same technologies could be deployed on-site in existing healthcare kiosks, for the sake of enabling patient self-enrollment and reducing the burden on provider patient access staff. 
Whether in person or online, demographic data elements related to identity (name, address, phone number, ...) and any applicable unique identifiers (Medicare ID, VA ID, SSN, ...) could be discovered and validated, establishing a foundational trust anchor for all subsequent healthcare transactions. It is at this step that standardization of demographic data elements and unique identifiers, if desired by ONC, could be applied. 
2. Perform an initial record search. Having performed robust identity proofing to establish a trust anchor, immediately search on that basis to determine what records may exist across the provider organization’s care continuum. Capture the associated medical record numbers (MRNs) as additional attributes of the patient’s identity. It is at this step that standards in terms of matching performance and advanced technologies like referential matching could be applied, if desired by ONC. 
3. Complete enrollment by issuing appropriate authenticators to patients, so that identity proofing does not have to be repeated each time a patient returns for care. An authenticator is something the patient possesses and controls, which is used to confirm the patient’s identity (i.e. affirms connection to the trust anchor). Authenticators consist of something the patient has, knows, or is. The most common authenticator, historically, has been a password (i.e. something the patient knows). 
Imprivata believes the use of appropriate authenticators will be particularly impactful toward achieving interoperability, because: 	Comment by Julie Maas: Translation to open standards: suggests creation of a unique OpenID or another identifier/assigner pairing that is bound to a strong patient identity.
1. Authenticators provide the best method for convenient, secure communication of high quality, up-to-date (see Step 5 below) demographic data elements and unique identifiers for all appropriate healthcare transactions, eliminating transcription and data entry errors. 
2. Authenticators can be deployed so that when used, connection to the right record for the care location where the patient has presented is automatic. When used in this way, the creation of duplicate records and entry of patient data into the wrong record (an “overlaid” record) are prevented. 
3. The use of authenticators advances the ideal of establishing one patient identity across the healthcare continuum, which is the foundation for achieving interoperability. 
The best authenticators are some combination of “has,” “knows,” and “is” that: 
1. Meet or exceed NIST AAL2 requirements. 
2. Cannot be used without the represented patient’s permission (i.e. can’t be stolen or faked). 
3. Are accurate, i.e. a non-enrolled patient is not mistaken for an enrolled one, and an enrolled patient is not mistakenly rejected. 
4. Are easy for patients to use. 
5. Require minimal maintenance (e.g. don’t require re-enrollment, or resets, as is the case with passwords). 
Imprivata believes strong biometric authenticators are especially useful for healthcare, because they: 
1. Meet the criteria immediately above. 
2. Are preferred by patients. In June 2017 and January 2018, The Pew Charitable Trusts worked with Public Opinion Strategies and Hart Research Associates to conduct 11 focus groups with 95 participants in five cities, and reported that “biometrics were the most frequent first - or second - choice solution, not only among the different types of unique identifiers, but all proposals. Focus group participants preferred this option because it would help unconscious patients, not need to be remembered by the patient, and be more accurate and secure than other approaches.” 
3. Establish a connection to a medical record with biologic certainty. When a healthcare professional creates a record as part of an in-person encounter, the right biometric authenticator can memorialize that connection for the life of the patient, regardless of whether all the demographic data elements are determined. This is particularly useful in the care of indigent patients, who are often homeless and transient. 
4. Can support life-saving emergency decision making. If a patient is unable to communicate, the right biometric can affirm connection to the trust anchor and make the patient’s identity and relevant records known. 
4. Federate patient identity, so that a patient may be authenticated wherever (s)he appears in the continuum of care. Value-based care requires close coordination between healthcare professionals across a distributed and often unaffiliated care continuum (as is the case in some forms of Accountable Care Organizations). No matter where the patient appears in the care continuum, providers need to be able to confidently access records from previous episodes of care, and easily update the right record, for subsequent use by other providers. As discussed above, the foundation for achieving this level of interoperability is certainty about a patient’s identity. Federating patient identity makes the trust anchor available to authorized subscribers in a defined care continuum (e.g. TEFCA QHINs and their Participants). 
5. Perform proactive lifecycle management of established patient identities. Demographic data elements change. Unique identifiers may be added (e.g. a patient ages into Medicare, a national identifier is established). Additional historical records may be discovered.
Duplicate or overlaid records may be discovered and resolved via referential matching technology. Unforeseen care in a new location (e.g. emergency care, urgent care) may occur, generating a new record and associated MRN. The use of appropriate authenticators maintains the trust anchor and provides a secure location to add or update relevant demographic data elements, unique identifiers, and other attributes over the lifetime of a patient. 
Relationship to a Unique Patient Identifier (UPI) 
UPIs have long been a subject of debate. On the one hand, a UPI could be extremely useful for interoperability and allow better identification of patients across the system. On the other hand, like other unique identifiers (such as Medicare ID’s, VA ID’s, and the SSN’s) they are not impervious to fraud or data entry errors resulting in intentional or unintentional misidentification, with even higher stakes if a mistake occurs. Imprivata recognizes the promise of UPIs as helpful for interoperability, but also the reality of the risks involved and the resistance by many in this country for such a system. Our position is that any unique identifier alone (UPI included) would not be sufficient to facilitate proper identification and interoperability. Instead, any UPI (or other unique identifier) should simply be incorporated as an attribute, albeit a particularly powerful one, to bind to authenticators, per the 5-step process described above. 
Applicability to Patient-Centered Care 
Imprivata strongly believes that engaging patients proactively about their health will have a big impact on improving outcomes. However, patients need to be informed and understand the risks associated with accessing and controlling their own data. For example, downloading their protected health information (PHI) to an app carries some risk that their information may not be secure or could be stolen. Because “covered entities are not responsible under the HIPAA rules for the security of PHI once it has been received by a third-party application chosen by an individual,” patients should be encouraged to continue to protect their PHI, as well as their “personally-generated health data.” This could be done by making it easy for them to continue to use the same authenticator issued to them as required by TEFCA Draft 2 (paragraphs 6.2.5, 7.10, and 8.10; see discussion under Proposed Solution above), provided it is easy to adopt and use. 

HHS-ONC-2019-0002-1545, Danny van Leeuwen, , p. 1
The cost and burden of interoperability at scale are both reduced if we approach the problems from the patient and clinician perspective rather than the institutional:

Patient matching is a non-issue when information is shared with patient consent and transparency. Modern-day automated bank transaction APIs are a good example. Once set-up by the customer, money can flow automatically and on-demand without further customer action. Email and text messages are used to notify of transactions. All transactions are logged and accessible to the customer online. The costs are lower with the API and transactions process faster.
HIPAA is a floor but Not Sufficient because it doesnt cover the data originating in behavioral health practices on the sensitive end and data originating in consumer mobile devices and wearables which can also be quite sensitive. To avoid the limitations of HIPAA, we urge CMS to design interoperability on the basis of patient consent with full transparency to the patient. That also means patient notice and on-line accessible logs for all transactions _including_ treatment, payment, and operations. HIPAAs exclusion of T/P/O transparency is not justified with modern Open APIs and adds unacceptable security risks as we expand the scope and scale of interoperability.
Designation of Providers should be without special effort for both the patient and the providers using the Open API. That means accelerating and enforcing the need for providers to include voluntary digital contact addresses in their NPI and Physician Compare files. Patients can automatically link the digital contact info to their consent. Providers can use their digital credentials to automatically register their API client without special effort. It is easier and less burdensome to drive interoperability on the basis of the HIPAA patient right to designate recipients.

Competition for Authorization Services would be the ultimate cost and burden reduction for large-scale interoperability. The Open API, including FHIR, can be configured to allow the patient to specify the authorization server to the API Data Provider. (See User Managed Access standard in 2019 ISA). Current FHIR API practice forces patients to use a separate authorization server for each API Data Provider. Managing consent at a dozen or more patient portals requires undue effort on the part of patients. Allowing the patient to specify the authorization server would give patients market power to choose their consent service competitively and provide a competitive basis for health information network providers that want to serve the patient.

HHS-ONC-2019-0002-1549, Calvin Wiese, Kalibrate Blockchain, p. 2
These rules affect a broad spectrum of important items. Our comments will specifically address the area of patient identification, which continues to inhibit interoperability, endanger patients and results in significant increased cost in the delivery of healthcare at all junctures. 
Many of us across the healthcare industry, believe that the ability to uniquely identify a patient at the point of care and in support of the accurate exchange of patient care information, should be the very core foundation of healthcare information. In fact, to do less, is unacceptable. 
We acknowledge and appreciate the significant work that the US Department of Health and Human Services (HHS), the Office of the National Coordinator for Health Information Technology (ONC) , and many professional organizations have done over several decades in describing the need and evaluating potential solutions for uniquely, securely, and privately identifying patients across the continuum of care. And yet, the problems persist, and we have failed to execute a universal solution. 
In proposing this rule, you have listed patient identification as the first entry under “Challenges and Barriers to Interoperability”. As such, we recognize again the value and importance of finding solutions. 
You state “we seek comment for future consideration on ways for ONC and CMS to continue to facilitate private sector efforts on a workable and scalable patient matching strategy," and solicit novel potential solutions. 
In response, we think that blockchain derived self-sovereignty is new and fertile solution space for assuring correct patient identity across healthcare. Self-sovereign identity is being increasingly explored in the context of healthcare1,2. Our research validates that the blockchain solution space is well suited to bring new solutions to the chronically unsolved problem of patient identity. In fact, we believe it will prove to be the highest and best use for blockchain in healthcare. 
Supporting this solution is the confluence of several advances. In the last decade, much has evolved in our collective understanding of the problems of data exchange. At the same time, there have been significant advancements in technology, including the use of personal computing devices. There is a growing appreciation for the value of empowering the patient to control their healthcare journey. 
With the increasing ubiquity of smartphones, it is becoming more practical for patients to hold and manage powerful computing resources. By leveraging these resource and blockchain technology, patients can take a more active role in the management of their health and health identity to better solve the problem of matching identities across healthcare. 
Self-Sovereign Health Identity is introduced as a specialized form of self-sovereign identity that equips people in accurately identifying their health information distributed across various healthcare organizations. Self-Sovereign Health Identity is not a new or alternative patient ID; rather it is the effective correlation of the patient IDs that already exist in the information systems across healthcare which are held by, and under the sovereignty of, the person. Importantly, it is not a single number for identifying the patient, such as the never implemented Universal Health Identifier authorized by HIPAA. It is not a single number that can unlock a patient’s entire health history, which was the primary objection to the implementation of the Universal Health Identifier. And, its adoption does not require modifications to existing information systems. 
An important criterion that the 21st Century Cures Act imposes on APIs subject to the proposed rules is that “no special effort is required”. We think that patient ID proofing as defined by HIMSS3 does require special effort, and, to the extent that the APIs are subject to the proposed rules, they will require patient ID proofing, and, as such, they may not meet this “special effort” criterion. Instead, we think Self- Sovereign Health Identity should be considered as a better approach. 
We have prepared a brief conceptual description of how Self-Sovereign Health Identity could work to solve this pervasive problem in healthcare: https://youtu.be/gXqXhbjGHQ8 	Comment by Julie Maas: JM note: video is no longer available.

HHS-ONC-2019-0002-1550, Meryl Bloomrosen, Premier, p. 22
Ineffective patient matching can have patient safety and cost ramifications. Patients may receive inappropriate care and face the possibility of medical errors if information used for treatment is missing or inaccurate. ONC seeks comment on additional opportunities for patient matching. To accurately match records held at different healthcare facilities, organizations typically compare patients’ names, dates of birth, and other demographic data to determine if records refer to the same individual. Healthcare facilities use algorithms to conduct these matches, and also employ staff to manually review records. This process often fails to accurately link records because of typos entered into the system; similarities in names, birth dates or addresses among different patients; changing information, such as when individuals move or get married; and many other reasons. 
While some private sector technologies—such as referential matching, wherein third-party data are used to support matches—show promise, market forces have thus far been unable to solve the patient matching challenge. Ongoing and recent efforts, however, do offer some potential insights and strategies to improve patient matching.44 45 46 47 48 49 50 Premier urges ONC to consider additional refinement of adoption of standardized data elements within the USCDI. ONC proposes to embed address in the USCDI. We believe that the agency could further improve match rates by requiring use of the USPS standard. To further promote the use of this standard, ONC should also coordinate with USPS to ensure that healthcare organizations can use the postal service’s online, API-based tool—or another easily accessible mechanism—to convert addresses to the USPS standard. There may also be scenarios—such as for military personnel stationed abroad—where the use of the USPS standard is not feasible. ONC could restrict use of the USPS standard to domestic, non-military addresses if challenges arise in the broader use of the standard. 
We recommend that ONC advance the adoption of other regularly collected demographic data elements (useful for patient matching). ONC currently requires EHRs to make some demographic data—such as name, birth date, and sex—available, and proposes to add address and phone number to the USCDI. However, health records often contain other demographic data routinely collected that aren’t typically used or made available to match records. ONC could improve match rates by adding other standardized data elements to the USCDI (such as email address, mother’s maiden name, or insurance policy identification number). 
HHS-ONC-2019-0002-1552, Deanne Kasim, Change Healthcare, p. 33
We are pleased that the ONC is considering actions that can be taken industry-wide to improve patient matching. We are very concerned about the current state of patient matching and what seems to be an overall lack of motivation for stakeholders to improve their matching to common levels. As the U.S. scales towards nationwide health information exchange, patient matching accuracy can only degrade further as more enterprises contribute errors and these errors compound, and as the volume of data increases exponentially. 
Poor patient matching is a patient safety issue as it can easily lead to patients receiving the wrong care or not receiving care they need. Whether matching errors lead to duplicate records or record overlays, patients who are not correctly matched to their records within and across health systems and providers will ultimately not receive the correct care. 
Furthermore, there is a broad range of patient matching solutions commercially available. Since there is no recognized authority or measure for patient matching capability, no organization can make a fact-based decision about which technologies work well and which do not. Many health organizations do not realize that there are differences in performance, and, ultimately, they are unaware of how serious of a record duplication and patient matching problem they have. 
Due to the diverse needs and approaches of stakeholders across the healthcare system, Change Healthcare supports a federated approach to patient matching with a set of overarching standards that enable multiple vendor solutions to match patient records throughout the patient journey and across the care continuum. Even if HHS decides to fund the creation of a national patient identifier (NPI) in the future, we do not believe such an identifier will be enough to match records to the fullest extent possible; at least not in the near term. 
Reasons to support both the use of an NPI and federated matching models include the following: 
· While an NPI would be helpful to confirm exact matches, an NPI used alone presents other problems, such as the possibility of typing errors. As such, patient records could be mistakenly combined through common data entry mistakes. 
· In addition, the NPI may only exist for government-funded programs and not take into account what happened to the patient before they were eligible for Medicare/ Medicaid or other government program. This situation would yield an incomplete patient record. It is likely that some states will prevent or resist the implementation of a government mandated and funded NPI much like they have with the Real ID Act (12 states have still not implemented the Act). 
Specifically, with respect to ONC’s requests for information about data quality issues and related standards relative to accurate patient matching, we agree with the ONC that data quality is at the heart of the patient matching challenge. And, we recognize that demographic data’s use for matching can be impaired in many ways. Having non- standard formats for addresses and punctuation marks in last names are two prominent examples that were identified by the recent PEW research study. Other examples are nicknames, changes to names and addresses, and the close demographic proximity of twins, spouses, junior/senior, and siblings. And, of course, any of this data may be misspelled or transcribed incorrectly upon data input. 
With that said, coordination of data format standards (e.g., USPS address standard) among all participating HIT products would, by definition, improve patient matching. We suggest that the ONC consider that the state-of-the-art EMPIs already accommodate this functionality through “dynamic standardization” upon all incoming patient demographic queries. That is, they dynamically convert out-of-standard formats, such as “Boulevard” to “Blvd.” This example is one way HIT products can achieve their current levels of good match rates. Such systems would not benefit from any additional standardization. By contrast non-state-of-the-art matching technologies do not have such an ability, and these solutions could benefit from some degree of standardization. We recommend the best execution of a data standardization policy would be to have all matching products support dynamic standardization capabilities rather than rebuild all of the existing patient databases everywhere with standard formats only to accommodate the laggards in technology. 
Another prominent area where demographic data is impaired is at the point of demographic data capture, which is typically a registration desk or other location of patient presentment, including online. We support the use of all methods to improve matching at the point of registration, including the use of third party or referential data, biometric technology, or even simple mobile apps as another way to easily transmit the correct spelling and capture of an individual’s demographic data. 
Change Healthcare encourages HIT developers to adopt the following best practices: 
· Use as many of the USCDI patient demographic fields captured as possible and go beyond the most common currently used 
· We note that the existing fields for patient matching include: First Name, Last Name, Previous Name, Middle Name (including middle initial), Suffix, Birth Sex, Date of Birth, Government Sponsored ID Number , Address, Phone Number 
· Creation of specific standards for the capture format of the USDCI patient demographic data, including: 
Eight digit Date of Birth Middle Name, Middle Initial Null value standardization 
· We recommend the addition of email addresses as matching improves when emails are used in combination with other demographic information. 
· Use of approved URLs or APIs for additional verification matching services such as: 
· Applying referential data when deterministic or probabilistic matching cannot confirm a match 
· Improving data quality of street addresses with 3rd party database verification 
· Including patient matching data obtained during identity verification and 
authentication conducted following NIST standards 
· Extend standardization requirements/protocols to related repositories or data entry tools which capture patient demographic data, e.g., EMPIs, CRMs, EHRs, Scheduling/Registration Tools. 
Change Healthcare supports the new data fields added to the USCDI (patient address, phone, and provenance) as all of these data elements will decrease false positives and increase match confidence for fewer false negatives. We also suggest that a patient’s email address be added to the USCDI. As mentioned above, we encourage requiring EHRs to make these required data entry fields to increase data quality and ease matching across vendors and across the care continuum. 
Change Healthcare supports the use of private and public work groups like DaVinci, ONC FAST initiative, and CARIN Alliance, in addition to alliances such as the CommonWell Health Alliance, and governance organizations such as CareQuality to define and pilot improved patient matching mechanisms, including but not limited to the following: 
· Requiring that organizations normalize data with address checking 
· Requiring that ADT messages include phone numbers and email addresses to increase match rate, and the use of reference data when needed 
· Matching indicators, metrics – measuring duplicate rates, not match rates – as match rates are dependent upon matching standards, which varies by technology and/or organization. 
Specifically, with regard to ONC’s request for information regarding standardized metrics for evaluating the performance of available patient matching algorithms, we note that across every industry, the government has created certification processes and metrics to ensure the safety of citizens, whether this be emissions control, air travel, or food. Due to the potentially fatal consequences of poor patient matching, not to mention its impact to healthcare costs, all vendors should be transparent about their patient match rates, and better yet, be held to a minimum acceptable match rates, which is a technology benchmark. This would ensure that all products leveraging patient matching technologies have the potential for good match performance when implemented at a healthcare enterprise. This would be a very valuable first step toward improving patient matching nationwide and should be done immediately to propel us toward higher safety and lower costs. 
However, this would only be the first step. Patient matching effectiveness is also highly dependent on the hospital-specific tuning of algorithms at each implementation to accommodate the unique nature of their data sources, data capture policies, and patient population (e.g., a large Hispanic population with multiple last names, or an Asian population with first name/last name inversions). Ideally, we also need a second step that measures and benchmarks the patient matching quality of actual implementations. 
This is analogous to certifying that a meat packing machine includes cleanliness features at the factory as a first step, but then inspecting the actual implementation at the plant as a second step. 
We acknowledge that there are some large logistical and cost challenges with measuring patient matching performance at each healthcare enterprise and comparing it to a baseline standard. While we ultimately must do this, a productive and feasible first step should be the measurement of commercially-available patient matching technologies and holding these vendors to an accountable performance benchmark. 
It is critical to creating a test data set to support development and improvement of patient matching technologies. 
One of the major impediments to benchmarking patient matching technologies has been the lack of a large data set of real patient data (not synthetic data) that can be used for testing. There is a unique opportunity over the coming year to create such a data set, a benchmarking evaluation, and a reporting requirement for health IT developers. 
The Support for Patients and Communities Act included a 100 percent funding match from CMS for qualified state Prescription Drug Monitoring Programs (PDMPs). This funding is being used by many states to connect their PDMPs across state lines and share data. This funding provides a unique opportunity to create a test data set that could be used for product benchmarking. PDMP demographic data is often lower quality (more misspellings, more out-of-date data), and matching within and across PDMPs has proven difficult. Nevertheless, this makes the PDMP data ideal for testing what matching tools can accomplish. There is an opportunity for states to contribute PDMP demographic data only (no clinical data) to a data set that could then be refined by an appropriate testing body (possibly one or two of the current ONC Accredited Testing Laboratories). Refining could occur in multiple ways, but ultimately the testing body would have what would amount to a test key, so that the testing body would know what the expected outcomes should be (e.g., what matches should be made by the matching technologies). 
Testing of patient matching algorithm implementations is critical to continued success in improving and benchmarking these technologies. 
Benchmarking the vendor technology described above is the first step towards improving patient matching across the nation. Implementations and the effectiveness of the matching technology may vary, and a robust testing program would ensure the technologies are meeting the benchmarks in practical application. The next essential step is ensuring that the real-world implementations of those tools are meeting appropriate baselines too. 
We understand that there are inherent challenges with testing individual implementations, but we strongly encourage the ONC to conduct a study that recommends a feasible approach to testing real-world patient matching implementations. In the world of interoperability where every hospital and payer are charged with making coordinated matching decisions for shared patients, they carry a fundamental responsibility to do it well. Without standards, measurement, and rules this federated interoperable environment will never work well enough. 
We strongly encourage the ONC to work with CMS to create the test data set and incorporate the benchmarking concept into its EHR Reporting Program in future rulemaking. 
At the same time, we seek input on transparent patient matching indicators such as database duplicate rate, duplicate creation rate, and true match rate, for example, that are necessary for assessment and reporting. The current lack of consensus, adoption, and transparency of such indicators makes communication, reporting, and cross-provider or cross-organizational comparisons impossible, impedes a full and accurate assessment of the extent of the problem, prohibits informed decision making, limits research on complementary matching methods, and inhibits progress and innovation in this area. 
As we stated above, the first step towards transparent matching indicators is a benchmarking program for matching tools. Such a program would address the lack of consensus on indicators by creating benchmarks against which matching tools would have to perform. We encourage the ONC to work with CMS to take this important first step which will being transparency to the industry. 
We also strongly recommend that the ONC, in conjunction with CMS, communicate early with the healthcare community that it is embarking on patient matching benchmarking, starting with HIT products, but with the full intention of benchmarking actual implementations at HINs (QHINs), providers, and payers. Many providers and payers have become complacent about patient matching. They do it well enough to manage claims processing and HIPAA compliance, but arguably not well enough for optimal care, interoperability, and care coordination. Many are reluctant to spend time and money on patient matching because they are not required to. We also recommend that ONC begin a less-scientific but important step of requiring all actors to report some basic patient-matching metrics that are relatively easy to gather and, while not scientifically comparable to each other, are indicative of patient matching capability. 
There are a number of emerging private-sector led approaches in-patient matching that may prove to be effective, and we seek input on these approaches, in general. A number of matching services that leverage referential matching technology have emerged in the market recently, yet evaluations of this type of approach has either not been conducted or has not been made public. We note there are other innovative technical approaches such as biometrics, patient matching utilizing machine learning and artificial intelligence, or locally developed unique identifier efforts. When these types of approaches are used in combination with non-technical approaches such as patient engagement, supportive policies, data governance, and ongoing data quality improvement efforts, the capacity for patient matching can be enhanced. 
We are pleased the ONC has requested information on innovative matching technologies. “Probabilistic matching” is the algorithm used by almost all modern patient matching software as exemplified in EMPI products and, to a lesser degree, in EHR products. It has been around for over 30 years, and for the most part we have squeezed every last match we can from it. Even proposals to standardize address and name will not improve probabilistic matching much since these products already support dynamic standardization. With a lot of manual effort and constant tuning, probabilistic matching has served the patient matching needs within the four walls of a hospital system acceptably well because hospitals can impose very strict data standards, data governance, and tuning settings; and, they can hire “data stewards” to resolve patient matches that the algorithm cannot. 
Backlogs of hundreds of thousands or millions of potential matches are generated by these EMPIs and require human intervention to definitively resolve them. We firmly believe that the existing generation of probabilistic patient matching implemented locally is not going to improve any further and will actually degrade in performance as new use cases needed to support new payment models, consumerism, and advanced analytics and decision support will require nationwide interoperability. It is time to look to new matching technologies rather than continuing to try to improve purely local, algorithmic models that simply will not be able to scale nationwide. 
We encourage ONC to undertake new rulemaking to formalize patient matching solution benchmarking and reporting through the EHR Reporting Program. 
Under the Cures Act, the ONC is required to establish an EHR Reporting Program. ONC has not yet established such a program but intends to do so in future rulemaking. We believe this future reporting program provides an excellent opportunity to begin benchmarking matching technologies. Once the test data set is created, ONC can require that, as part of the reporting program, certified HIT developers who match patient data (e.g., developers who are certified to criteria that facilitate exchange, such as APIs) must test their products against the test data set and report the results to ONC. The results of such tests would show how well products natively perform and create echelons or benchmarks of performance that the industry should expect. We expect some HIT developers would perform in the upper echelons, while others would perform lower on the spectrum. We also expect that the best-of-breed matching vendors, while not certified HIT developers, would voluntarily test their products’ performance, since they would not be required to submit to the EHR Reporting Program. This benchmarking would bring a new level of transparency to matching tools, and we anticipate that the ONC could use that data to set initial baseline targets and associated timelines for certified health IT developers, who are in the lower echelons to improve their products to meet the baselines. Over time, that baseline can be raised to drive all products into the upper end of the upper echelon. 

HHS-ONC-2019-0002-1554, David Lee, CARIN Alliance, p. 28
In sum, the CARIN Alliance believes requiring providers and health plans to be in compliance with the NIST 800-63-3 standards at an IAL2 and AAL2 level or higher will significantly decrease the patient matching problem both within and across systems. 
To accurately match records held at different health care facilities, organizations typically compare patients’ names, dates of birth, and other demographic data to determine if records refer to the same individual. Health care facilities use algorithms to conduct these matches, and also employ staff to manually review records. This process often fails to accurately link records because of typos entered into the system; similarities in names, birth dates or addresses among different patients; changing information, such as when individuals move or get married; and many other reasons. 
While some private sector technologies—such as referential matching, wherein third-party data are used to support matches—show promise, market forces have been unable to solve the patient matching problem for decades. In fact, patient matching requires collaboration between unaffiliated organizations, even competitors, that lack incentive to agree to a set of standards or develop systems that seamlessly exchange information. 
The CARIN Alliance supports the Pew Foundation’s research that examines different ways to address matching challenges. This research revealed two critical ways that ONC can improve patient matching. 
Standardize certain demographic data already collected 
First, ONC should require the use of standards for certain demographic data elements—an approach long recommended by many other organizations, including Audacious Inquiry in a report contracted by ONC. 
In Pew-funded research published recently in the Journal of the American Medical Informatics Association, experts at Indiana University studied whether the standardization of different data elements improves patient matching rates.i Researchers attempted to match records in four databases, standardized the data in those databases, and then retried matching the records to determine whether that standardization yielded better results. The researchers culled tens of thousands of records from the Indiana Health Information Exchange; a county public health registry; Social Security’s Death Master file; and a newborn screening laboratory. Each of these databases had already been reviewed to ensure that the record matches were accurate, which allowed researchers to understand the number of correct and inaccurate matches both before and after the standardization of select demographic data. 
The research revealed that the standardization of address to the standard employed by USPS, which details the preferred abbreviations for street suffixes and states, for example, would improve match rates by approximately 3 percent. One technology developer indicated that this would help their system match an additional tens of thousands of records per day. Separately, standardizing last name to the standard used by the Council for Affordable Quality Healthcare—while showing limited utility on its own—would further improve match rates up to 8 percent if standardized along with address. 
As mentioned earlier, ONC’s recent regulations already propose embedding address in the USCDI, but the agency could further improve match rates by requiring use of the USPS standard. To further promote the use of this standard, ONC should also coordinate with USPS to ensure that health care organizations can use the postal service’s online, API-based tool—or another easily accessible mechanism—to convert addresses to the USPS standard. There may also be scenarios—such as for military personnel stationed abroad—where the use of the USPS standard is not feasible. ONC could restrict use of the USPS standard to domestic, non-military addresses if challenges arise in the broader use of the standard. 
Adopt additional data elements for patient matching 
Second, ONC should advance the use of regularly collected demographic data elements for patient matching. ONC currently requires EHRs to make some demographic data—such as name, birth date, and sex—available, and proposes to add address and phone number to the USCDI. However, health records contain other demographic data routinely collected that aren’t typically used or made available to match records. 
For example, research published in 2017 showed that email addresses are already being captured in more than half of patient records. The documentation of email is likely higher today, given the adoption of patient-facing tools, like portals, that often require emails to register. 
ONC could improve match rates by identifying and including in the USCDI readily available data elements—such as email address, mother’s maiden name, or insurance policy identification number—that health information technologies should use for matching. 
Specific responses to questions in patient matching RFI 
ONC seeks input on various approaches to address patient matching, minimum data requirements, and measures to assess performance of different solutions. 
First, ONC requests input on the potential effect that data collection standards may have on the quality of health data that is captured and stored. ONC also requests input on solutions that may increase the likelihood of accurate data capture, including the implementation of technology that supports the verification and authentication of certain demographic data. As mentioned above, use of the USPS standard for address would improve match rates, and does not require the capture of information in this format given the availability of online tools to conduct the conversion. 
Second, ONC solicits information on additional attributes that could aid patient matching, and new data that could be added to the USCDI or further constrained within it to support patient matching. As previously mentioned, ONC should examine additional data routinely collected in EHRs to also use for matching—such as email address, health insurance ID, mother’s maiden name, and others. 
Third, ONC seeks comments on potential solutions that involve patients in the capture, update and maintenance of their own demographic and health data. Pew collaborated with the RAND Corporation to examine patient involvement in record matching. The research revealed two key ways for patients to support record matching. For one, patients could validate their demographic information by verifying their mobile phone number and other data. In addition, EHRs could support smartphone applications that use standard APIs to allow patients to update their demographic data. ONC and the technology industry could pilot these patient-led approaches. 
Fourth, ONC requests input on other innovative approaches to address patient matching. Pew research revealed a promising approach to patient matching that has not yet been widely used in health care: biometrics, such as fingerprint or facial recognition scans. In Pew-led focus groups on patient matching, patients overwhelmingly preferred the use of biometric over other options. Patients in the focus groups indicated that they already use biometrics in other aspects of their lives—such as to unlock smartphones or board airplanes—and should be able to use the same approach for record matching. The CARIN Alliance is supportive of the work the FIDO Alliance is doing in developing a universal two-factor authentication (U2F) open standard that uses the combination of your fingerprint biometric and a cryptographic key embedded in the hardware of your mobile phone to securely authenticate you online with any application. Within the next few years, the FIDO standard will be ubiquitous across all major browsers and operating systems making it readily available to any health care organization in the country. 
Finally, ONC seeks input on performance measures and indicators that can be used to evaluate patient matching algorithms. Benchmarking different approaches would help shed a spotlight on matching deficiencies and the wide variation in quality across different algorithms. Technology developers could then use that information to improve their algorithms, and health care providers could adopt the most promising approaches. ONC should work with CMS to determine how to benchmark different matching approaches; this likely requires the identification of a large, real- world data set to test different algorithms. The use of real-world data, rather than synthetic data, is essential given that some innovative approaches—such as referential matching—use third-party databases to support their algorithms. ONC or CMS may be able to grantmaking authorities or other policies to obtain such a data set for benchmarking. This benchmarking could assess duplicate creation rates, the number of records correctly matched, and the frequency with which records are incorrectly merged. 

HHS-ONC-2019-0002-1561, Christopher Katis, UHIN, p. 66
Patient matching is vital to care coordination, patient privacy and patient safety. UHIN takes great measures in ensuring accurate patient matching. We support continued efforts to provide technical assistance to private sector initiatives. We are very interested in a pilot to involve the patient in resolving patient linking issues. HIN/HIEs employ matching and referential software to ensure correct linking of patients from disparate data sources. UHIN believes that HINs/HIEs should be involved in the conversations around accuracy evaluation of matching algorithms and MPI quality in general as the current literature appears to be very academic and is not quite relevant in a real-world setting. We recommend that payer enrollment and claims data be included in the HIE/HIN databases to enhance the clinical patient matching process. The CMS enrollment and claims files would be another reference that HIEs/HINs can use to ensure correct linking of data from disparate sources. The SHIEC HIN/HIEs are already working together to link their patient identifiers to deliver notifications of admissions across HIN/HIE borders. HINs/HIEs can serve as a reference or source for providers and payers to discover the unique medical record number or contract numbers assigned by other providers and payers. In order for APIs to be truly functional, it is critical that the correct patient identifier be included in the query request. Additional demographics such as the last four digits of the Social Security number and the patient’s insurance contract number, with the demographics of the patient (name, address gender and telephone number), can assist in ensuring accurate linking across disparate sources. 

HHS-ONC-2019-0002-1580, Anita Samarth, Clinovations GovHealth, p. 18
We encourage ONC to consider multiple strategies for patient matching, leaving flexibility for both deterministic and probabilistic matching. We have noticed an influx of innovation related to patient matching – given the amount of information exchange and interoperability, we seek to implement patient matching that minimizes matching and decision and review burden on provider organizations and staff. 
In our experience working with provider organizations, staff still need to monitor fax servers and interoperable health information exchange. Staff are concerned of auto inclusion of external health information into provider worklists without a 3rd party review. We are happy to discuss with ONC the variation across EHR vendors that we have seen in the marketplace that has caused undue burden to provider organizations due to a “new” influx of health information that must be matched and reconciled. 

HHS-ONC-2019-0002-1589, Anonymous Anonymous, Alliance of Specialty Medicine, p. 14
CMS seeks input on how it could improve patient identification and linking patients to their health information to facilitate improved patient safety, enable better care coordination, and advance interoperability. While the federal government is prohibited from using funds to adopt a Unique Patient Identifier (UPI) standard, largely due to privacy and security concerns, it has the authority to evaluate alternative patient matching strategies that could evaluate and compare health information from multiple sources to identify common elements. 
The Alliance agrees that patient matching is a critical issue. Although the process of linking the correct medical record to the correct patient seems like a basic task, it is one at which systems, even when made by the same EHR vendor, often fail. Inaccurate patient matching can lead to adverse events, compromised safety and privacy, inappropriate and unnecessary care, unnecessary burden on both patients and providers, increased health care costs, and poor oversight of fraud and abuse. Furthermore, in the absence of mechanisms, such as a Unique Patient Identified (UPI), to ensure that relevant records are all tied to the same patient, safe and secure electronic exchange of health information is constrained. The Alliance appreciates that both CMS and ONC are looking into alternative solutions to this ongoing problem. While we do not have a specific recommendation, we urge both agencies to evaluate potential solutions, such as patient matching algorithms, carefully to ensure they do not exacerbate current challenges and lead to more errors or increased administrative burden. 

HHS-ONC-2019-0002-1593, Angie Bass - Attachment 2, Missouri Health Connection (MHC), p. 67
MHC has suggested to ONC that they begin researching a required set of patient attributes to standardize patient matching across the country. This can, and will, help increase patient safety through better matching to facilitate more accurate data sharing, in the continued absence of the ability of CMS to promulgate rules on a unique patient identifier. To that end, patient matching is growing in sophistication very quickly, and the data exchange ecosystem is producing several unique methods of better patient matching. MHC’s members are patient matching experts and would be happy to participate in a taskforce to explore this work. 
That said, there is not one solution to patient matching, and not one algorithm that is perfect. An accurate data set is just as important, if not more so, than the algorithm behind it. And, there is no right percentage of matching- it will vary, sometimes widely, depending on the data and the data source. This is why we feel focusing on the data set for matching is a better place for CMS to begin. 

HHS-ONC-2019-0002-1596, Gary Dickinson, CentriHealth, p. 19 (35.)
As noted in this NPRM language, there is ample and continuing evidence that poor data quality is the endemic state of most electronic health information. There are plenty of reasons for this, many of which have been cited in previous comments. Often what the author saw, is not precisely retained in the source EHR/HIT system, is not what is conveyed in the course of exchange, is not what is retained in the receiving EHR/HIT system, and is not what is displayed to the end user (e.g., clinician). Data is transformed in the course of exchange, from source representation, to/from the exchange artifact (message, document, resource), to the receiver representation. Data is lost, altered or in error. Key elements of (clinical) context are lost. Patients, providers and others are mis-identified. The list goes on and on... 
Many have implored ONC and SDO “experts” again and again, to make sure that health information is unaltered from source to use – in all cases and regardless of the path of transit from end to end. “Normalization” predicates facts that are not in evidence about what the source/sending system is transmitting and what the receiving system needs. It is always a reflection of the “normalizer’s” world view. Each receiving environment needs to have unmodified source data so that whatever treatment will be locally given relies on the source – and the unmodified source data should always be easily available to the end user if a question arises. 
Clinical integrity and patient safety are at risk – every day and at every moment – so long as we fail to address this critical requirement. 


HHS-ONC-2019-0002-1604, Matthew Popovich, American Society of Anesthesiologists, p. 15
There are a number of emerging private sector-led approaches in patient matching that may prove to be effective. Several matching services that leverage referential matching technology have emerged in the market recently, yet evaluations of this type of approach has either not been conducted or has not been made public. ASA asks that ONC and CMS evaluate these services and publicly report findings. ASA acknowledges that other innovative technical approaches such as biometrics, machine learning and artificial intelligence, or locally developed unique identifier efforts, when used in combination with non-technical approaches such as patient engagement, supportive policies, data governance, and ongoing data quality improvement efforts may enhance capacity for matching. 


HHS-ONC-2019-0002-1606, Claudia Williams, Manifest MedEx, p. 5
Manifest MedEx appreciate the importance of patient matching capabilities to realizing the vision for nationwide interoperability. TEFCA v2 proposes to require participating Qualified Health Information Networks to share a core set of patient demographic data each time EHI is shared. While we do not believe that TEFCA is necessary at this time, we concur with this approach and recommend that it be included in other programs and policies advanced by ONC or CMS. 

HHS-ONC-2019-0002-1608, Brian Scarpelli - Attachment 2, The Connected Health Initiative, p. 95
CHI supports additional validation that would support improved patient matching. Further, we note that use of the bi-directional FHIR API will allow for a patient to update their own demographic and health data, including privacy criteria and the role of providers as educators and advocates, subject to review and approval as needed, and we urge that such bi-directional functionality be mandated through ONC’s information blocking rules. 
This RFI also inquires about further information that could be added to the USCDI that would assist in patient matching. CHI notes that more detail regarding the patient’s address and including patient email would assist further in patient matching. 
We urge ONC to direct the HITAC to set up a sub-group to focus on Patient Matching with participation from technical experts from industry, to explore different creative technical approaches to accurately identify patient records. 

HHS-ONC-2019-0002-1609, Rober Rudin, RAND Corporation, p. 1-3 *see note
n its “Patient Matching Request for Information,” ONC requests input on its potential role in improving patient matching. 
RAND has recently published a study, entitled “Defining and Evaluating Patient- Empowered Approaches to Improving Record Matching.”1 We define “patient-empowered” approaches as solutions that have some additional, voluntary role for patients beyond supplying demographics to their health care providers. This focus is consistent with the goals of CMS’s MyHealthEData Initiative of giving patients more control over and access to their health data. 
In this work, we identified a range a potential patient-empowered solutions to record matching. With input from our expert panel and The Pew Chartiable Trusts (who funded the study), we selected one promising solution for further development. This solution aims to improve the quality of identity information used for record matching; establish new functionalities of smartphone apps (which may consist of apps that currently exist, such as those that currently support personal health records [PHRs], or newly developed apps) to facilitate transfer of this information to providers; and create advanced app functionality to further improve record matching and increase likelihood of adoption and sustainability. 
In this letter, we summarize that study’s five recommendations (three related to the patient-empowered solution we selected, and two additional recommendations that are more broadly related to patient record matching) and discuss potential roles for CMS and ONC related to each one. For additional details, we refer you to the published study (appended to this letter). 
Recommendation 1. Develop technical specifications for verified data fields, develop best practices that allow health care providers to verify mobile phone numbers, and
iteratively pilot test and refine the specifications and best practices to maximize feasibility and usability. 
Currently, data used for record matching contains no meta-data describing the level of data quality. For example, a record matching engine is unable to determine that a mobile phone number provided by a patient within the past week is of higher quality, and therefore more helpful for record matching, compared with one that was recorded 10 years ago. 
We recommend that CMS and ONC consider adding verified data fields as metadata to each data element that may be used for record matching, including for the U.S. Core Data For Interoperability (USCDI). Mobile phone numbers are a particularly promising data element because of the widespread use of mobile phones and ease with which they can be verified to a high degree of accuracy. Determining the most effective technical specifications for these fields will require development and testing, which CMS and ONC could accelerate by supporting directly or by participating in private sector efforts. 
Recommendation 2. Develop application programming interfaces (APIs) and best practices for establishing bidirectional communication between a smartphone app and health care provider registration systems at the point of care, and iteratively pilot test and refine them. 
Allowing patients to use their smartphones in the healthcare registration process would open the door to improving record matching by making the transmission of identity information more reliable as well as potentially facilitating patients’ access to their medical information electronically. 
CMS and ONC could help accelerate this capability by supporting development and pilot projects or by participating in private sector efforts. 
Recommendation 3. Develop advanced app functionalities. 
Once basic functionality is established for bidirectional communication between patients’ smartphone apps and providers’ patient registration systems, additional functionality could provide further value to patients and providers to improve uptake while at the same time improving match rates. Advanced smartphone app functionalities may include: establishing mechanisms to remotely identity-proof a patient from a smartphone app; allowing credentials that are associated with control of the phone to be used to log-in to a patient portal; incorporating verified insurance information in an app; and using identifiers from “qualified” health information networks (HINs), as defined under the Trusted Exchange Framework and Common Agreement (TEFCA). 
CMS or ONC could help advance these initiatives through sponsorship of development and pilot projects. 
Recommendation 4. Establish or designate an organization to oversee national progress in record matching. 
Currently, there is no organization with a clear mandate to take a leadership role in record matching. 
CMS and ONC could play an important role by recognizing such an entity (e.g., the Recognized Coordinating Entity under TEFCA) to lead record matching efforts and to give them legitimacy. 
Recommendation 5. Conduct more rigorous research into the nature and magnitude of record matching errors, and create methods for health care providers to objectively benchmark their record matching performance. 
Even though record matching failure is a major safety and quality issue, few studies have investigated its causes or measured error rates, and health care providers do not report them publicly. As a result, the public seems to be generally unaware of the problem. 
CMS and ONC could improve the visibility of this problem by funding additional research to establish methods for measuring matching metrics and creating benchmarks for acceptable scores on these metrics. 
HHS-ONC-2019-0002-1613, Kari Guida, Minnesota Department of Health/Minnesota e-Health Initiative, p. 19
Most organizations engaging in HIE have well developed patient matching algorithms. Most have also independently created a standard for how name, address, and other demographic information is collected, and worked to train front-line staff for consistency across their health system. The difficulty is the lack of using the same standards across all providers in how this information is collected. We encourage the use of a national standard for how this information is collected to improve patient matching between health systems and other providers of care. 

HHS-ONC-2019-0002-1618, Anonymous Anonymous, New York City Department of Health and Mental Hygiene, p. 7
Patient Matching Request for Information (Section X; 84 FR 7554)
• The rules should include robust patient matching requirements.
Accurate patient matching is at the heart of public health surveillance and registry systems. Immunization and disease surveillance registries receive EHI from many disparate sources. Data quality varies across these sources, necessitating probabilistic matching of records and reports received by our systems. Upstream policies and good practices will promote standardization and harmonization of data at the source, relieving some of public health’s burden for data quality assurance and matching. 
• We recommend involving patients in the matching process.
As much as possible, patients should enter their personal information (name, date of birth, address, etc.) by an electronic data capture mechanism such as a clinic kiosk, web application, or other application. Removing intermediate steps such as transcription from paper reduces the risk of error and a resultant loss of data quality. Patients should also be prompted to review and confirm their identifying information during in-person visits and when accessing patient portals. Such patient-confirmed data should be trusted with a high degree of confidence, and actors should explore whether the fact that the data was patient-confirmed should be reflected in matching algorithms. In order to reduce review time and effort, identifiers that are consistent throughout a patient’s life (e.g., date of birth) could be prompted for review less frequently than those that are mutable (e.g., gender, address, phone number). 
• Matching service vendors should be required to use matching algorithms that are measured by sensitivity, specificity, and precision. 
The Sequoia Project’s Framework for Cross-Organizational Patient Identity Managementiii compiled best practices for patient matching. This framework recommends that algorithms should be evaluated using at least two of the three measures: sensitivity, specificity, and precision:
o Sensitivity = (True Matches) / (True Matches + False Nonmatches) 
o Specificity = (True Negatives) / True Negatives + False Positives) o Precision = (True Negatives) / (True Negatives + False Positives) 
Sensitivity and specificity evaluate the algorithm’s ability to correctly classify records as true matches and true negatives, respectively. As one measure necessarily decreases when the other increases, both are required to describe the accuracy of the algorithm itself. However, sensitivity and specificity calculations do not account for actual prevalence of true matches. Precision, which decreases with lower prevalence, is necessary to describe the matching quality’s effects on the patient population. Thus, all three measures should be included in any evaluation of matching algorithms. 
• Evaluations for matching algorithms should reflect the provider’s patient population.
As patient populations vary across providers (e.g., distribution of race, ethnicity, age, gender), we recommend that evaluations use actual patient data for each provider. Using test data that does not reflect the provider’s patient population (such as a dataset determined at a national level) could yield misleading descriptions of matching quality for the provider. 
• Matching service vendors should be required to make available to potential and existing clients their evaluation methods and the patient populations used in their evaluation. 
The number of private sector patient matching service vendors has grown in recent years. It is not uncommon for a vendor to claim that their matching technology is superior to other products. Customers such as HIEs and healthcare providers must be able to objectively compare matching service products. 

HHS-ONC-2019-0002-1619, Phoebe Ramsey, Association of American Medical Colleges (AAMC), p. 19
Achieving interoperability and information sharing will require the ability to match a patient’s data across health settings and HIT systems accurately. ONC appropriately notes that accurate and standardized data capture and exchange optimized algorithm performance are critical components to accurate patient matching. Unfortunately, patient matching rates vary widely.2 Patient matching is a quality of care and patient safety issue because inaccurate patient matching can lead to inappropriate, potentially risky, and unnecessary care. Also, correction of misidentification is burdensome on both patients and providers. Errors introduced into a record by inappropriate matching may live on due to cutting and pasting information. While misidentification is a critical error that providers should be able to easily correct, current systems are not in place that easily enable correction of matching errors. The AAMC appreciates ONC’s request for information on creative, innovative, and effective approaches to patient matching within and across providers. Progress on patient matching is critical to EHR interoperability and helping patients receive appropriate and needed care when they seek it. 
Providers, software developers, and other healthcare organizations should collaborate on the identification of a common set of data elements that should be collected by providers using federally adopted standards to support patient matching. While we recognize that there is a current ban on the federal government’s ability to develop a unique patient identifier, we believe that HHS can collaborate and provide technical assistance to the private sector in developing and testing standards for patient matching. 
Data Collection Standards and Other Solutions to Improve Accurate Data Capture 
A recent study by experts from Indiana University and supported by The Pew Charitable Trusts found that the standardization of patient addresses using the United States Postal Service’s format showed promise for improving the success of a matching algorithm.3 ONC should consider steps it could take to improve standardization of address data, including updating policies that govern how digital systems exchange information to support use of the Postal Service format or coordinating use of the Postal Service’s address validation API (used by the shipping industry to improve the delivery of mail and packages) for use in the healthcare sector to improve patient matching.4 
Data Elements to Assist in Patient Matching 
Similarly, as more and more demographic data elements are captured in the EHR, ONC should examine studies to look at whether these elements could be used to improve patient matching. For example, it is believed that more than half of patient records include an electronic mail (e-mail) address and mother’s maiden name. If these elements are already in the EHR, they should be used for patient matching. E-mail in particular could be a promising additional element for matching, as it is collected more and more in an effort to provide patient access to patient-facing records portals. 

HHS-ONC-2019-0002-1624, Lisa Miller, American Osteopathic Association, p. 7
We appreciate ONC soliciting feedback on how patient matching can be enhanced to improve care quality. As patient electronic health information can be more easily shared between physicians, health information exchanges, and payers, patient identification (patient matching) remains a persistent problem in ensuring that electronic health record (EHR) data is complete and accurate. Errors and missing information remain common in the electronic health record ecosystem, with approximately eight percent of all records being split or duplicate. This error rate is higher (14 to 16 percent) within large health systems that store vast amounts of data for a large number of patients.3 When excluding matching within organizations to analyze patient matching rates between organizations, the match rate can drop to 50 percent.4 These high duplication and mismatch rates often translate into unnecessary resource use and poor outcomes when patient records are not up-to-date or contain inaccurate information. 
However, when providers and institutions utilize the same identifying information for patients and input data in the same format, matching rates can dramatically increase. For this reason, we believe that the national health care landscape would benefit from nationwide guidelines for the development of EHRs, as well as for the patient data that should be requested in physician offices or hospitals when creating patient records. If all health care institutions collect the same patient information in the same format, this will improve the matching and authentication of patient data. 
HHS-ONC-2019-0002-1641, Amy Sawyer, Highmark Health, p. 9
We absolutely agree patient matching is a vital component to interoperability and data integrity, and further, it is a critical matter of patient safety. Maintaining accurate and standardized data throughout a multi-entity exchange continuum is the linchpin for ensuring an individual's health status is reflected comprehensively and longitudinally. While we applaud ONC's desire to set an industry-wide standard, we would again recommend ONC pursue a public-private cooperative to appraise algorithmic-based technologies/solutions/models which have already been, or are currently being, developed and could potentially be leveraged on a broader scale. We concede the patient matching problem may not be solved under a one-size-fits-all approach; however, by soliciting input from a larger pool of stakeholders, gathering corresponding metrics, and seeking to validate the results, ONC can gauge whether a certain logic or methodology achieves an acceptable success rate across disparate entities. 
In terms of thinking ahead about a common data set underpinning patient matching efforts, we believe the USCDI is the most-logical starting point. We support the idea of including individuals in the patient matching process; doing so will encourage individuals to take a more active role in their health, and will also provide organization with an additional source of data validation. One suggestion is to employ a periodic review whereby patients/members could attest to the correctness of their information; such sign-off could be incorporated into the metadata of their records. We would welcome additional suggestions from ONC or other stakeholders on practical approaches to involve patients/members in patient matching processes. 

HHS-ONC-2019-0002-1651, Deb Fischer-Clemens, Avera Health, p. 21-22
Ineffective patient matching can have patient safety and cost ramifications. Patients may receive inappropriate care and face the possibility of medical errors if information used for treatment is missing or inaccurate. ONC seeks comment on additional opportunities for patient matching. To accurately match records held at different health care facilities, organizations typically compare patients’ names, dates of birth, and other demographic data to determine if records refer to the same individual. Health care facilities use algorithms to conduct these matches, and also employ staff to manually review records. This process often fails to accurately link records because of typos entered into the system; similarities in names, birth dates or addresses among different patients; changing information, such as when individuals move or get married; and many other reasons. 
While some private sector technologies—such as referential matching, wherein third-party data are used to support matches—show promise, market forces have thus far been unable to solve the patient matching challenge. Ongoing and recent efforts, however, do offer some potential insights and strategies to improve patient matching.39 40 41 42 43 44 45 Avera suggests that ONC consider additional refinement of adoption of standardized data elements within the USCDI. ONC proposes to embed address in the USCDI. We believe that the agency could further improve match rates by requiring use of the USPS standard. To further promote the use of this standard, ONC should also coordinate with USPS to ensure that health care organizations can use the postal service’s online, API-based tool—or another easily accessible mechanism—to convert addresses to the USPS standard. There may also be scenarios—such as for military personnel stationed abroad—where the use of the USPS standard is not feasible. ONC could restrict use of the USPS standard to domestic, non-military addresses if challenges arise in the broader use of the standard. 
We recommend that ONC advance the adoption of other regularly collected demographic data elements (useful for patient matching). ONC currently requires EHRs to make some demographic data—such as name, birth date, and sex—available, and proposes to add address and phone number to the USCDI. However, health records often contain other demographic data routinely collected that aren’t typically used or made available to match records. ONC could improve match rates by adding other standardized data elements to the USCDI (such as email address, mother’s maiden name, or insurance policy identification number). 
HHS-ONC-2019-0002-1654, David Schwartz, Cigna, p. 14-15
We believe the role of ONC and CMS is to facilitate and set a floor for innovation, but not restrict private sector solutions. As it relates to patient matching, we recommend flexibility to continue to iterate solutions to identify and match patient records, including the development of objective measurements of patient identity accuracy. 
At Cigna and Express Scripts, we have had success with patient matching with internally developed solutions. The Express Scripts solutions have produced significant improvements in patient safety. We would be glad to discuss our patient matching success with ONC and CMS. 
We recommend ONC work with CMS to advance standardization of demographic information, such as applying the USPS standard to addresses, or adding new data elements such as email address. Research funded by the Pew Charitable Trusts and published recently in the Journal of the American Medical Informatics Association revealed the standardization of addresses would improve match rates by approximately three percent, while standardizing last name to the standard used by the Council for Affordable Quality Healthcare would further improve match rates up to eight percent.3These findings suggest match rates could be further improved if ONC required use of USPS standards for address by health care organizations and within the USCDI. Consistent with Pew's recommendations, we recommend ONC work with CMS to standardize other demographic information. 
CMS and ONC could also rely on industry collaboration to build on best practices or minimum assurance rates. These solutions could include leveraging patient authorization information, improving existing processes for storing a patient's identification card at the provider's office, or implementing public-private partnerships similar to those that have successfully solved person- matching issues in other industries (e.g., the airline industry and Transportation Security Administration (TSA) security check process). 
One concept being worked on by the ONC FHIR Patient Matching Task Force is to use a token authentication process to verify a patient identity similar to the TSA. This process would make a patient's identification fully digitalized and available in a common identity format. Providers would be able to electronically scan and capture a record provided by Medicare, Medicaid, or a commercial insurer and store that record in the patient's EHR. This would allow the provider to authenticate and verify the patient. Then, when the payer or provider use an API to request data from another plan, they would use the patient's unique token. This process would be very similar to the identification pattern used today by the airlines. Each airline has agreed to use a common identity format to match the person associated with a boarding pass. This idea could be extended successfully to a health industry model if all stakeholders loaded all persons eligibility identity into a shared repository as a stakeholder cooperative project. If all payers loaded their data into a CMS-sponsored repository, we could use identification token matching technology to verify patients. 
An ONC-convened stakeholder group may also be able to identify minimum assurance rates, which would vary by setting. For example, the level of assurance of accurate patient matching needed for administrative or payment information would be lower than the level of assurance needed for treatment. We further recommend CMS and ONC adopt a safe harbor for entities that follow best practices or meet these assurance rates with privately developed solutions. 

HHS-ONC-2019-0002-1660, Sharon Campbell, Multnomah County, p. 1
When feasible, the patient should be at the center of any patient matching activity. In other words, a patient should have an opportunity to agree or object to any record merging before the records are actually merged. When feasible, the patient is in the best position to know whether records should be attributed to them. 

HHS-ONC-2019-0002-1668, Chris Naso, American Association of Orthopaedic Surgeons, p. 8
Patient matching is another critical element for advancing an interoperable health care ecosystem. If providers and health IT applications are not able to accurately sync the correct information to corresponding patients, it can cause patient harm and significantly distort a patient’s medical record. Patient matching becomes even more critical in an interoperable health landscape that can store and transmit a longitudinal record of a patient across their lifetime. The 21st Century Cures Act recognized the importance of this issue and asked the Government Accountability Office (GAO) to conduct a study on the issue of matching patient records. Published in January 2019, the study reiterated AAOS and stakeholders’ concerns that inaccurate, incomplete, or inconsistently formatted demographic information in patients’ medical records can make it challenging to identify and match all the records belonging to a single patient.21 
AAOS recognizes, as mentioned in the proposed rule, that a statutory prohibition exists against the use of a national unique patient identifier (UPI), but would like to reiterate our strong support for a UPI to help identify patients and promote interoperability. Health care should not hinge on 70-85 percent matching rates, but a fool-proof matching system approaching 100 percent is required in this high-risk environment. A UPI would be the fastest, most reliable way to ensure that patients can be correctly matched and advance progress on the development of a uniform health record for all Americans. This policy would also be particularly beneficial for organizations like clinical data registries, as it enhances their ability to identify adverse events, track outcomes, and develop performance measures that improve safety and quality of care. The cost and expense of trying to match patient records would also decrease. 
Notwithstanding this change, a public-private partnership among providers, government, and industry to discuss additional and meaningful ways to address the issue of patient matching would be helpful. As mentioned in the GAO report, there is significant variation in the way that demographic information is displayed and entered into an electronic health record (EHR).22 Uniform standards accepted and adopted by providers and industry would be very helpful to address this issue. In our previous comments regarding the Trusted Exchange Framework and Common Agreement (TEFCA), we note the usefulness of the National Institute of Standards and Technology (NIST) for helping to set these standards and policies for health information exchange.23 

HHS-ONC-2019-0002-1671, Paul Wilson, National Council for Prescription Drug Programs (NCPDP), p. 11
NCPDP encourages ONC to explore implementation of a patient matching solution that allows disparate healthcare organizations to exchange patient information across enterprise boundaries. NCPDP recommends ONC support industry-led efforts to have reliable identity matching. NCPDP’s UPI could be used for this purpose. 
NCPDP has developed a solution, in partnership with Experian Health, to manage patient identities through a referential matching process. NCPDP’s Universal Patient Identifier (UPI) leverages Experian’s expansive consumer demographic information and referential matching methodologies to identify record matches and duplicates in a patient roster file, and then assign a unique NCPDP UPI to each patient in the file. The NCPDP UPI can be used to exchange information amongst different healthcare entities. The joint offering addresses patient safety, financial and operational challenges across the U.S. healthcare ecosystem. 
The following NCPDP Standards were identified as being applicable for communicating the UPI and were modified accordingly: 
1. Post Adjudication Standard 
2. Prescription Drug Monitoring Programs (PDMP) Reporting Standard 
3. Prescription Transfer Standard 
4. Prior Authorization Transfer Standard 
5. SCRIPT Standard 
6. Specialized Standard 
7. Specialty Data Reporting Standard 
8. Telecommunication Standard 
9. Uniform Healthcare Payer Data Standard 
10. Batch Standard Subrogation Standard 
The Audit, Billing Unit, Formulary & Benefit, Product Identifiers, Retiree Drug Subsidy, UCF/Workers Comp Claim Form, Financial Information Reporting and Rebate Standards are the only standards that have been determined to not be applicable at this time. At such time these or any future standards are determined to be applicable, the UPI will be added to them. 
Through its real-time and interoperable Telecommunication Standard and the NCPDP SCRIPT Standard Version 2017071, NCPDP has the unique ability to propagate the UPI throughout the pharmacy system and ultimately throughout the entire healthcare ecosystem. As multiple organizations acquire the NCPDP UPI in their patient files, it can be attached to active claims in real-time transactions and then appended by other healthcare partners. The UPI can travel with a patient from provider to provider. 
The UPI was developed by the industry, using the same consensus-building process that we use for federally mandated standards and industry guidance documents. 
NCPDP’s UPI is a pass-through number that is not known to the patient or the provider, thus addressing privacy protections. 
o NCPDP’s UPI does not collect or share any clinical claims or diagnostic information.
o The patient does not know that the UPI number is attached to his or her record.
o The UPI is not intended to be a patient-facing number in an effort to prevent misuse of 
the identifier or for data reselling purposes. The service provider controls the sharing of the patient information based on the consent that the patient signs to allow his or her information to be given to family members and the health plan. 
Additionally, Experian has safeguards and protocols in place to handle billions of sensitive data records. 
The NCPDP UPI is available to any healthcare organization that owns and exchanges patient data. It establishes the foundation for exchanging patient information across the healthcare ecosystem to: 
o Reduce medical/medication errors and improve patient safety;
o Improve care coordination, population health management, prescription drug 
monitoring programs (PDMP); and
o Reduce human and financial resources needed to reconcile duplicate records and billing/claims errors. 
NCPDP agrees with the ONC’s comment that there are unique matching issues related to pediatrics. The NCPDP UPI leverages the Telecommunication Standard and the NCPDP SCRIPT Standard Version 2017071 and is propagated through the pharmacy system. This enables the NCPDP UPI to identify and further validate this segment of the population, as pediatric patients typically consume prescription drugs. 
NCPDP’s UPI combines referential matching methodologies with a unique patient identifier, that is only available within a healthcare system as a pass-through number. This unique combination increases match rates and addresses privacy concerns often associated with patient identifiers. 
NCPDP encourages ONC to work with an ANSI-accredited SDO, such as NCPDP, to facilitate the sharing of patient matching information across disparate healthcare organizations to reduce medical errors, improve patient safety and achieve interoperability. 
NCPDP recommends that any identifier selected by ONC be openly available to any healthcare organization that exchanges patient data and address privacy protections. If ONC chooses not to name a specific vendor product for patient identification, NCPDP recommends ONC work with an ANSI-accredited SDO, such as NCPDP, to establish standards that facilitate the sharing of patient matching information across disparate healthcare organizations and provide the industry with a listing of endorsed identity matching services or products. Such a list could be made available in the ISA. The listing should only contain products that meet reliability standards set by ONC or industry norms. 

HHS-ONC-2019-0002-1672, Steve Bernstetter, BJC HealthCare, p. 5
The Agency includes in the Rule several RFIs on topics tangential to interoperability and EHI. In particular, the Agency seeks guidance on issues concerning patient matching, i.e. correctly identifying a patient and matching them to their corresponding EHI within the EMR.17The Agency correctly notes the numerous well-documented problems associated with patient matching and the many headaches this activity creates for all involved parties, especially the patient whose Ell is put at risk when matched incorrectly. 
While the most obvious candidate solution for this conundrum is a Unique Patient Identifier (“UPI”), BJC believes this is the wrong approach and strongly discourages the Agency from pursuing it. A UPI, while creating a single data point for ensuring accurate patient identification, would also create a single data point for ensuring inevitable patient identification theft. Medicare is currently undertaking a multi-year endeavor to remove beneficiary Social Security Numbers ("SSNs") from Medicare ID cards upon recognition that the SSN is the literal golden key to unlocking and stealing a beneficiary's identity. A UPI would replicate the same advantages and disadvantages of a single point of identification like the SSN, and so the Agency would do well to learn its own lesson from the SSN and drop pursuit of the UPI. Instead, BJC recommends that the Agency continue working with stakeholders to identify and implement a standardized multi-factor identification protocol, perhaps utilizing elements within the USCDI dataset as proposed for open API sharing of EHT. 


HHS-ONC-2019-0002-1680, Michael Ellsworth, Washington State Department of Health, p. 6
DOH believes patient matching is critical for promoting improved patient safety, better care coordination, advanced interoperability, and improved public health surveillance. DOH would welcome ONC taking on a role in standardizing how master person indexing is done including support of CMS’ RFI to require a CMS-wide identifier and standardization of data elements for matching. Ensuring interoperability between public health, insurance companies, and clinical providers is a critical long-term effort that is built on robust and flexible patient matching including adjustable deduplication controls built-in for jurisdiction-specific choices. DOH asks that if such work is taken on that public health is represented in any stakeholdering that is performed. 

HHS-ONC-2019-0002-1688, Cameron Lynch, Fresenius Medical Care North America, p. 10
ONC notes that it has taken several steps to better understand the patient matching landscape and to identify areas where it can assist in standards and technical development, coordination and innovation. Within the proposed rule, ONC includes a request for information (RFI) in which it asks for comment on additional opportunities that may exist in the area of patient matching and ways that ONC can lead and contribute to coordination efforts related to patient matching. ONC is particularly interested in ways that patient matching can enable improved patient safety, better care coordination, and advanced interoperability. ONC states that it considers patient matching a quality of care and patient safety issue and is looking for creative, innovative and effective approaches to patient matching within and across providers. ONC asks a series of detailed questions, including asking for input on the additional data elements that could be defined to assist in patient matching; input on approaches to support the unique issues of pediatric record matching; input on solutions that involve patients in patient matching; input on standardized metrics for evaluating available patient matching algorithms; and input on new data that could be added to the USCDI or further constrained within it to support patient matching. ONC notes that the Centers for Medicare and Medicaid Services (CMS) also is issuing a RFI regarding patient matching. 
FMCNA Comment: 
Fresenius generally supports initiatives to improve patient matching. We note that ONC could improve patient matching by adding to the USCDI additional readily available data elements like email address, mother’s maiden name or insurance ID. We support the proposal to add address to the USCDI as we believe availability of additional matching criteria allows for more accurate matches which leads to improved care coordination and outcomes. 


HHS-ONC-2019-0002-1691, Karen Bogard, Partners HealthCare System, Inc., p. 11
Overall Considerations to Improve Patient Matching 
Partners is supportive of efforts to gather information to improve patient matching standards to improve interoperability. We encourage ONC to consider incentives for use of US Postal Service address standardization in EHRs, where a patient address is verified against the USPS address database, returning addresses in a standard format. Widespread use of this already available technology would improve patient matching technology by reducing variability in address content and format. 
We also encourage ONC to consider implementing requirements for EHRs to be able to easily indicate multiple births. This would serve as a method of identifying records that need closer review before matching. 
Data Collection Standards 
Data collection standards established across care delivery settings would play a large role in supporting accurate patient matching. Patient matching standards should include rules and guidelines for minimum data collection and frequency of updates. For example, enter legal first and last name as it appears on government issued ID – avoid entering nicknames as the legal name and update or verify patient demographics at each visit, or at least annually. 
Additional Data Elements to Assist in Patient Matching 
Partners suggests the addition of the following data elements to any published patient matching standards: 
· Social Security Number; 
· Mother’s Maiden Name; 
· Email address; 
· Insurance policy number (when available); 
· Other legal names patient may have used. 
Requirements of EHRs 
We also encourage ONC to promote methods of data capture that do not rely on manual data entry as heard, or interpreted from, patients. The ability to scan a government id to capture demographics would help ensure consistency. 
Matching Issues in Pediatric Populations 
We agree that pediatric populations are a particularly challenging population for patient matching, where referential matching and some biometric solutions are ineffective. We often depend on parent identifiers in the patient record to match these patients, however, parent demographics are not typically shared in most interoperability strategies. The management of patient identity for this population could be greatly improved by assignment of a unique patient identifier. 
Solutions Including Patient Input 
We support allowing patients to securely provide and validate demographics in a standardized way via cell phone apps and patient portals, potentially utilizing referential matching technology to prove the patient’s identity. For example, a patient validates their identity via referential patient matching, provides their updated demographics and referential database ID to the healthcare entity. Allowing patients to update their own and their minor children’s demographics data across their care networks easily would help keep demographic data current and support patient matching. 
Standards for Matching Algorithm 
Standards for a nationally recognized patient matching algorithm should include the following: 
· The algorithm must be able to utilize (assign weight) to all fields that are captured 
· There must be predetermined data elements that are designated as required or optional. All required fields and optional fields must be included in the matching algorithm. 
· Historical data matching has potential to improve matching across all entities/systems with guidelines. It should be a feature of the algorithm. 
· There must also be a method to eliminate matching on erroneous historical data once it is identified as an error. E.g., scenario: Incorrect update on the record captured data of another person. This data must be removed from matching on this patient. 
· Records excluded from matching should include: 
o Records that do not meet minimum data set must be excluded from matching;
o Records with “bogus data” must be excluded from matching;
o Records that are in “chart correction” must be excluded from matching temporarily; 
o Standard criteria for chart correction;
o Clinical data in the wrong chart that is being reconciled;
o Overlaid records where the identity is being confirmed.
· Standards for data that is required but not able to be matched, e.g., o SSN–informof000-00-0000.
o Address - unknown in required fields
o Phone-Standard invalid format 
· Standards for formatting fields
o Address - must meet a standard United States Postal standard;
o Font–Capitalization must be consistent;
o Fields must be clearly defined for all users via a standard dictionary. For example: Address would be defined as patient address; MMN would be defined as patient’s mother’s maiden name, not patient’s maiden name. 
· Temporary addresses should be excluded from matching logic 
· Applied “business logic” to ensure automated matches are accurate such as: 
o A minimum data set that matches exactly;
o Rules that will prevent incorrect matches;
o Twin rule to prevent overlay of twins’ records. 
We also offer some suggestions on standards for patient matching technology: 
· A standard file should be created for all entities to load and use for testing. This will allow for comparison among different software. 
· An accuracy standard must be created: 
o We suggest that there is a pass rate of 90%.
o Vendor must work with entities to help to improve where they are inaccurately matching.
o We acknowledge that not all algorithms will be the same and do not expect 100% matching.
o Creation of standards will allow for entities to use different algorithm. 
Patient Matching Indicators 
We agree indicators on duplicate rate, duplicate creation rate and true match rate are important, however they are limited by the ability of the patient matching algorithm to accurately identify duplicate records. For example, one entity may show a low duplicate rate, however, it may be falsely low due to the failure of the algorithm to identity duplicates that another algorithm would identity. If these measures are to be useful to compare organizations, there needs to be a standard algorithm and standard definitions for the measures. EHRs should be required to meet the established minimum standard algorithm and be able to calculate and report on the standard metrics. 
Matching Services & Referential Matching Technology 
While matching services and referential matching technology offer some promise of improved patient identification and matching, they may be too cost prohibitive to be considered a global solution across care delivery areas. 
Additions to the USCDI 
The USCDI should be updated to include a non-binary value for Birth Sex as birth certificates in some states can now use non-binary values (e.g., Sex = X) on birth certificates. 


HHS-ONC-2019-0002-1694, Lynda Rowe, InterSystems, p. 25
We believe that without a Universal Patient Identifier (UPI), patient matching is the best viable option for assuring the integrity of patient data that has been joined from either within a system or across multiple IT systems. We encourage ONC to continue to foster private sector advancement in patient matching through its Challenges to IT vendors. We further suggest that ONC, provide a means of qualifying Health IT vendors providing patient matching solutions by setting a threshold for what would be considered a high enough match rate. This would need to be done through an automated process that would not create undo industry burden. However, allowing products on the market that have an inadequate fidelity may create potential patient harm. 

HHS-ONC-2019-0002-1703, Shelly Spiro, Pharmacy HIT Collaborative, p. 8
The Collaborative supports ONC in its efforts to identify patient matching options. We encourage ONC to look at NCPDP’s Universal Patient Identifier (UPI), which was developed in partnership with Experian Health, as a solution to match and manage patient identities.4 

HHS-ONC-2019-0002-1705, Natalie Viator, Digital Bridge Governance Body, p.9
Data Collection Standards 
Public health would benefit from the standardization of data elements that are used to perform patient matching (e.g., standardized coding for the date of birth), and, secondly, to require that those data elements are made available to the matching algorithm. 
United States Core Data for Interoperability (USCDI) 
As public health is expected to use the USCDI process output, we strongly urge ONC to enlist public health representation on the USCDI Task Force, either via professional membership associations or direct agency engagement, to ensure that the promoting structure and process accounts for the data needs of public health. 
HHS-ONC-2019-0002-1711, Andy Riedel, NextGen HealthCare, p. 75
We seek input on the potential effect that data collection standards may have on the quality of health data that is captured and stored and the impact that such standards may have on accurate patient matching. 
In general, standardized data collection and formatting makes it easier to match patients across systems, as even such formatting as the differences between “100 South First Street” and “100 S 1st St” can confuse a matching algorithm. We support efforts to define more standard data elements and to constrain the formatting for those elements to aid in consistency. 
We seek input on what additional data elements could be defined to assist in patient matching as well as input on a required minimum set of elements that need to be collected and exchanged. 
We support the inclusion of phone number and address elements in the USCDI demographic dataset. We caution ONC, however, that, especially as demographic elements are added, it becomes less likely that any one patient will have all of those elements: certain populations do not have a phone, an email address, or even a physical address. Therefore, any discussion of a minimum dataset should consider how to account for these populations. Additionally, ONC should balance the need for a minimum dataset with the documentation burden that could be introduced by requiring it. No minimum should be required without specific evidence supporting that minimum. 
We seek input on whether and what requirements for electronic health records could be established to assure data used for patient matching is collected accurately and completely for every patient. 
We remind ONC that generally, data collection is a process owned by the healthcare delivery organizations, as is the data itself, not the electronic health record developer. Developers can facilitate the collection and use of this information, but we do not own or in most instances control the data. 
We seek comment on potential solutions that include patients through a variety of methods and technical platforms in the capture, update and maintenance of their own demographic and health data. 
We too are interested in exploring solutions that include patients. If ONC pursues the use of data held outside organizations for the purposes of patient-driven matching, we believe ONC should provide guidance to those data sources about the need to protect such data and support patient privacy and consent. 
We seek input on transparent patient matching indicators such as database duplicate rate, duplicate creation rate, and true match rate, for example, that are necessary for assessment and reporting. 
While NEXTGEN HEALTHCARE generally supports more standardized metrics for patient matching, we question the necessity of requiring organizations to go through the bookkeeping exercise of defining, collecting, grooming, publishing, and updating these metrics, especially given the overall value of these metrics compared to other metrics more directly tied to clinical outcomes. 
We also note that certain settings may lead to performance that are not easily generalizable when compared across other settings. For example, an extremely busy emergency department might routinely create temporary records for new arrivals that are later merged back into existing patient records once the patient is stabilized and more information can be collected. Such a setting would have inflated duplicate creation rates, compared to a specialty setting that only takes referrals; similarly, an EHR that supports this workflow would have higher duplicate creation rates than one that doesn’t. 


HHS-ONC-2019-0002-1731, White, Joel, Health Innovation Alliance, 13-14
We strongly support ONC devoting resources in identifying scalable patient matching options, and do not believe that the solution is a specific unique patient identifier standard. We believe that referential matching technologies are likely the most effective way to manage patient identity and to serve as a pointer to existing EPHI. 
HIA encourages ONC to pursue a patient matching strategy that will be scaled across all programs. While patient matching is key in the delivery of clinical care, it will also be an important tool in guaranteeing privacy and security. If information blocking is effectively stamped out through the rulemaking process, there will be a significant increase in the amount of EHI and PHI exchanged. Existing EHI will include longitudinal data that were created pre- HITECH in a paper format or by a proprietary system that may have its own patient identification scheme. 
Referential matching systems will allow for legacy data to continue to be meaningfully used and incorporated into new record sets and registries, even as standardization becomes more advanced. 
HHS-ONC-2019-0002-1737, Gray, Katherine, Sage Health Management Solutions (Sage HMS), 5-6
There have been various private and public sector-led efforts to develop sophisticated methodologies for matching patient records. Despite these efforts, standardization in approach remains fragmented, thereby limiting the quality of the data captured and the effective use of interoperability. These lessons suggest that despite advances in technology, available data elements and methods still fall short of authenticating the matching of a patient’s records. Many of these shortcomings are documented in a recent GAO Report, “Approaches and Challenges to Electronically Matching Patients’ Records Across Providers,” and suggest that existing identifiers do not go far enough to appropriately match patient records from different providers. The results showed that no more than 40-50% of the matches were correct. 
In light of these recent and well-documented barriers to patient matching, we would suggest consideration of the creation of a public health campaign that would, 1) educate consumers about the disadvantages and dangers of patient matching using the current patient identifiers in their health care; 2) communicate the rationale for a new unique health identifier and how it could help solve the problems of patient matching that has alluded the health care delivery system for decades; and 3) announce the availability of a national voluntary program where consumers could sign up to receive a unique national health identifier that would stay with them for life, similar to a Social Security Number. 
With a voluntary program that would educate society on the disadvantages and dangers of matching patient IDs using current multiple existing identifiers, the goal would be that society could move to a mindset of assurance that one’s identity could be authenticated through this new national health identifier that would greatly reduce errors associated with patient matching and improve interoperability between different providers. A voluntary program could be modelled after a program like Mothers Against Drunk Driving (MADD), who have been able to impact drinking behavior to save lives. A voluntary program is preferred to change beliefs among Americans and would be much preferred to a program compelling or requiring consumers to participate. The success of the program could significantly impact health IT and improve quality; however, it is a bold idea that challenges the industry to innovate and continue improving interoperability. 


HHS-ONC-2019-0002-1740, Porras, Jessica, CAQH, 5-6
In this section of the proposed rule, ONC requests comments on ways to 
standardize data sources to achieve patient identity matching. Several CAQH 
CORE Operating Rules contain data submission and verification requirements to improve patient matching, including the Phase II CAQH CORE Eligibility Operating Rules and the Phase V CAQH CORE Prior Authorization Operating Rules. 
CAQH CORE developed operating rule requirements for the eligibility (X12 270/271) and prior authorization (X12 278) transactions addressing aspects of the identification of individuals to enhance the automated processing of those transactions and to reduce errors, leading to faster delivery of appropriate patient care. The operating rules for both transactions require a provider to submit data in a standardized way in addition to a requirement on the health plan to normalize the data in the response. In addition, the operating rules for the prior authorization transaction require providers to submit last name, first name, and DOB to ensure consistent submission of patient identifying information. 
Another challenge affecting patient matching is healthcare providers submitting names with special characters embedded which can result in a significant percentage of query rejections if the data as submitted does not match exactly with what is in the health plan system. Normalization applies to specific characters in the patient last name including punctuation values, special characters, upper case letters, name suffixes, and prefixes. Both the CAQH CORE operating rules for eligibility and prior authorization require character strings to be removed during name normalization and recommend a set of punctuation values to be used to delimit last name from suffix or prefix. This normalization promotes successful adjudication of information included on the request when reviewed by the health plan as it pertains to patient identification. 
The AAA error segment is also utilized to communicate error conditions within the eligibility and prior authorization operating rules. Consistent and uniform use of AAA Error and Action Codes is required in response when certain errors are detected in the request to send the most comprehensive information back to the provider for timely correction. The goal of this operating rule requirement is to use a unique error code wherever possible for a given error condition so that the re-use of the same error code is minimized. 
The unique identification of an individual is not only an essential requirement for the successful use of the eligibility and prior authorization transactions, but is also a critical component of identity management – which includes authentication, authorization, transaction control, audit, etc. The CAQH CORE operating rule requirements for the eligibility and prior authorization transactions allow for care to be delivered faster due to more accurate information submission. They also lead to reduction of surprise claim denials ensuring more predictability and less hassle for the provider. We recommend ONC take into consideration these types of best practices in its future rulemaking on patient matching. 


HHS-ONC-2019-0002-1748, Bass, Marisa, CLEAR, 5-6
Traditional match methods are not sufficient on their own for ensuring that patient records are accurately matched 100 percent of the time, particularly as we move towards nationwide interoperability. Biometric identifiers are one of the most promising technologies on the market to move us closer to 100 percent match rates. However, not all biometric technologies are equal. Many biometric companies require patients to give their biometric identifiers to their healthcare providers and do not follow recommended techniques for federating pieces of an individual’s identity to maintain its security. CLEAR ensures that the consumer or patient is in complete control of their biometrics, including choosing when and where they use them to verify their identity. Additionally, CLEAR does not share biometrics with healthcare providers. 
Testing the effectiveness of matching tools is important for making continual improvements to the system. Biometric identity proofing and matching could be tested for effectiveness by ONC through the use of a biometric test data set. ONC could work with other federal agencies who maintain biometric data to create a test data set against which biometric vendors could test and benchmark their platforms. CLEAR welcomes the opportunity to demonstrate that its tools and services match patients to their identities and subsequently their records 100 percent of the time. 

HHS-ONC-2019-0002-1754, Burchell, Leigh, Allscripts, 86-87
We are an advocate for issuance of a universal patient identifier, and we continue to request that legislation on the topic be revisited. In lieu of that, we recognize there is no one action, technical or non- technical, that will fix this challenge, and we applaud CMS’ and ONC’s efforts to find ways to overcome the challenges to patient matching. This is a very important topic.
While we have all collectively been discussing patient identification and matching for many years now, it remains a valid and consistent obstacle to information exchange. We are concerned that ONC seems to be promulgating rules regarding patient matching policies before the conversation regarding national standards is resolved. We are concerned that payers will take divergent approaches, and the result will be the need for vendors and/or clinicians to own reconciliation of the exchanged data, which will certainly cause increased burden and lead to increased amounts of disparate information being out there about the same patient. The failure to create a national strategy will ultimately be counterproductive in the coming years, such as what the industry experienced in other data sharing experiences (i.e. the lack of standard setting for APIs in the 2015 Edition, which is now leading those who did not create a FHIR API to do expensive rework). 
To ensure patient matching is executed correctly, good quality data is necessary; using the same standards such as USCDI v1 is a positive step to improving data quality. We experience first-hand patient matching incidents that block interoperability and compromise patient safety. This all comes at a cost, both tangible (time and money) and intangible (vendor and provider trust). 
In patient matching, considerations of the data elements to be used in a pediatric setting must be given careful consideration due to the complex interaction between clinicians, parents and other authorized representatives. This is an issue for any provider, including hospitals who include pediatric patients in their patient population. 
There are no perfectly accurate matching strategies, and there is no one-size-fits-all approach to patient matching. The best tactic for a given healthcare organization depends on several factors related to the population’s characteristics, the way the information is used and managed, data quality, and algorithms employed by various systems involved in information exchange, among other factors. A successful matching strategy will consider the data quality, consistency, resilience and recovery capabilities around the match. CMS and ONC should consider how to provide the national platform for innovation and allow the market to develop. 
We look to CMS and ONC to help establish a national strategy for patient matching. Allowing each area of the industry (e.g. the payers) to develop their own approach (and each payer to do so on their own) will not solve the issue. There must be a systematic way that is effective among providers, payers, and vendors. 

HHS-ONC-2019-0002-1763, Schulman, Melissa, CVS Health, 6-7
One key to successful sharing of patient information is whether the data is complete and accurate. CMS asks for comments on how it could leverage program authority to improve patient identification to facilitate improved patient safety, enable better care coordination, and advance interoperability. 
CVS Health agrees with ONC and the general healthcare industry’s perspective that the use of a single patient identifier (e.g.: Universal Patient ID – UPI, National Patient ID) actually increases the risks of fraudulent activity as only a single attribute needs to be compromised. Alternately, if minimum necessary matching rules are defined, software vendors with expertise in master data management can execute independent results with proprietary IDs that become interoperable across the healthcare continuum. This creates competition in the market place, where advancements in technology and business case expertise create standards for all to rise to and support. Additionally, expanding the demographic information collected within intake and plan enrollment processes to support changes in patient’s names, addresses and gender, and the availability of standardized identifiers associated to the patient (e.g. healthcare provider’s National Provider ID, NPI) will create a solid foundation for patient matching for purposes of healthcare interoperability. The sharing of this detail needs to be restricted to designated secure healthcare data sharing processes, as defined by the appropriate authorities or as designated by the patient to improve healthcare outcomes and reduce administrative costs. In order to promote the levels of interoperability as outlined in this proposed rule, consideration also must be made to update HIPAA privacy rules to allow the sharing of PHI information beyond HIPAA covered entities, within designated secure healthcare data sharing processes. 
While some may argue that patient matching can be less precise than a UPI due to the reliance on demographic attributes that is often dependent on manual data entry and data maintained in varying formats, significant strides have been made in the industry to overcome these
barriers. Many manual data entry processes have been replaced with automated data sharing solutions, where the only manual data entry point is with the patient (e.g. enrollment forms). Additionally, software has been developed to normalize standard demographic attributes and advancements in data sharing allow for increased precision of the match results. If a universal patient ID was used, there is still a patient matching process that has to occur to assign the UPI, where limited data and the monopoly of a single entity managing the process compromises the results. The use of a single UPI entity also limits the ability to support industry stakeholder experts to improve the deliverables, as there are no contractual agreements between the entities. 
Healthcare must quickly move to the digital age in order to support a consumer driven healthcare system that strives for improved outcomes, reduced healthcare costs and immediate access to their data. CVS Health applauds ONC’s assistance to private sector-led initiatives to further develop accurate patient matching solutions in order to promote interoperability without requiring a UPI. It is time to disrupt our current healthcare system with innovative solutions. CVS Health is actively evaluating patient matching software solutions and data sharing processes to support interoperability, care coordination and to reduce healthcare costs for the patient, providers and payers.  
CVS Health supports CMS’ and ONC’s efforts to create a seamless interchange of patient information. We look forward to working with CMS and ONC as we progress to a truly interoperable health IT system that results in more efficient and effective health care for all patients. 
We must do this correctly. We cannot successfully implement such important and complex technology and systems without the appropriate time, resources and clarity of guidance. CMS and ONC must clarify how these proposals will work with conflicting state and federal laws, must clarify how this information will be protected by third parties, and must develop a reliable patient matching process to ensure the accuracy of patient records. 
ONC should avoid a single patient ID and look to current initiatives to develop patient matching rules. ONC should define minimum necessary matching rules to allow software vendors with expertise in master data management to execute independent results with proprietary IDs that become interoperable across the healthcare continuum. This will decrease the risk of compromise, allow innovation, and increase the speed at which interoperable solutions can be relied upon. 


HHS-ONC-2019-0002-1768, Tatro, Nathan, American Psychiatric Association, p. 6
Accurate and standardized data capture and exchange and optimized algorithm performance are critical components to accurate patient matching. Better patient matching is paramount to quality of care, as it improves patient safety, care coordination, and advances efforts around interoperability. Unfortunately, much of patient matching still occurs manually, with providers reviewing patient demographics (name, date of birth, address) from different sources of information—EHRs, practice management software, information received by fax, paper intake forms, and PDMPs. This is burdensome and—in the case of PDMPs— potentially dangerous. 
Many organizations have attempted to find solutions to better patient matching, including the ONC’s own Gold Standard and Algorithm Testing pilot study; the Sequoia Project’s “A Framework for Cross- Organizational Patient Identity Management,” the College of Healthcare Informatics Executives’ (CHIME) National Patient ID Challenge, among others. While these efforts showed some success, the APA is generally supportive of efforts for a national patient unique identifier. While we understand that this is the purview of Congress and would require a change in federal statute, we hope that, by highlighting this position in our letter, we can add our voice to the chorus of medical societies’ who also maintain this position. 

HHS-ONC-2019-0002-1780, Sasha TerMaat, Epic, p. 97
Improving the quality of data collected through standardization of processes and formats can have a significant impact on improving patient match rates. For example, when organizations enforce standard procedures and conventions for naming newborns, matching rates have improved. In other examples, standardizing the format and terms used when collecting address can help drive improvement in matching rates. 
Third party verification tools can be powerful in improving data quality and patient matching outcomes, but also might impose significant costs on implementing organizations. For example, many address validation web services cost a fixed fee per query. 
Lastly, while verification and validation of emails, phone numbers, and physical addresses is important, it should not be implemented in a way that serves to hinder collection of that information. For example, if staff only collect patients’ phone numbers if the phone numbers have been verified via a text message token (or similar for email address and physical address), that would be a significant barrier to improving patient matching. Instead, if a piece of demographic information is “unverified,” it could be given less weight in a matching algorithm. 
-
We are generally favorable of more data elements being available for patient matching purposes. Notably, a unique patient identifier wouldn’t itself be necessarily sufficient to verify identity. 
Specifically, collection and inclusion of email addresses for use in patient matching algorithms would be a low-effort, high gain step. 
-
The collection of email addresses would be a valuable step in the right direction.
In general, it is relatively straightforward for EHR developers to implement additional demographic fields for patient matching purposes. However, requiring data entry of particular fields often has the consequence of frustrating users who have to collect data that isn’t pertinent before they can move past a required field. Thus, required data entry must be implemented judiciously. The following are bigger challenges to accomplishing the goal: 
· Building a consensus on what EHRs should collect 
· Building a consensus on the format in which the data should be collected, stored, and displayed 
· Operationalizing consistent and reliable collection of the data at implementing sites 
-
Organizations that implement standard naming conventions for newborns have seen significant improvements in patient match rates. Additionally, linking newborn charts to their parents’ charts may be useful for patient matching purposes. 
-
A standard of measuring matching effective rates could be useful.
However, mandating a specific algorithm for use removes incentives to innovate and improve tools for patient matching. It would be more appropriate to establish a baseline for measurement and a base expectation for success rate. 
Patient-supplied data (e.g. patient-provided updates to demographic data in the patient portal) could be useful in patient matching efforts, though care must be taken to ensure that the supplied data is authentic and that patients are not subjected to identity theft schemes. 
-
We agree that identifying metrics and indicators would be valuable tools for improving the performance of patient matching algorithms. If health IT developers had the ability to accurately and reliably measure duplicate rates, they could use that ability to eliminate the duplicates and resolve the challenge of patient matching. 
A step toward improving the measurement and comparison of matching algorithms would be to maintain a known dataset with known duplicate rates. Then, algorithms could be tested against that data set, and measurements of performance would be consistent and accurate enough for comparison. Such a dataset could be maintained by an independent party to maintain confidence in results. 
-
We agree that the area is ripe for innovation and improvement, though the challenge of measuring performance in a consistent manner would need to be solved before stakeholders could comment on the efficacy of a given approach. 
-
We agree that data elements included in USCDI could be valuable to supporting patient matching algorithms. However, the challenge goes beyond a system merely having the ability to capture and exchange those elements. ONC should establish a shared understanding of meaning and conventions for formatting and validation to further improve the utility of the elements. 


HHS-ONC-2019-0002-1781, Jarrin, Robert , ResMed Corp., Brightree, and Matrixcare, p. 7
Accurate patient matching helps health care providers access and share the right information on the right patient when and where it is needed. ONC requests comment on potential innovative ways to accurately match patients across disparate information systems. The lack of patient record matching is a formidable barrier to interoperability. There exists extensive data as reported most recently by the Government Accounting Office (GAO) that accurately matching patient health records with the correct patient/individual represents a significant barrier to health information exchange.1 Inaccurately matched records adversely affect patient safety or privacy and represent a population health risk. Although ONC has played a significant role in convening subject matter experts to research this dilemma, we are concerned that improper patient matching challenges the exchange of health data as ONC policies and CMS regulations continue to evolve and move forward health information exchange. We agree with ONC about the value and potential of innovative technical approaches such as biometrics, machine learning, and artificial intelligence and recommend ONC work with Congress to consider those technologies that may improve patient matching. We also encourage ONC to seek the input of important stakeholders such as the CommonWell Alliance (of which Brightree® is a member) that is committed to issues related to patient matching, patient linking, and link management. 


HHS-ONC-2019-0002-1784, Bonvino, Nick, Greater Houston Healthconnect, p. 1
As an organization dedicated to interoperability and knowing the difficulties we face every day, we appreciate the detailed work put into the proposed rules and are excited to extend our exchange nation-wide. Below are our key recommendations:
1. Job one is the proper identification of the patient. If a broadcast query were sufficient to uniquely identify and find a patient’s encounters, we would use this methodology. As it is not, we heavily invest in the people, process and technology to operate a centralized MPI to uniquely ID patients across the tens of millions in our service area. An ADT feed is required from each source with a large number of patient attributes in the message, probabilistic matching algorithms and other MPI analytics, as well as manually working the probable match queue to ensure we have sufficiently matched all patients. We wish there were an easier way to perform this core function but statistically can prove there is not. Therefore, entities endorsed by the ONC as a solution to interoperability must have the staff and infrastructure to operate an ADT fed, centralized MPI. Investing in this approach also enables real-time alerts with ADT based notifications on the timing of all medical activity.

HHS-ONC-2019-0002-1794, Board of Directors , Innoculus Organization, p. 29
ONC has now sought to explore further several additional points in Part X on Patient Matching Request for Information, at RIN 0955-AA01 at pp.506-511, included by reference here in its entirety. We urge reconsideration of some key considerations below. 
A. The proposed regulatory reforms that govern interoperability within a national health information exchange framework should advance innovative methods of identity proofing and authentication, provided that these new methods meet or exceed a technologically neutral standard of performance. 
B. The neutral standards of performance may be adopted with context specificity, to ensure patient safety and health in different use cases, such as pre-hospital emergency care, pediatric care, post- acute care, and remote urgent care via telemedicine, clinical decision support, or AI. There is often a tension (i) between patient enablement to share EHI and (ii) narrowly standardized processes for patient identification, which should generally be resolved in favor of the former to share information from different providers with mobile apps that offer enhanced healthcare support services with equal access and no information blocking. 
C. In contexts that involve a delegated referee or an emergency medical professional, patient identification requirements from ambulatory and in-patient clinical contexts should not be imposed as a prerequisite for identity proofing and EHI retrieval by extension as it may impede vital patient data retrieval by paramedics and QHPs in pre- hospital or remote settings from disparate sources. In many instances, demographic indicia of identity are not available from the patient or otherwise, when instead better probabilistic indicia of identity are available. Reliance on demographic over biometric data, in such instances, improperly risks harm to patients. 
One of those context arises when a patient at an emergency point of care may be in shock, disoriented, uncommunicative, or unconscious. Conventional demographic inputs for identification are not always routinely available, Yet, another acceptable identity proofing process to ensure availability of composable patient records for patient matching may instead be feasible by using substitutable techniques, including even AI, biometrics, and other probabilistic measures in lieu of demographic inputs. The proposed rules should define how a new identification modes may be advanced. New modes may effectively link to some of the relevant, traditional patient identifiers, perhaps including demographic ones that are hashed with a biometric token as the means to identify an individual patient. Indeed, the new modes for a set of pre-hospital settings could be normalized to offer use-case specific Universal Patient Identifiers derived from transformed biometrics, if desirable, if only to advance rapid healthcare support including emergency medical care services.18 
D. Some regulatory constraints that excessively restrict innovative modes of patient identity proofing, matching, consent management, and healthcare provider authentication with patriarchic intent that is likely to inadvertently jeopardize the safety of patients and undermine the goal of optimizing outcomes through innovation and mediated exchanges. 
E. The use of biometric or other technologies for patient proofing or authentication should not be relegated to activation or triggering factors for multifactor authentication (MFA), reproof, and fraud protection, without a showing of good cause. 
The rulemaking process on identity proofing standards defines rights and duties among developers inter se when the proposed rules begin prescribing today's solutions that MUST be followed, largely to the exclusions of tomorrow's solutions. This is a quasi-judicial role for a regulator, that pre-ordains some health industry policies, entails a modicum jurisprudence. Some have cautioned that "[t]he nadir of mechanical jurisprudence is reached when conceptions are used, not as premises from which to reason, but as ultimate solutions."19 
The rules used to advance specification standards (which specifies a particular design or material) rather than performance standards like a technical goal are characterized by narrow assumptions of what will be permitted to be facts, by concepts that are fixed in concrete by rigid definitions, and by unstated normative assumptions underlying the rules and concepts. Stepping back from the brink of hardening analytical arteries that would entail preordaining the facts, ONC has aptly observed: 
"There are a number of emerging private-sector led approaches in patient matching that may prove to be effective, and we seek input on these approaches, in general. A number of matching services that leverage referential matching technology have emerged in the market recently, yet evaluations of this type of approach has either not been conducted or has not been made public. Other innovative technical approaches such as biometrics, machine learning and artificial intelligence, or locally developed unique identifier efforts, when used in combination with non- technical approaches such as patient engagement, supportive policies, data governance, and ongoing data quality improvement efforts may enhance capacity for matching."[Add Citation] 
Indeed, AI, biometrics, and other innovations offer a promising array solutions to the identity proofing and matching challenges across the healthcare interoperability problem domain that are among the most promising available, when all things are considered. See generally, PEW 2018, infra, at footnote 5; see also, footnotes 10 and 37. We reiterate and support the Sequoia Project's Comment insofar as it clarifies that: 
In the future, biometrics will likely play a significant role in patient matching and identity proofing and may change the fundamental paradigm for patient identification. As such, biometric attributes are ideal for patient matching and identity proofing and we encourage ONC to facilitate and identify standards in this area that can encourage interoperability of biometric data. 
ONC's comment template merely urges input as follows: 
Multi-factor authentication. Health IT developers must assess their Health IT Modules’ capabilities and make one of the following attestations: 
(i) “Yes.” Health IT Module supports authentication through multiple elements the identity of the user with industry recognized standards.
(ii) “No.” Health IT Module does not support authentication through multiple elements the identity of the user with industry recognized standards. 
ONC explained that "[w]e generally seek comment on whether there is value in adopting the proposed 'multifactor authentication' criterion." It also clarifies that: 
"[i]n situations where the provider is accessing a health IT product or health information exchange external to the hospital or clinical environment, the Health Care Industry Cybersecurity Task Force recommended that the health care industry adopt the NIST SP 800-46 guidelines for remote access, including the use of two-factor authentication to ensure a compromised password cannot alone be used to gain access. Promoting the use of MFA and leveraging biometrics, mobile phones, and/or wearables can help to establish a trust relationship with the patient. Additionally, NIST recommends any personal data, whether self- asserted or validated, require MFA." RIN at 105-06. 
Yet, NIST is not responsible for patient health, while HHS, CMS, and ONC clearly must place patient interests first. The description by ONC above outlines certain potential "challenges" or drawbacks of MFA and its certification as well. Id. at 106 
Comment: Let's look at MFA and then MFA certification. First, NIST's notion of MFA is too narrow to work properly in many patient identity proofing settings. Indeed, myopic reliance on NIST's MFA requirement appears to be too narrow, as it would unduly exclude recognizing both factors from a single category (i.e. (a) something you are, such as an (i) iris and (ii) fingerprint; or (b) something you know, such as (a) secret password and (b) date of birth). NIST's MFA would also exclude MFA safeguards comprised of one factor of a patient (fingerprint) and another factor like a security code from the mobile phone or device of a trusted referee like a paramedic who is also qualified health professional. There approach may subordinate modes with a higher performance standard calibrated to the context and its use case risks, to a mode with a lower performance standard not calibrated to the context and its use case risks. As such, NIST's MFA provide only a point of departure for more rigorous analysis. 
Second, Even if the NIST's MFA deficiencies in healthcare were cured, certification requirements could effectively block information when its prompt delivery is most crucial. While we do not exclude the possibility that a some certification requirement as to MFA for health IT developers' products or health information exchange for data retrieval external to the hospital or clinical environment, might provide beneficial transparency in many contexts and use cases, there are other use cases and contexts when ONC should forbear from imposing such certification requirements. 
No cause has been shown to impose certification requirements for such products or exchange solutions that separately require MFA certification requirements for offerings and technology that are focus on the retrieval of a single patient's specific data and only become operable following the patient's decision to actively enable sharing EHI with patient consent. In other words, such IT Health technologies that advance patient enablement using interoperable exchanges of data that permit informed workflow should not be encumbered, limited, blocked or deemed non-conformant by any information source due a lack of an ONC-required MFA certification of conformity to referenced MFA standards. Nothing herein is intended to limit IT Health developers, however, from conspicuously disclosing, in human and machine readable forms, that their offerings use and rely upon MFA, or disclosing its MFA's compatibility or independent certification with stringent standards voluntarily. 
In contrast, for other solutions that are orthogonal to any patient decisions we support a re-examination of whether the risk of restraints on interoperable data exchange due to such certification or failure to provide such certification, outweigh the benefits of transparency or unblocked data flows that might be advanced by imposing the certification either in conformity to the RIN-referenced standards, or, instead, simply by am attestation of the use of MFA generally, which provide comparable performance levels (i.e. such as both of the two factors arising from something people are, such as fingerprints, retina scan, heartbeat, and other biometric.) Presumptions against two biometric factors have not withstood closer scrutiny. We agree with ONC that often "[p]romoting the use of MFA and leveraging biometrics, .., can help to establish a trust relationship with the patient." Indeed some offerings with applications in both patient decision enabled contexts and one orthogonal thereto may meet distinct certification requirements in the two contexts, or choose to meet the higher threshold for both. 
F. Regulatory reforms should not suppress innovation or exclude new entrance into markets for patient identification or matching technologies especially when doing so can deprive patients of optimal life extending outcomes or impede patients who otherwise seek to exercise new empowerment to choose new modes or processes from relying on their preferred platforms technologies app software or services. 
ONC indicated that: 
"We seek input on standardized metrics for the performance evaluation of available patient matching algorithms. Health IT developers are each relying on a number of patient matching algorithms, however, without the adoption of agreed upon metrics for the evaluation of algorithm performance across the industry, existing matching approaches cannot be accurately evaluated or compared across systems or over time." 
We support the portion of Verato's responsive comment in part, as cited below 
"Across every industry, the government has created certification processes and metrics to ensure the safety of citizens, whether this be emissions control, air travel, or food. Due to the potentially fatal consequences of poor patient matching – not to mention its impact to healthcare costs – all vendors should be transparent about their patient match rates – and better yet, be held to a minimum acceptable match rates – a technology benchmark. This would ensure that all products have the potential for good match performance when implemented at a healthcare enterprise. This would be a very valuable first step toward improving patient matching nationwide and should be done immediately to propel us toward higher safety and lower costs." 
However, setting a minimum acceptable match rate would only be the first step. "Patient matching effectiveness is also highly dependent on the hospital-specific tuning of algorithms at each implementation to accommodate the unique nature of their data sources, data capture policies, and patient population...." We also urge, however, a higher degree of flexibility and substitutability in certain use cases where it may often be more prudent to permit a variance. Sometimes PI&M fulfillment by using the best information or technique available, as in the 'break the glass' contexts like remote emergency care scenarios, can have less downside risk than PI&M between hospitals. 
G. Substitutable medical and reusable tech in PI&M does not require exclusionary rules or restraints of trade. Proper rules might be ones that are preserve technology neutrality, deploy data minimization for identity proofing, and apply least restrictive mode safeguard for credentialing to limit risks of undue blocking of information or risks of restraints of trade. 
We emphasize here another portion of the Sequoia Projects evaluation, and point ONC to the Sequoia Project’s “A Framework for Cross-Organizational Patient Identity Management,” first published in 2016 and updated in 2018, which favors PI&M using biometrics20, and also notes that there have been key success stories in biometrics for healthcare: 
As Intermountain continues to strive for perfect patient matching within and across organizations, they anticipate that these improvements will allow for patient matching rates to exceed 99%. Proposed future improvements may include: Use of biometrics; Proactive correlations; or Patient engagement in identity management." Id. at 47. 
As such, it is dubious whether the subordination of biometric techniques as a class of patient identity proofing approaches ought to be relegated to approaches favored by the proposed rules. More generally, the proposed rules that advance a single technical standard or otherwise tend to exclude or deprecate other technologies, solutions, or profiles must be reconsidered to examine if they suppress competition or innovation without a rational basis that advances a legitimate and clearly articulated goal. Before these health industry standards were proposed, Professor Flynn described the proper applicable legal standard to evaluate restraints of trade in view of the remedy they purport to advance: 
In Board of Trade of Chicago v. United States, 246 U.S. 231, 238 (1918). the majority opinion by Justice Brandeis stated that the distinction between restraints that merely regulate competition and those that suppress competition can be determined by considering: 
[T]he facts peculiar to the business to which the restraint is applied; its condition before and after the restraint was imposed; the nature of the restraint and its effect, actual or probable. The history of the restraint, the evil believed to exist, the reason for adopting the particular remedy, the purpose or end sought to be attained, are all relevant facts. 
It has been observed: “Such an open-ended listing of possibly relevant factors is hardly illuminating as to their analytic inter- relationship, nor does it inform a decision maker of what weights to ascribe to different factual conclusions.” Peter C. Carstensen, The Content of the Hollow Core of Antitrust: The Chicago Board of Trade Case and the Meaning of the “Rule of Reason” in Restraint of Trade Analysis, in 15 Research in Law and Economics 1, 4 (Richard O. Zerbe Jr. ed., 1992). Later, in his outstanding analysis of the Board of Trade case, Professor Carstensen suggests: 
The Board of Trade decision in its legal and factual context teaches that a court should evaluate the reasonableness of a restraint if and only if (1) the parties to it are engaged in some other primary transaction or venture which involves a legitimate, productive activity, and (2) the restraint at issue functions to facilitate that transaction or venture. Those two conditions justify, and perhaps require, assessing the reasonableness of such a restraint. Since any restraint which is not functionally necessary to a transaction or venture is ipso facto unreasonable (i.e., illegal per se), the measure of reasonableness ... for that test is whether there exists some less anticompetitive restriction which would function to provide comparable protection or facilitation for the primary transaction or venture. If such a less-restrictive option exists, the restraint at issue is unreasonable because it unnecessarily “suppresses” competition. That, in a nut shell, is what the Board of Trade decision means. 
Id. at 65-66. 

HHS-ONC-2019-0002-1795, Esquea, Alison, Cambia Health Solutions, p. 5, 6-8
· Cambia recommends taking a step-by-step approach in which ONC identifies specific timelines for each component of attaining interoperability. The proposed rule will achieve the most rapid, sustainable strides toward interoperability under a step-wise approach. We recommend that ONC finalize individualized, aggressive timelines in the following order: (1) patient matching; (2) Privacy data tagging and consent management; and (3) finalization of the USCDI data set. 
· Cambia believes that accurate patient matching requires national standards for data quality, patient matching algorithms, and exception management. Two-factor authentication is encouraged. We support establishing a standard data set to evaluate the accuracy of patient matching methods. Such a rigorous review process will help ensure data integrity and minimize the potential for patient harm and unnecessary burdens on patients, providers, and health plans. We recommend ONC convene a multi-disciplinary group of stakeholders to develop a standard baseline assessment of patient matching. 
· Cambia supports addressing patient matching through robust standards as a prerequisite to interoperability. Patient matching must be as close to perfect as possible to avoid unintended consequences that could lead to consumers receiving the wrong care, undermining the goals of interoperability. 
Our detailed comments are provided below. 
A. Taking a Step-by-Step Approach to Attaining Interoperability Starting with Patient Matching 
As noted in the proposed rule, accurately linking patients to their health information lays the foundation for enhanced care coordination and improved patient safety. We recommend ONC finalize a staged approach to implementing the standards associated with interoperability so that patient matching is addressed before subsequent steps are implemented. This would recognize that patient matching is a prerequisite to an interoperable health care system. 
We recommend that stages be pursued aggressively, but in a step-by-step fashion, each with their own individualized milestones and timelines. Implementation should occur in the following order: (1) Patient matching; (2) Privacy data tagging and consent management; and (3) finalization of the USCDI data set. Moreover, we urge ONC to refrain from proceeding to the next phase of standards implementation until the information from the preceding stage has been thoroughly validated. Moving carefully and cautiously will help ensure subsequent processes are properly implemented and that the vision of an interoperable health system is realized. 
B. Accurate Patient Matching Requires National Standards for Data Quality, Patient Matching Algorithms, and Exception Management. Two-factor Authentication is Encouraged. 
As part of a Request for Information (RFI) within its proposed rule, ONC seeks input on ways patient matching can facilitate interoperability and drive improvements in patient safety and care coordination, dovetailing with CMS’ consideration of how best to address the issue.8 
We appreciate that ONC acknowledges the systemic impact of accurate patient matching on assuring data integrity and on delivering high-quality, cost-efficient care. Cambia supports ONC’s efforts to prioritize patient matching and we believe it is a critical first step toward realizing interoperability. 
We applaud ONC’s focus on ensuring patients are accurately linked to their health information. For example, a Government Accountability Office study mandated by the 21st Century Cures Act recommended establishing a standard data set to evaluate the accuracy of patient matching methods.9 Such a rigorous review process will help ensure data integrity and minimize the potential for patient harm and unnecessary burdens on patients, providers, and health plans.10 We recommend ONC expand upon the GAO study and convene a multi-disciplinary group of stakeholders to develop a standard baseline assessment of patient matching. 
The target of this approach should be to improve the quality of matching algorithms. There are two key areas the workgroup needs to focus on: data quality and matching algorithm quality. Improving data quality demands: (1) a consistent ontology, not only a common data model but common invariant rules for the model; and (2) metadata that speaks to the provenance of the data, not only how recent it is, but how it was sourced and validated. Improving matching algorithm quality demands: (1) a commonly adopted national quality metric; and (2) a standardized national benchmark test. 
In addition to a standard data set to evaluate the accuracy of patient matching, we recommend the development of a process for exception management when patient matching does not meet the objective. A patient should be empowered to appropriately correct misinformation in that patient’s data set. 
ONC requests input on other innovative approaches to address patient matching. Cambia Health Solutions is supportive of the work the FIDO Alliance is doing in developing a universal two-factor authentication (U2F) open standard that uses the combination of an individual’s fingerprint biometric and a cryptographic key embedded in the hardware of the person’s mobile phone to securely authenticate the person online with any application. Within the next few years, the FIDO standard will be ubiquitous across all major browsers and operating systems making it readily available to any health care organization in the country. 

HHS-ONC-2019-0002-1797, Gonzalez, Manuel , Beth Israel Deaconess Care Organization, p. 1-4
Unique Patient Identifier 
As an ACO, BIDCO is acutely aware of the challenges impeding the secure exchange of electronic health information (EHI), particularly how the lack of a consistent patient matching solution exacerbates those challenges. BIDCO is encouraged that the Department of Health & Human Services (HHS) is exploring the complexities of patient matching solutions through these RFIs; however, HHS and Congress should continue to evaluate the merits of creating a Unique Patient Identifier (UPI). 
Establishing a UPI allows for timelier access to clinical, administrative, and quality data and also reduces inappropriate care, medical errors, and redundant tests. Patient matching algorithms rely on demographic data (e.g., name, birth date, sex) and fail to match between 5-10% of patient records. This requires labor intensive and costly resources to resolve.1 
A UPI guarantees the closest match possible and eliminates the manual interventions currently needed to match patients when using a patient matching algorithm. It also potentially reduces medical errors and duplicative tests while increasing the ease of clinical data exchange. Additionally, the technological advances made since the passage of the Health Insurance Portability and Accountability Act (HIPAA) make it possible to address the privacy and security concerns raised by many stakeholders. Reports show that patient matching algorithm can vary widely. According to a PEW Charitable Trusts report, “matching within facilities can be as low as 80 percent—meaning that 1 out of every 5 patients may not be matched to all his or her records when seeking care at a location where the patient has been seen.” The report also found that match rates between different organizations can be as low as 50%.2 A UPI provides a more accurate result, thus ensuring patients’ records are accurately matched to the appropriate individual. 
ONC Patient Matching Request for Information 
Question: What are the potential effects that data collection standards may have on the quality of health data that is captured and stored and the impact that such standards may have on accurate patient matching? 
Response: Data collection standards may significantly improve patient matching efforts and improve health data quality if implemented appropriately. According to the Government Accountability Office (GAO) Approaches and Challenges to Electronically Matching Patients’ Record across Providers report, providers from three hospitals in Texas implemented standards for how to record demographic data and experienced a significant increase in the number of records that matched automatically.3 
However, data collection standards alone will not yield the most beneficial results to a comprehensive patient matching strategy. A singular patient matching software along with standards for data collection would have an enormous impact on the accuracy of patient matching. These two components would reduce the administrative burden of reviewing patients’ records that could not be matched. It is important to note that though this strategy can considerably decrease the number of unmatched patient records, there will always be the possibility that some records will require manual intervention. Adopting a UPI is a more effective way to eliminate manual intervention while reducing the number of unmatched patient records. 
Question: What requirements for electronic health records could be established to assure data used for patient matching is collected accurately and completely for every patient? 
Response: BIDCO does not recommend the creation of additional requirements to collect data for patient matching purposes. The current certification criteria outlined in the 2015 CEHRT Edition are sufficient to accurately collect patient matching information. For example, the transitions of care criterion, adopted by health information technology (HIT) vendors working toward 2015 certification, includes patient matching requirements such as first name, last name, previous name, middle name, suffix, etc. Accurately collecting that information and ensuring the completeness of data burdens providers and their staff: these providers and staff personnel must create policies and procedures that ensure all necessary data is captured. ONC should consider creating technical assistance and educational opportunities that will aid providers and staff in developing the necessary policies and procedures to accurately capture the data needed for patient matching. 
Question: Are there potential solutions that include patients through a variety of methods and technical platforms in the capture, update and maintenance of their own demographic and health data, including privacy criteria and the role of providers as educators and advocates? 
Response: BIDCO supports using patient-generated data to complement patient matching efforts to the extent providers can develop appropriate workflows and provided the data can be integrated directly into electronic health records (EHRs) without manual intervention. A 2018 RAND report evaluating patient-led solutions to enhance patient-matching efforts recommends a patient-empowered approach involving phones and phone applications (apps). In the report, researchers stated that providers could potentially use text messages to enhance the check-in process, requiring patients to verify the information included in the text message. Another proposal leverages phone apps by allowing patients to share demographic data with providers which are then integrated directly into EHRs.4 
Question: What are the necessary patient matching indicators (such as database duplicate rate, duplication creation rate, and true match rate) that are needed for transparent assessment and reporting of patient matching solutions? 
Response: BIDCO supports transparent assessments of patient matching solutions and considers the true match rate as the most effective indicator needed to make those evaluations. 
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7. Patient Matching Request for Information (Section X) 
For patient matching, Surescripts utilizes a Master Patient Index (“MPI”), which is a collection of all patient demographics from information data suppliers (e.g. PBMs, pharmacies, EHRs, and health systems) connected to the Surescripts network. The demographic data is compiled and segmented into databases and used to associate requests for patient information from providers through their EHR with a corresponding data record using custom configured patient matching algorithms. For further information, please refer to Sections 7.1.1 and 7.8 below. 
7.1. Data Quality 
We agree that data quality standards are a critical component of patient matching and our MPI. 
There are many ways to increase patient matching data quality, and which solution to pursue depends on the area one is seeking to improve. Most require collaboration across organizations and ongoing technical investment. For example, Surescripts’ patient matching dataset is populated by a combination of payers, pharmacies, EHRs, and health systems. Maximizing the number of patients within our MPI requires contractual agreement with our data suppliers and a secure technical connection capable of inserting patient data. Making sure sufficient demographic fields are populated requires agreement on minimum data population standards and intervention when those standards are not met. Even when a field is populated, it must be monitored to ensure the content quality is sufficient to accurately match the patient. 
Additionally, comparison algorithms must be robust enough to deal with data which is not properly formatted. For example, much of Surescripts data originates from older systems that cannot be easily modified to produce data which conforms to standards. We, therefore, have to deal with poorly formatted data. As such, tools which can recognize and correct this data are critical. 
Accordingly, we use the following framework for data quality in patient matching when utilizing our MPI. 
7.1.1. Surescripts’ Framework 
By way of background, we assess quality in two types of datasets: (i) dataset that require the initiation of a patient match (Dataset A) and (ii) dataset upon which matching is occurring (Dataset B). 
1. Assessing quality of datasets that require the initiation of a patient match (Dataset A): 
(a) Is the data formatted in a manner which can be processed by the matching engine? 
(b)Does the data address population and quality related aspects on incoming transactions (NCPDP, X12, HL7, etc.)? 
(c) Are all demographic data fields available?
(d) On the data fields available, are they populated with real data rather 
than dummy data, such as 0s and 9s?
(e) Basically, are all fields available and useful? 
2. Assessing quality of the data set upon which matching is occurring (Dataset B): 
1. (a)  Is the data formatted in a manner which can be processed by the 
matching engine? 
2. (b)  Does the patient in Dataset A exist in Dataset B? 
3. (c)  If the patient exists in Dataset B, is there sufficient demographic 
information populated on that patient in Dataset B? 
4. (d)  If the patient exists in Dataset B and there is sufficient demographic 
information populated in Dataset B, is the content quality of the information sufficient to match with Dataset A? 
Within this framework, we believe it is important to maintain quality on an ongoing basis by monitoring increases or decreases in quality to make sure that any quality issues are regularly resolved. For example, we define minimum data standards (such as required fields) and generate errors anytime a data supplier fails these standards. 
To give specific examples, the following tools, utilized in various industries could be beneficial for improving data quality in patient matching: 
1. Architect an MPI such that it is:
(a) tracking patient information over the course of a patient’s life (e.g. historical addresses);
(b) consolidating all known information about each patient across all sources; and
(c) differentiating between patients with similar demographics which can cause false positives; 
2. Data standardization tools such as those used within Melissa Data by the U.S. Postal Service; and 
3. Optimal algorithm tuning based on the demographic type and weighing of the demographic to accommodate multiple types of demographics. 
Data Standardization 
The concept of data standardization can be further divided into three distinct categories: (i) actual standardization, (ii) validation, and (iii) augmentation. Actual standardization is the standardizing of information in the original dataset, data validation involves using external sources to validate the data, and augmentation is the process of using external sources to fill in missing information in the original dataset. 
For data standardization, some types of standardization may be more beneficial than others. As an example, we believe it is valuable to further standardize addresses such as changing ‘NW’ to Northwest or ‘LN’ to Lane. This is a very valuable piece of the patient matching puzzle and should be a standard for the industry. 
If the data is already of high quality, we find that data validation is not as valuable but conversely, if the data is of poor quality, data validation is much more valuable and necessary. We find that data validation, such as checking the existence of the address, is not useful for high quality data because of the limited variability within that data. For instance, if a record has ‘123 RollingHills’ as the address, data validation here would involve checking that ‘RollingHills’ is a valid street. In this example, ‘RollingHills’ should in fact be ‘Rolling Hills’ but validation does not know this. We do not find this type of validation to be useful in patient matching capabilities as a sophisticated matching algorithm such as ours is able to perform this type of capability during the actual matching process, rather than necessitating a prior data validation process. 
Lastly, data augmentation is a vital component of high quality data for us. It allows us to, for example, auto generate the city and state of an individual based on their zip code, decreasing variability and errors. 
7.2. Additional Data Elements 
In addition to the standards named in the Interoperability Standards Advisory, we recommend the usage of other IHE and FHIR standards to discover patients. To do so, all standards should include the same broad set of demographic fields within the transaction so that the type of patient search (e.g. FHIR patient search, PIX/PDQ or XCPD to request patient discovery) would not matter. 
Incomplete or outdated demographic data in patients’ records can prevent accurate matching. We recommend using referential matching by leveraging data from different sources to build a more complete profile of each patient over time. For us, referential matching began with a minimum viable dataset without which accurate patient matching is not possible. Beyond that minimum viable dataset, we added more information from our data suppliers to allow for referencing matching. Such addition and utilization of referential matching in general requires (i) proper tuning of the underlying algorithm; (ii) trustworthy sources of data of sufficient quality; and (iii) agreement by and capability of such sources of data to provide it in a secure structured format at acceptable business terms. 
7.3. Requirements for Electronic Health Records 
In setting requirements for EHRs to assure data used for patient matching is collected accurately and completely, we recommend requiring EHRs to establish a minimum viable matching dataset that includes the “transitions of care” certification criterion (specifically, first name, last name, middle name, suffix, date of birth, address, phone number and sex) and allowing for other data categories that would be beneficial to have (such as previous name, previous address, medical record number, etc.). We further recommend requiring EHRs to inquire about updates and updating such information after each patient encounter. As patient information is updated after each patient encounter, EHRs should be required to communicate the update to other organizations with which they are interfacing for patient matching. 
Relatedly, we suggest efforts to harmonize industry standards for the electronic exchange of information with required information for patient matching. As an example, the X12 270/271 v5010 standard for eligibility benefit requests and responses, frequently used by EHRs, does not include phone number as an available field in the request transaction and therefore, information from these transactions limit patient matching capabilities. 
Lastly, standards should be designed with flexibility in mind. They must allow for generic values or label attributions to add data elements in the future. This is more effective and efficient than re-writing a standard if a data element needs to be added in the future. 
7.4. Pediatric Record Matching 
The biggest barrier to pediatric matching is lack of data upon which to match. We recommend that ONC make strides to require making birth records more easily available in a structured format, differentiated from their parents, and consumable by technology providers (i.e., for download) would improve the accuracy of pediatric matching. 
7.5. Involving Patients in Patient Matching 
We do not recommend involving patients in patient matching, and we believe that there are reasons to be skeptical of this. Any efforts to involve patients in patient matching must provide protection against inadvertent and intentionally incorrect information and further, protection from identity theft. 
Moreover, significant resources would be required to develop and introduce a solution that allows for patients to view their information, provides adequate protection from potential abuse, and allows for integration of the resulting modifications into the healthcare ecosystem. We recommend reviewing the summary and analysis from the recent RAND study, “Defining and Evaluating Patient-Empowered Approaches to Improving Record Matching,” which states, “it is likely that no patient-empowered solution is a ‘silver bullet,’ and improvements in record matching will require a constellation of solutions”.5 
7.6. Standardized Metrics for the Performance Evaluation of Available Patient Matching Algorithms 
Examples of metrics we recommend for the evaluation of patient matching algorithms include: (i) match rate, (ii) false positive rate, (iii) duplicate record rate, (iv) allocation of match types, (v) percentage of demographic information used by the algorithm, and (v) percentage of near matches. We specifically recommend near matches so as to help recognize opportunities for improving match rates and match accuracy. 
That said, measuring industry performance should take into account the many different patient matching use cases and patient matching models. As an example, duplicate rate is an effective indicator of matching during the hospital patient intake process but does not work for organizations who are matching to enable real-time record location services. 
Above all, it is important to remember that automated data comparison, such as patient matching, has inherent risks of false positives and false negatives. Any metrics would require defining the correct balance between false positive and false negative matches, which can vary by the patient matching model and the use case. For example, the consequences for an incorrect patient match when checking a patient’s benefits information is different from consequences when patient’s medication history is correctly matched or when hospital records are merged. 
We recommend that ONC grade or certify patient matching algorithms and prior to doing so, provide the industry with criteria and examples of known false negatives or false positives for patients that is to be used as unbiased testing criteria for grading algorithms, defining false negatives as the occurrence of an incorrect match and false positives as the match that exists but is not found. 
7.7. Transparent Patient Matching Indicators 
We agree that the current lack of consensus, adoption, and transparency of patient matching indicators makes communication, reporting, and comparison of patient matching near impossible. Adding to the difficulty is that patient matching best practices and performance indicators differ based on the use case and the patient matching model. 
Having said that, lack of transparent patient matching indicators does not prohibit us from decision-making nor does it impede progress and innovation in this area. Rather, it just requires us to develop tailored indicators for our business. To illustrate, at Surescripts, we offer solutions that match almost every patient within the U.S. to their corresponding medical information, such as benefit information, drug history, and clinical documents. For the use case of benefit information (our measure), we have found valuable: (i) total insured patients, (ii) total unique patients, and (iii) duplicate patients against the total insured population in the U.S. accounting for dual coverage. Our general steps for this measurement are as follows: 
	Population of the United States [“Population”] 
	328,630,000 

	Population removing uninsured and closed network health systems 
	310,866,216 

	
	

	Population removing uninsured and closed network health systems taking into account dual coverage [“Insured Population”] 
	307,135,821 

	Number of unique patients in Surescripts’ MPI 
	
XX million 

	Actual match rate for Insured Population removing network errors [“Actual Match Rate”] 
	XX% 

	Delta between expected match rate based on number of patients in MPI and Actual Match Rate (e.g. our opportunity to decrease false negatives) 
	XX% 



Please note that this is a unique model and our metrics may not be useful or applicable to other industry members. 
7.8. Surescripts Approach to Patient Matching 
Surescripts’ MPI consists of demographic information of approximately 310 million individuals within the United States, sourced from PBMs, pharmacies, EHRs, and health systems. This information is used to uniquely match patients 2.52 billion times per year, enabling us to offer several healthcare solutions within the provider EHR workflow including finding a patient’s (i) formulary and benefit information to inform prescribing, (ii) medication history information to inform medication reconciliation, and (iii) medical record to inform care decisions. 
Surescripts uses a probabilistic algorithm for patient matching. However, without additional sophistication built in, patient matching is fundamentally limited by the quality and completeness of the underlying patient demographic data being relied upon to compare. In our opinion, conventional patient matching technologies are fundamentally limited and no conventional matching technology can match two records if either record contains out of date or mismatching information. We have found that using referential matching dramatically improves patient matching with minimal disruption to quality of service. 
While matching accuracy can be improved with better standardization and algorithmic improvements, there are limitations to a purely algorithmic approach to matching, such as the inability to use artificial intelligence and machine learning. To illustrate, we offer two examples: 
· Bill Adams moves to another state and changes his address, insurance, and physicians. An algorithm would not be able to definitely state the initial record for Bill Adams and the new record after his move are a match. 
· Alexis Jones and Alexia Jones are twins, still living with their parents. An algorithmic approach would not be able to inform if the records for Alexis and Alexia should be matched as siblings, rather than identified as the same person. 
In both these cases, the missing element is further information, and any attempts to use this information for artificial intelligence or machine learning would be hindered by this missing information. Moreover, those methods would not solve the underlying data problem. 
7.8.1. Names, Addresses, and Household Information 
In the same fashion, ability to identify and incorporate other external information such as name or address changes and household information would be beneficial. These can be obtained from databases housing credit information, U.S.P.S. databases, and other locations. Equally important is ensuring that such data is machine-readable. As we note in Section 7.4, making birth records available and readable would improve the accuracy of pediatric matching. 
7.8.2. Biometric Data 
Use of biometric data may also be beneficial. However, because utilization of biometric data for identification is still in its infancy in healthcare, further work is necessary encourage adoption to establish standards and procedures related to collection, exchange, and comparison of such data before it can be impactful. 
7.8.3. Unique Identifiers 
We share the perspective of the Pew Research Center and the Sequoia Project in their recently published white papers6 on the challenges associated with unique identifiers, and do not recommend the use of unique identifiers as the sole method for identifying a person. We believe unique identifiers pose many challenges that make them a poor option for a standalone solution. 
First, a unique identifier does not forego an identity proofing or authentication process. Those processes need to additionally occur to ensure that a patient is who they claim to be. Additionally, some care may be anonymous or pseudo-anonymous, and use of unique identifiers may make receipt of such care difficult. 
Second, there is potential risk of assigning a unique identifier to two different patients. Once such identifier is in public use, users will associate and link information for the two patients to the same unique identifier. This is particularly problematic as the associated information would relate to the health of the patient, and any combined or missing health information could have detrimental effects to the health and safety of the patient. Once this is recognized as a false positive, it can be very difficult, sometimes impossible, to properly split the data. If a unique identifier is lost, information corresponding to that identifier may also be lost if the unique identifier is used as a standalone option. 
The problem of false positives may become even more problematic when a third party vendor is tasked with allocating or distributing unique identifiers. For instance, two records may contain the same last name, address, phone number, and date of birth, but both may only have a first initial “M.” When unique identifiers are introduced by a vendor, they may unknowingly combine these two records using the unique identifier, resulting in a false positive. The entities relying on these unique identifiers are unlikely to have insight into the vendor’s matching engine to gauge whether there is risk of a false positive. Relatedly, there may additionally not be any visibility into changes to the vendor’s matching engine or allocation of unique identifiers by entities relying on the unique identifiers. 
There is further risk that any importance placed on the unique identifier may occur at the expense of a tuned matching algorithm. For instance, in cases where records represent the same person but contain differing data (e.g. maiden name and previous address in one record and married name and current address in another record), the unique identifier would need to be weighted heavily in order to automatically merge records together. However, weighting unique identifiers so heavily would increase the chances of creating more false positives, as well as contradict the philosophy of using the unique identifier to push matching decisions over the cliff. 
In each of the aforementioned instances of false positives, there is now insidious data introduced into records causing data quality issues. Without visibility into vendor allocation of unique identifiers and a mechanism to identify false positives, it is very difficult to assess how and why information within records was put together – was it organically included in the record at the time of care or did a third party’s unique identifier force the information together? 
Beyond this, there are several logistical issues with unique identifiers. If one is lost or misplaced, a process needs to be in place to replace the lost or misplaced identifier and retrieve information associated with the lost or misplaced identifier. Moreover, prior to unique identifier allocation, the vendor would need to have a complete and accurate enterprise master patient index so as to avoid inadvertently linking or associating (or inaccurately failing to link or associate) records to the same unique identifier. 
Lastly, the healthcare industry currently does not have infrastructure for unique identifiers. Such infrastructure needs to be developed, including laws to protect the privacy of unique identifiers and laws to prevent against fraud related to the unique identifier. This will need a substantial amount of resources, funding, and buy-in from legislators. To this point, we note that Congress has explicitly prohibited the use of federal funds to investigate or create unique patient identifiers within the Omnibus Appropriations Act of 1998. 
For these reasons, we do not recommend the exclusive use of unique identifiers in patient matching. In certain scenarios they can be useful but as an input alongside other demographic variables. There will always be a need for probabilistic solutions that take into account all variables and demographics in relation to each other, and the exclusive use of unique identifiers without supplemental probabilistic techniques would likely create more problems to patient matching that it would solve. 

HHS-ONC-2019-0002-1815, Nwosu, Chinwe, AHIP, p. 23-24
ONC seeks comment on additional opportunities that may exist in the patient matching space and ways that it can lead and contribute to coordination efforts with respect to patient matching. Accurately identifying and matching patient records across payers and providers is a foundational element to ensuring patient privacy and maintaining data security. In the companion proposed rule, CMS acknowledges the considerable stakeholder feedback that the lack of a UPI inhibits interoperability efforts. We understand the constraints in accurately identifying and matching patient records across providers and payers absent a unique, standard identifier. This often includes attempting to match patient identity using a number of data elements to match along different degrees of certainty and still results in overall low match rates within and between entities. 
ONC seeks input on specific patient matching solutions and authority for such requirements. specifically, HHS requests input on requiring a patient matching algorithm, a particular patient matching software, or expanding recent Medicare ID efforts by assigning an identifier to patients enrolled in federally regulated plans. We recommend HHS not require a patient matching algorithm or a patient matching software solution. Such federal requirements could result in overly prescriptive requirements that constrain iterative improvements in patient matching by the private sector. These solutions would not be able to keep pace with private sector solutions. Further, while assigning identifiers to patients enrolled in Medicare plans, Medicaid and CHIP, and QHPs in the FFEs would expand the number of patients with a CMS-wide identifier, it would not provide a solution for the millions of Americans who gain coverage through their employers or buy individual coverage outside of the FFEs. We do not believe the specific solutions contemplated in the RFI would sufficiently address patient matching challenges or support private sector innovation. 
We strongly encourage HHS to continue to facilitate private industry innovation to advance patient matching solutions rather than adopting federal requirements. We believe the role of CMS and ONC is to convene industry stakeholders to collaborate on the goals and means for developing solutions to patient matching. This may include exploring best practices related to patient matching and improving matching criteria and setting a minimum floor for error rates. For example, ONC should work with CMS to advance standardization of demographic information such as applying the U.S. Postal Service standard to addresses or adding new data elements like email address. 
Recently published research in the Journal of the American Medical Informatics Association funded by the Pew Charitable Trusts revealed that the standardization of address to the standard employed by USPS would improve match rates by approximately 3 percent, while standardizing last name to the standard used by the Council for Affordable Quality Healthcare would further improve match rates up to 8 percent.10 These findings suggest match rates could be further improved if ONC required use of USPS standards for address within the USCDI and if ONC and CMS required use of USPS address standards by health care organizations. Consistent with Pew’s recommendations related to improving patient matching, we further recommend CMS work with ONC to require other demographic information such as email address, mother’s maiden name, or health insurance provider identification number in order to further improve match rates. 
AHIP further recommends that ONC or CMS-convene a working group to identify minimum assurance rates which would vary by setting. For example, the level of assurance of accurate patient matching needed for administrative or payment information would be lower than the level of assurance needed for treatment. We additionally recommend CMS adopt a safe harbor for entities that follow best practices or meet these assurance rates. Industry should have the flexibility to continue to iterate solutions to identify and match patient records. Building on best practices or minimum assurance rates, such solutions may include leveraging patient authorization, improving existing processes like copying and storing a patient’s ID card at the provider’s office, or public-private partnerships like those that have successfully solved person-matching issues in other industries such as the airline industry and TSA security check process. We believe ONC’ role is to facilitate and set a floor for such innovation, but not restrict private sector solutions. 
HHS-ONC-2019-0002-1819, Kaplan, Jan, Children's Hospital Association, p. 12-13
We are pleased that the ONC recognizes the importance of patient matching, as well as the serious safety, quality and cost implications of ineffective matching and is examining the issue to determine its appropriate role in advancing solutions. In pediatrics, it is vital that documentation capabilities of the pediatric EHR system allow for a standard patient identifier methodology that can match patients with their family/guardian but is not reliant on a social security number. The EHR should be able to capture parents’/guardians’ legal names, along with additional demographic data, including telephone number, e-mail address, and gender. Family structure is changing and technology must be dynamic enough to capture less traditional identifiers. For example, not all children who receive care at a children’s hospital will have a social security number. In addition, records must be capable of capturing preferred names, which may be different from legal names in the case of changes in family structure or transgender individuals. 
We believe that a unique patient identifier for each child beginning at birth is the optimal long-term solution to patient matching. Names can change if children transition into different familial circumstances (i.e. adoption or blended families) and duplicate entries for the same child may be entered into immunization and other registries, for example. Furthermore, leaving data entry up to the individual typing the name allows for potential human error in spacing, punctuation, etc. We also caution that biometrics could be a solution for adults, but it is complicated in pediatrics as children’s fingerprints change size as they grow. 
Furthermore, patient matching conventions should enable the linking or matching of EHRs and organizations related in any way to the care of newborns. For example, there currently is not a recognized newborn naming convention that assures that seriously ill newborns who are transferred to a children’s hospital from the birth hospital are correctly identified and that their records are appropriately transferred between the 
institutions. Technology should allow for queries, utilizing newborn naming conventions (e.g. mother’s first name), of the birth hospital to identify and verify a newborn’s records prior to their import into the EHR. In addition, technology should be able to capture multiple birth status, including birth order, for use in patient identification. Finally, the EHRs should capture the mother’s name in discrete fields and without punctuation (e.g. Jamir rather than J’amir). 
In conclusion, we are pleased that the ONC has released the voluntary pediatric EHR certification guidelines in this proposed rule. However, we note that there are a number of aspects of the rule that need modifications and refinements to appropriately address the unique nature of pediatric health care, regardless of the setting of care. We look forward to working with you to collaboratively advance an HIT infrastructure that can efficiently and effectively allow for health information exchange that supports child patients and their families and leads to improved outcomes and long-term productivity. 

HHS-ONC-2019-0002-1824, Achola, Emma, AGMA, p. 3-4
The Request for Information seeks comments on additional opportunities for ONC to contribute to resolving issues related to patient matching and ways that patient matching can facilitate improved patient safety, better care coordination, and advanced interoperability. Accurate patient matching is important because a well-coordinated delivery system relies heavily on appropriate patient information being transmitted among providers. Inaccurate patient information can be harmful to patients who may receive care that is not appropriate or who fail to receive care they need. The result of an inaccurate match may cause unnecessary testing or services, resulting in higher costs for patients, providers, payers, and, ultimately the healthcare system.  Such inaccuracies also undermine the goals of care coordination.
We recognize the importance of accurate patient data as a vital part of effective health information exchange. It ensures that the right patient is getting the right care and enables providers to more adequately coordinate patient care. We are supportive of efforts related to auto-matching and a common algorithm, regulated by CMS and ONC. Additionally, we would like to highlight the recommendations the Health Information Technology Advisory Committee (HITAC) made regarding demographic data to aid in patient matching, such as encouraging the use of the U.S. Post Office standardized addresses and including designations for both mobile and landlines numbers.[footnoteRef:1] [1: ] 


HHS-ONC-2019-0002-1843, Kahn, Charles , Federation of American Hospitals, p. 40
The FAH appreciates ONC’s and CMS’s commitment to improving patient matching and agrees with other stakeholders that the lack of a unique patient identifier (UPI) has significantly hindered efforts in this area. The FAH supports the use of a UPI but recognizes that Congressional action is needed to permit the use of federal funding to adopt and implement a UPI. In the absence of such Congressional action, the 2017 ONC Patient Matching Algorithm Challenge68 was a good first step in identifying the current techniques employed for patient matching operations. More must be done, however, to catalyze the advancement and wide-spread deployment of top-tier tools. 
To address patient matching concerns, the FAH encourages ONC and CMS to convene stakeholders from across the industry to develop a private sector-led strategy with government support. As recommended in an industry-stakeholder paper in 2018, this strategy would involve a “neutral coordinating organization” to determine the “standards-based infrastructure to improve patient matching.”69 The Agencies could then support the widespread adoption of the standards-based infrastructure through their regulatory authority. The FAH believes such an approach would reduce the current variability in patient matching capabilities within each local system and exchange. 
In addition to the AHIMA paper discussed above, the FAH encourages ONC and CMS to carefully consider recommendations from other organizations that have studied the current deficiencies in patient matching. An October 2018 report from The PEW Charitable Trusts provides several recommendations for near- and long-term actions to improve patient matching. For example, the report discusses opportunities to improve patient demographic data by capturing patients cell phone numbers and email addresses, as well as opportunities to reduce the variation in recording demographic data by adopting the U.S. Postal Service standard for addresses.70

HHS-ONC-2019-0002-1844, Choi, Lauren , Blue Cross Blue Shield Association, p. 33-37
ONC also seeks comments on additional opportunities that may exist in the patient matching space and ways that ONC can lead and contribute to patient matching coordination efforts, particularly ways that patient matching can facilitate improved patient safety, better care coordination, and advanced interoperability. 
BCBSA and BCBS Plans have extensive experience in solving for the patient and member identity dilemma both regionally and on a national scale. The BCBS System has successfully created solutions that allowed BCBS Plans to use various models and rules engines to ensure our membership and their health data are properly matched in support of proper claims processing, care management and measuring the effectiveness of value-based care programs which attributes members to network providers. Below, BCBSA responds to specific questions from the RFI. 
1. Quality of Data Capture/Standards Impact Question: 
ONC seeks input on the potential effect that data collection standards may have on the quality of health data that is captured and stored and the impact that such standards may have on accurate patient matching. ONC also seeks input on other solutions that may increase the likelihood of accurate data capture, including the implementation of technology that supports the verification and authentication of certain demographic data elements such as mailing address, as well as other efforts that support ongoing data quality improvement efforts. 
Response: 
In principle, BCBSA supports use of data collection standards as well as use of a well- designed algorithm with a high and highly reliable patient match rate. Use of algorithms would minimize the value to hackers even if they were to acquire the algorithms. 
We do not, however, recommend that this approach be implemented until an algorithm has been developed with input from a broad spectrum of expert stakeholders and heavily tested to prove an accuracy rate that, also, has broad stakeholder acceptance. We also note that a single algorithm may not be applicable to all patient data sets in a similar way. For example, an adult population algorithm rules engine may not be able to accommodate a pediatric patient population. All solutions need to be evaluated including a referential matching approach to maximize accuracy and functionality. 
The October 2018 Pew Report, "Enhanced Patient Matching is Critical to Achieving Full Promise of Digital Health Records," identified referential matching as an approach to explore to improve patient matching. BCBSA supports the Pew Report's recommendations for further investigation into this approach that includes: 1) collaboration between referential vendors and researchers using real-life data to demonstrate the degree to which this approach improves the match rate; 2) collaboration between referential vendors and policy makers to identify additional data sources that could improve matches for special populations, such as children; and 3) adoption of a strategy across industry stakeholders to adopt referential matching while remaining supportive of new technology. 
Benchmarking different approaches would help shed a spotlight on matching deficiencies and the wide variation in quality across different algorithms. T echnology de velopers could then use that information to improve their algorithms, and providers and health plans could adopt the most promising approaches. ONC should work with CMS to determine how to benchmark different matching approaches; this likely requires the identification of a large, real-world data set to test different algorithms. BCBSA has such a data set and welcomes the opportunity to collaborate with CMS and ONC to reference a real-world member matching data set, rather than synthetic data. This benchmarking could also assess duplicate creation rates, the number of records correctly matched, and the frequency with which records are incorrectly merged. 
2. Defining Additional Data Elements for Patient Matching Question: 
ONC seeks input on what additional data elements could be defined to assist in patient matching as well as input on a required minimum set of elements that need to be collected and exchanged. ONC references the Patient Demographic Record Matching section of the Interoperability Standards Advisory. 
Response: 
BCBSA recommends ONC align standard data elements across the industry.
The USCDI demographic section is a starting point, however, we believe some modifications should be considered: 
·   Previous Name: Should be replaced by “Previous First Name” and “Previous Last Name” 
·   Phone Number: Should be replaced by “Mobile Phone Number” and “Home or Other Phone Number” 
·   Primary Address: There should be a modifier to identify an address type such as, “Private Residence, Group Home, Government Facility [e.g., incarceration], and Medical Facility [e.g., assisted living, nursing home] No Current Address.” 
·   Birth Order: We believe this should be added for instances of multiple births. 
·  Most Recent Previous Address: We believe this should be added, including use of the modifiers referenced above in Primary Address. 
3. Collecting Complete and Accurate Data for Patient Matching Question: 
ONC seeks input on whether and what requirements for EHRs could be established to ensure data used for patient matching is collected accurately and completely for every patient. In example, ONC references the patient matching requirements in the 2015 Edition ‘‘transitions of care’’ certification criterion adopted at 45 C.F .R. (§ 170.315(b)(1)) – first and last name, previous name, middle name, suffix, date of birth, address, phone number, and sex. 
Response: 
ONC should advance the use of regularly collected demographic data elements for patient matching. ONC currently requires EHRs to make some demographic data —such as name, birth date, and sex—available, and proposes to add address and phone number to the USCDI. However, health records contain other demographic data routinely collected not typically used or made available to match records. For example, research published in 2017 showed that email addresses are already being captured in more than half of patient records. The documentation of email is likely higher today, given the adoption of patient-facing tools, like portals, that often require emails to register. 
4. Approaches to Accurate Pediatric Patient Matching Question: 
ONC seeks comment on innovative and effective technical or non -technical approaches that could support accurate pediatric record matching. 
Response: 
BCBSA supports further investigation into pediatric record matching. Adult population algorithm rules engine may not be able to accommodate a pediatric patient population; therefore, technical and non-technical approaches need further research. All solutions need to be evaluated including a referential matching approach to maximize accuracy and functionality. 
5. Patient Inclusion in Patient Matching Data Update and Maintenance Question:
ONC seeks comment on potential solutions that include patients, through a variety of methods and technical platforms, in the capture, update and maintenance of their own demographic and health data, including privacy criteria and the role of providers as educators and advocates. 
Response: 
Pew and the RAND Corporation collaborated to examine patient involvement in record matching. The research revealed key ways for patients to support record matching. For one, patients could validate their demographic information by verifying their mobile phone number and other data. Another way included how EHR systems could support smartphone applications using standard APIs to allow patients to update their demographic data. ONC and the technology industry could test out these patient-led approaches. 
6. Private-sector Patient Matching Approaches Question: 
ONC seeks input on the emerging private-sector led approaches in patient matching that may prove to be effective, and input on these approaches, in general. 
Response: 
Rather than developing and requiring a specific and nationally required patient matching algorithm, HHS should investigate the available private sector solutions. HHS should also provide for flexibility and the use of the most appropriate patient matching solution for the identified need and application. 
Pew research revealed a promising approach to patient matching that has not yet been widely used in health care: biometrics, such as fingerprint or facial recognition scans. In Pew-led focus groups on patient matching, patients overwhelmingly preferred the use of biometric over other options. Patients in the focus groups indicated that they already use biometrics in other aspects of their lives—such as to unlock smartphones or board airplanes—and should be able to use the same approach for record matching. BCBSA supports exploring / using current research and validated find ings to drive patient matching solutions. 
7. New/Constrained USCDI Data to Support Patient Matching Question: 
ONC seeks input on new data that could be added to the United States Core Data for Interoperability (USCDI) or further constrained within USCDI in order to support patient matching. 
Response: 
As previously mentioned, ONC should examine additional data routinely collected in EHRs to also use for matching—such as email address, health insurance ID, mother’s maiden name, and others. 
ONC could further improve match rates by requiring use of the USPS standard. There may also be scenarios—such as for citizens working abroad—where the use of the USPS standard is not feasible. ONC could restrict use of the USPS standard for domestic use only. 

HHS-ONC-2019-0002-1849, Cavanagh, Jim, New Jersey Innovation Institute, p. 1
NJII would like to offer the following recommendation on the topic of patient identification, of which you have asked for specific feedback. We would like to begin by commending your efforts to address this topic as a priority. This issue has long been a barrier to interoperability and continuously adds expense to technology projects that share data across disparate environments. It is also widely accepted that the ability to accurately match patients provides the best outcomes for successful use cases and, more importantly, for improving patient safety.

Understanding that the challenges in matching patients is intertwined with complex privacy and policy issues, it is our recommendation to expand the U.S. Core Data for Interoperability (USCDI) data set to explicitly identify a base set of demographic data fields that ALL healthcare entities will collect, and use, for the purpose of identifying patients.

The following fields would be required for patient identification:
1. First Name
2. Last Name
3. DOB
4. Gender (biological, at birth)
5. Address (normalized to US Postal Standard):
  	5a Address, line 1
  	5b. Address, line 2
  	5c. Address City
  	5d. Address State
  	5e. Address Zip Code (5 digits)

The following fields are to be collected when available and supported by provider policies:
6. Phone Number
7. Cell/Mobile Number
8. E-mail address
9. Last four (4) digits of the SSN, if voluntarily provided

In addition to supporting consistent identification of patients, electronic addresses such as e-mail address and mobile telephone number will assist in supporting patient centric communications via authenticate registration and electronic validation processes.

Due to the unique challenges presented by twins/multiple births related to matching patients, the following information should also be collected if available:
10. Birth Order (for multiple-birth deliveries, 0= single birth). 
11. Plurality Indicator: True or False based on the question: Are you a twin/triplet, etc. 

Based on numerous studies of the topic of patient identity such as Pew Research(1) and the Sequoia Project(2), and our own experiences as hospital CEOs, CIOs, CTOs, Legal Council and Security / Privacy officers, we are certain that a national standard on demographic data for patient matching will pay huge dividends for improving interoperability and improving the healthcare industrys processes and patient outcomes. 

HHS-ONC-2019-0002-1850, Carr, Megan , 3M Health Information Systems, p. 3
We support the development of a scalable patient matching option that will be scaled across all programs. While patient matching is key in the delivery of clinical care, it will also be an important tool in guaranteeing privacy and security. As information blocking is reduced, there should be a significant increase in the amount of EHI and PHI being exchanged by a large number of entities. Patient matching solutions should include a discussion of identity integrity and the use of emerging healthcare technologies, such as blockchain. 
In addition, Pew Charitable Trusts recommend, and we agree, that ONC should expand available data elements, enhance health information export, and advance standardization to improve match rates. 

HHS-ONC-2019-0002-1851, Riske, James , Anthem, Inc, p. 3, 17 
Patient Matching Request for Information (Section X) 
Anthem has these suggestions for additional opportunities to improve patient matching: 
·   We encourage ONC to develop a standardized process for quality assurance of data and create an information guide for patient matching that can be used across the healthcare spectrum. 
·   We would encourage a cell phone number and email addresses to be an additional data element that is added to U.S. Core Data for Interoperability. Additionally, this, and all other data collected for patient matching purposes should be encrypted at rest and in exchange to protect an individual’s identity. 
Health Information Exchange and Care Coordination Across Payers: Establishing a Coordination of Care Transaction to Communicate Between Plans (Section V) 
Anthem believes there is value in the ability for an individual to carry PHI from one health plan to another. Such information would improve care management, reduce administrative burden, and increase competition; however, the suggested length of data (5 years) and implementation date (January 1, 2020) would be difficult to meet without substantial costs and possible unacceptable error rate. Specifically, the ability to do patient matching in a consistent way would greatly inhibit the ability to comply with this proposal. Therefore, Anthem would request a delay of implementation of this requirement until processes to increase the consistency and accuracy of patient matching can be addressed (no earlier than 2022). We are also concerned about the scope of the data request in this proposal being the USCDI data set and wish to clarify that CMS intends this requirement for existing data housed by plans. Currently, health plans do not routinely collect or house all the data elements that would encompass the USCDI data set—and are not the most current source of those data elements. Anthem would appreciate more specific guidance on what data fields would be expected to be transmitted as part of this proposal and would request those data elements align with data that is currently collected and stored by plans as part of current routine business practices (e.g., current diagnoses or active prescriptions). 
At a minimum, in order to build the infrastructure to appropriately map the data from one plan to another and warehouse the volume of data required, we would request CMS consider significantly scaling back the scope of the data required under this requirement during the initial “phase in,” establishing a voluntary demonstration pilot in the first preceding years. Alternatively, plans could be required to begin collecting a “prior carrier” data element that could serve as a log and be used to allow the individual to seek data from their prior health plan directly (rather than create a burden for a new carrier to obtain and map another carrier’s data). 

HHS-ONC-2019-0002-1854, Sage, Jill, American College of Surgeons , p. 53
In coordination with CMS rule, ONC seeks to better understand the patient matching landscape and to identify areas where ONC can assist in standards and technical development, coordination, and innovation. We agree that patient matching is a critical issue, and are concerned with patient safety issues that could occur as a result of inaccurate matching, including but not limited to inappropriate or duplicative care leading to increased costs, increased burden on patient and provider to ensure accurate data in shared records, and incomplete information. In the absence of a legislative fix such as a UPI for this issue, the ACS recommends that CMS and ONC continue to explore alternative solutions for this problem. A standard algorithm hosted in a cloud platform that assesses and determines patient matches based on identifying information, such as name, date of birth, Payer ID, or other unique identifiers could be a stop-gap solution. Further, standard requirements for patient identifiers as part of the USCDI, such as number of digits and inclusion of hyphens, dashes, and apostrophes, could aid in this issue by standardizing the name field in EHRs and apps. However, these options will not solve this problem completely, and ACS encourages a larger legislative fix for this issue, as it will only grow in size as digital technology continues to increase in scope and practice. 

HHS-ONC-2019-0002-1863, Thompson, Kelly, SHIEC, 71
SHIEC recommends that ONC begin researching a required set of patient attributes to standardize patient matching across the country. SHIEC also recommended this approach to CMS under separate comments related to patient matching. This can, and will, help increase patient safety through better matching to facilitate more accurate data sharing, in the continued absence of the ability of ONC to promulgate rules on a unique patient identifier. To that end, patient matching is growing in sophistication very quickly, and the data exchange ecosystem is producing several unique and effective methods, including for example, ADT-fed MPIs from each source with many patient attributes, probabilistic matching algorithms, and other analytics inside the file structure. SHIEC members are well-versed in patient matching and would be happy to participate in a taskforce to explore this work. 
That said, there is not one solution to patient matching, and not one algorithm that is perfect. An accurate data set is just as important, if not more so, than the algorithm behind it. And, there is no right percentage of matching- it will vary, sometimes widely, depending on the data and the data source. SHIEC recommends ONC focus on the data set for matching. 

HHS-ONC-2019-0002-1876, Lamba, Priya, Physicians Advocacy Institute, 7-8
One of the current barriers to interoperability and patient care is patient matching, which can help centralize patients’ EHI in a single file/resource. ONC is seeking input on opportunities for patient matching that can contribute towards coordinated care efforts. 
PAI believes that patient matching is critical so both patients and their physicians can have access to a holistic view into the patient’s health and would allow both parties to make more informed care decisions. Matching claims and encounter data would allow physicians to get a more holistic look at patient health profiles and make decisions based on the totality of the care patients are receiving across the spectrum of medical and health care services. We believe in giving patients more visibility into their medical records and making their information more transparent to them so they can truly be partners in their care. 
However, a key component to patient matching is standardization of data elements and a greater focus on data matching. PAI believes that streamlining the reporting requirements, collection standards, identifying common data elements for state, federal, and other programs, and identifying specific data fields would support better patient matching. However, these efforts should be done with stakeholder input, especially those who must enter the data and who must rely on the data for care delivery. The delivery of health care services is a cross-sector model and it is important that the different requirements from each of the sectors be incorporated and aligned within the EHR and health IT elements of the delivery model. 

HHS-ONC-2019-0002-1880, Mabry, Michael, RadNet, 17-18, 77
The ONC seeks comments on additional opportunities that may exist in the patient matching space and ways that ONC can lead and contribute to coordination efforts with respect to patient matching. 
RadNet recommends the use of a nationwide unique patient identifier to match patient medical records to the extent allowed by statute. 
A method for matching patients to their health information that is reliable, accurate, and practical is needed. The ONC pointed out in TEFCA (version 1), “[w]hen Electronic Health Information is exchanged, the promotion of patient safety begins with correctly matching the data to an individual so that care is provided to the right individual based on the right information.” We agree. The draft Framework envisions the use of “sophisticated algorithms” to connect data to the individual. It is conceivable that such algorithms may struggle when the underlying data are missing or incomplete. We appreciate that HHS is limited in what it can do by statute, but patient matching through a nationwide patient identifier may be more accurate and less prone to data issues. 

HHS-ONC-2019-0002-1884, McVey, Jonathan, Pennsylvania Department of Human Services, 3-5
Inform patients at point-of-care and before maintaining their own health records via portals that providing incomplete data can cause records to not match up, which can affect not only care coordination but the ability for them to fully opt out of information sharing in any such system. If their records don't match their current record, the record might not opt out. Require patients to be informed of the consequences to records matching and ability to completely opt out when they provide minimal or inaccurate demographics. 
Incorporate prior addresses or prior addresses paired with the time those addresses were valid into the patient care record to aid in patient matching. 
Require developers to somehow share with clients such as health information exchanges their matching criteria and the weight of each matching criteria. Organizations need to know where to concentrate their efforts at obtaining complete demographics from their facilities. If they don't know the weight of the demographics or what minimum requirements are needed for a match, this impedes efforts to get facilities to take the time to send them complete demographics or keep complete demographic records at the point of entry. The proprietary nature of algorithms needs to be balanced with the knowledge clients need of how their demographics are used to match patients and where they need to concentrate data collection efforts. If a middle initial is indispensable to the algorithm, the client needs to know. Perhaps there could be a legal agreement that the client will not share that data with the provider's competitors or that requires some minimal disclosure of what data needs to be collected to increase patient matching success. If a client cannot even get the weight of importance of demographic elements, they will be hampered in enforcing demographic collection and quality and patient matching and thus, interoperability as a whole, will be negatively impacted. It would be good to also be able to require developers to add additional demographic fields at the client request for a reasonable fee. It is important to have flexibility in demographics as demographics are the foundation of patient matching which is the foundation of interoperability. 
Consider feasibility of a patient profile matching effort that allows a patient to enter demographic information with ONC or a vendor into a demographic profile and then give their providers permission to link their health record with their ONC or vendor matching demographic profile – universal demographic profile matching. ONC could do this or could procure a trusted exchange to do this nationwide and would be allowed to do this because it's not a unique identifier but a bank of individual profiles of patient demographic info. This wouldn't be an ID but a demographic profile for purposes of healthcare record matching. It would be voluntary. A patient can choose to link their ONC or trusted vendor demographic profile with existing health records at providers or HIEs to say this is my data and I want it to match. The profile can also have an opt out mechanism of some sort. When a patient directs their data link to their profile, HIEs can use the profile linkage as a highly reliable patient matching tool. Alternatively, providers can offer the use of the ONC profile to patients at the point of care and patients can choose whether to use the universal matching profile linkage at each provider. This could be API accessible as well. 
With patient demographic matching used in lieu of a universal patient ID to link records, a risk is presented that a patient's wish to opt out of information sharing may not be honored if the patient matching method fails to match a patient's record as their own. With changing basic demographics from prior addresses to maiden names, this increases the risk that a patient may opt out and yet not be fully opted out because all their records were not identified as the same person and linked. Also, a patient may opt out at one provider or one HIE, but may not be opted out of regional HIEs or a federated HIE or other providers. In counseling patients who call to ask about our consent and opt out policies, it is frequently discovered that patients think they can opt out of our network and be opted out of all networks. It is then explained they must seek out other information sharing networks their providers may have joined and opt out there as well. The use of some type of patient matching profile, like mentioned above could ease patient frustration at navigating the mass of consent policies. It would also ensure when they do opt out that all their records are linked as the same person and included in the opt out and would not allow an overly conservative records linking policy or a failure to match a patient to thwart their consent wishes. Frequently the patients most concerned about privacy also most want to have one easy opt out mechanism and they become very frustrated as to how to opt all their records out as they can't even figure out what entities might have their records in their systems. 
Providers might not be prepared to implement the proposed privacy consenting standards because they lack the technology and because one provider EHR system is often incompatible with another provider’s EHR system (according to many providers). With these issues, there could be unintended consequences. 
The proposed patient demographic record matching might be inadequate because it primarily focuses on EHR transactions, which do not seem to focus on data elements that might be the best for matching. 

HHS-ONC-2019-0002-1888, Pellnat, Christopher, Healthcare Association of New York State, 3, 15-16
Patient identification: 
o ONC should require vendors to share their patient matching rates with providers as part of the Maintenance of Certification; 
o CMS should make claims data available to providers through a FHIR-based API to further patient matching; 
o ONC should support the standardization of some demographic data, particularly applying the U.S. Postal Service standard to the address field; and 
o we support CMS expanding the use of the Medicare ID number and recommend ONC add it to the USCDI. 
Patient matching RFI 
The ONC and CMS proposed rules include complementary requests for information regarding patient matching. We are delighted to see the administration focusing on such a critical issue. The ability to uniquely connect a patient to his or her medical record is paramount for both interoperability and patient safety reasons. 
We note that the term “patient matching” is often used interchangeably with “patient identification,” but these terms have distinct meanings. Patient identification is the ability to uniquely and accurately match a patient to his or her record. Patient matching may be defined as the linking of one patient’s data within and across healthcare providers to obtain a comprehensive and longitudinal view of that patient’s healthcare. Patient matching involves using referential and matching algorithms to link accounts from two separate systems. Without accurately connecting a patient to his or her data, patient safety and interoperability issues would persist. 
Best practice guidelines should be created to include the use of a standardized process for patient identification and capturing patient information no matter where registration occurs. We encourage CMS to continue exploring the possibility of expanding the use of the Medicare ID to improve patient matching. CMS should work with ONC to ensure that vendors, as part of their Maintenance of Certification, are required to share their patient matching rates and other related information. These data could be used to improve and standardize patient matching algorithms. If a biometric is ultimately adopted, it must work in a variety of healthcare settings. CMS should make claims data readily available in a timely manner to providers through a FHIR-based API; doing so would help providers better match patients. 

HHS-ONC-2019-0002-1890, Martinez-Vidal, Enrique, Association for Community Affiliated Plans, 9
ACAP agrees that Patient Matching is a critical component to interoperability and the nation’s health information technology infrastructure. The interoperability rules require stronger process for comparing data from different IT systems to see if data belong to the same that we have today. A failure in matching could be difficult to detect, even for the consumer, and may lead to decisions made on the basis of incorrect information. Medicaid beneficiaries often leverage multiple insurance programs due to changes in eligibility and may be at higher risk of a failed match. 

HHS-ONC-2019-0002-1892, Anonymous, , 70
Clearly having a single unique patient identifier model across the US is too controversial, so it does make sense to develop models to start intelligently guessing, which, in fact, justifies the need to collect more information about Americans and store it in more places that the public does not know about. 

HHS-ONC-2019-0002-1895, Fontaine, Katelyn, Medical Information Technology, Inc (MEDITECH), 100-102
We seek input on the potential effect that data collection standards may have on the quality of health data that is captured and stored and the impact that such standards may have on accurate patient matching. 
In general, standardized data collection and formatting makes it easier to match patients across systems, as even such formatting as the differences between “100 South First Street” and “100 S 1st St” can confuse a matching algorithm. We support efforts to define more standard data elements and to constrain the formatting for those elements to aid in consistency. 
We seek input on what additional data elements could be defined to assist in patient matching as well as input on a required minimum set of elements that need to be collected and exchanged. 
We support the inclusion of phone number and address elements in the USCDI demographic dataset. We caution ONC, however, that, especially as demographic elements are added, it becomes less likely that any one patient will have all of those elements: certain populations do not have a phone, an email address, or even a physical address. Therefore, any discussion of a minimum dataset should consider how to account for these populations. Additionally, ONC should balance the need for a minimum data set with the documentation burden that could be introduced by requiring it. No minimum should be required without specific evidence supporting that minimum. 
We also suggest that ​ONC work with providers to educate them -- specifically within the context of patient identification and matching -- on the value of collecting as much as possible of this data, as it cuts down on back-end data cleanup, incomplete data sets, etc. There are several recent studies (from Intermountain, The Sequoia Project, The Pew Foundation, and RAND) that demonstrate that improved data collection, standardized fields, and key fields wherever possible (such as validated cell phone numbers) substantially improves matching. Sharing this information with clinicians and other staff documenting patient demographics would help them better understand the return for what they consider to be unnecessary work. 
We seek input on whether and what requirements for electronic health records could be established to assure data used for patient matching is collected accurately and completely for every patient. 
We remind ONC that generally, data collection is a process owned by the healthcare delivery organizations, as is the data itself, not the electronic health record developer. Developers can facilitate the collection and use of this information, but we do not own or in most instances control the data. 
We seek comment on potential solutions that include patients through a variety of methods and technical platforms in the capture, update and maintenance of their own demographic and health data. 
We too are interested in exploring solutions that include patients. If ONC pursues the use of data held outside organizations for the purposes of patient-driven matching, we believe ONC should provide guidance to those data sources about the need to protect such data and support patient privacy and consent. 
We seek input on transparent patient matching indicators such as database duplicate rate, duplicate creation rate, and true match rate, for example, that are necessary for assessment and reporting. 
We support more standardized metrics for patient matching, we question the necessity of requiring organizations to go through the bookkeeping exercise of defining, collecting, publishing, and updating these metrics, especially given the overall value of these metrics compared to other metrics more directly tied to clinical outcomes. 
We also note that certain settings may lead to performance that are not easily generalizable when compared across other settings. For example, an extremely busy emergency department might routinely create temporary records for new arrivals that are later merged back into existing patient records once the patient is stabilized and more information can be collected. Such a setting would have inflated duplicate creation rates, compared to a specialty setting that only takes referrals; similarly, an EHR that supports this workflow would have higher duplicate creation rates than one that doesn’t. 


HHS-ONC-2019-0002-1901, Musker, Joseph, Centene Corporation, 6
Centene serves many members that may enroll for discrete, non-continuous periods of time, or enroll in one Centene product and then later enroll in another (e.g., due to additional benefits qualification, by moving between Medicaid and the individual market, or by moving from state to state and being covered under different Medicaid plans). We have recently completed the development of a Master Patient ID (MPI) across our entire enterprise which will allow us to link historical data as members are covered under different products so that we can provide more robust, longitudinal member support. For example, we expect that this will be extremely valuable for care coordination and management. 
Based on this experience, we would encourage CMS to consider creating a CMS-wide identifier or master patient index for Medicare, Medicaid and FFM products as patient matching will be different for each payer and provider; this creates administrative burden and expense for all participants in the health care system. While we understand barriers to a national unique beneficiary identifier, we believe that this would be an optimal solution to multi-product, multi- issuer patient matching, and enable improved continuity of care for members. 

HHS-ONC-2019-0002-1914, Reid, Matt, American Medical Association, 126-127
The absence of a consistent approach to accurately identifying patients has resulted in significant costs to the health care system. Patient identification errors often begin during the registration process and can initiate a cascade of errors, including wrong site surgery, delayed or lost diagnoses, and wrong patient orders. As data exchange increases beyond traditional medicine, patient identification and data matching errors will become exponentially more problematic and dangerous. Precision medicine and disease research will continue to be hindered if records are incomplete or duplicative. Accurately identifying patients and matching them to their data is essential to coordination of care and is a requirement for health system transformation and the continuation of our substantial progress towards nationwide interoperability. The AMA shares the goals of CMS and ONC in increasing patient matching to improve patient safety, to better coordinate care, and to advance interoperability. 
The above-referenced Sequoia Project document addresses this issue in detail, including, notably, a maturity model for intra-organizational and cross-organizational processes to enhance patient matching accuracy, including rigorous information governance. Overall, the biggest opportunity to immediately enhance matching rates is standardized formats for demographic data among data sharing participants. Additional data elements to improve patient matching efforts may include: Maiden Name, Multiple Birth Indicator, Birth Order, Telephone Number types, and Email Address(es). We also highlight the importance of consistently defined and used format constraints. 
Data Collection Standards 
Proper and consensus-drive data collection standards may improve the quality of health data that is captured and stored. As with any standards development, having consistent and clear terminology facilitates electronic data collection at the point of care; retrieval of relevant data, information, and knowledge; and data reuse for multiple purposes. 
Beyond data collection standards, patient matching software and algorithms may increase the likelihood of accurate data capture. Before any technology is required, any technology should be properly validated with proper indicators. Moreover, to improve data collection, ONC and CMS could create educational and training materials for all levels of administrative staff. This may include incorporating the usefulness of data for detecting and addressing health care needs into the training of health professionals, administrative staff, and hospital and health plan leadership. Despite differences among health care settings, standardizing specific components of data collection through education within each organization will facilitate staff training processes. 
Minimum Set of Elements 
Important data elements that should be considered as a minimum set of elements that should be collected and exchanged are first name, last name, date of birth, sex, and either zip code (first 5) or phone number. The Sequoia Project conducted a case study analyzing different identity traits for completeness (the percentage of the combined traits that had all the data present in the patients’ records) and uniqueness (percentage of matches that resulted in a unique match).38 The combination of the above identity traits allowed for the creation of an algorithmic rule essentially stating that if these traits are available, these traits should be used to match across organizations. 
	Combination of Traits 
	Completeness 
	Uniqueness 

	first name, last name, date of birth, sex, and either zip code 
	91.1% 
	99.2% 

	first name, last name, date of birth, sex, and phone number 
	76.2% 
	99.5% 


Requirements for EHRs 
As above, the AMA supports a minimum set of elements that should be collected and exchanged: first name, last name, date of birth, sex, and either zip code (first 5) or phone number. 
Pediatric Record Matching 
Significant challenges exist with respect to neo-natal and pre-natal patient matching, including a potential lack of a name or even a birth date. Multiple birth persons present challenges with the same date of birth, address, mother’s maiden name, and potentially similar names and identifiers between newborns. Moreover, newborns do not have a social security number or government-assigned identification at the time of birth. CMS should consider standard adoption; information governance, process, and technology; vendor capture of multiple birth indicator; and creation of a medical record prior to a birth event to handle the unique matching issues related to pediatrics. 
Patient Engagement 
We believe that involving the patient in data entry, correction, and maintenance can maintain and enhance patient data integrity over time. This approach includes making it a practice to ask the patient at every visit (and training staff on the value of doing so) whether their address or phone number has changed and also having the patient review their demographic information to ensure its correctness. Patient portals and other self-service applications can also help patients understand the extent of their identity completeness and how it can be increased. Accurate patient matching is a pre-requisite for the ability to enable patients to become more engaged in their data exchange. 
Use of USCDI 
The AMA believes that ONC should coordinate with CMS to advance more standardized data elements for patient matching by leveraging the USCDI. Additionally, ONC and CMS should work together to establish guidance surrounding common issues that could be resolved by standardization, such as the following: 
· Recording names with spaces, hyphens, or apostrophes; 
· Listing addresses in single or separate fields (e.g., separately street names from the city and state); 
· Including special characters in phone numbers; and 
· Handling missing data for fields (e.g., SSN, email address). 
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