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Use Cases Tiger Tea@harter

A Goals:
» Define a key set of use cases for healthahrectories

» Prioritize those uses cases in suggested order of implementation

A Healthcare directories should be considered as broadly as possible, encompassing all
potential stakeholders, users, amadtors

A "Use cases" should define the functionality of healthcare directories as observed by
users; they should describe business proceassepposed to detailed technical
requirements

A Notechnical architecture, technical standard, or geographic scope should be assumed;
the discussion should be generalized to any scope, architectunepbementation

A 1t is not the purpose of this Tiger Team to define an architecture; however, use cases wil
inform requirements for an architecture for the Architecture Tigeam

A It is not the purpose of this Tiger Team to define details of the data elements required to
address identified use cases; however, Highvel data requirements should be defined to
inform the Data Elements Tiger Team
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Use Cases

A Basic Information Exchange

» Al. Enable electronic exchange (e.g. discovery of electronic end points suc
as IHE/EHR endpoints, FHIR server URLs, Direct addresses)

» AZ2. Find an individual and/or organization (even if no electronic end point i
available)

A Patient/Payer focused

»

» B2. Relationship between provider and insurance plan (insurance acceptec
or plan and provider (network)

»

»

—
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Use Cases (Cont.)

A Care Delivery / Value Based Care
» C1. Provider relationship with a patient (e.g. for alerts)

» C2. Provider relationship with other providers in context of a patient (e.qg.
care team communications)

A Other

» D1. Provider credentialing

»

»

———
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Data Elements Tiger Team

A Logical Groupings:

»

»

»

»

»

»

»

The Office of the National Coordinator for
Health Information Technology

Demographics (e.g. name, gender, DOB, type)

Contact information (e.g. phone, email, fax, purpose of each)
Location (e.g. addresses, hours, contact info, purpose)
|dentification (e.g. unique ID/type)

Education/license (e.g. education, license information, tax ID)
Relationships (e.g. parewghild, individualorg, role)

ESl/electronic end point

ot




Data Elements Tiger Team

Validation Considerations:
» Type » Alert to changes

» Status » Reporting process (if

» Primary source(s) validation fails)

» Fallure (fatal, warning,
» Secondary sources

other)
» Frequency » Audit Trail
» Last completed » Effective

» Process (recommended
and alternative)

The Office of the National Coordinator for
Health Information Technology




Architecture Tiger TeamDraft Architectural Components

A Architecture Overview
A Exchange
» Define transport processes (e.g. REST, SFTP, SOAP)
» Define exchange processes (e.g. pull, push)
» Data aggregation (e.g. batch, reahe)
» Bandwidth considerations
A Restricted information
» Handling of core information
» Handling of use case specific information

» Define requirements for restricting information

The Office of the National Cnordin®
Health Information Technology




Architecture Tiger TeamDraft Architectural Components

A Restricted information (contd.)
» Labeling of restricted information
» Handling of restricted information (e.g. access controls)
» Flow down of restrictions
A Populations
» Define population requirements
» Define process to request population

» Define preprocessing process

The Office of the National Cnordin®
Health Information Technology
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Architecture Tiger TeamDraft Architectural Components

A Security
» Define security requirements
» Define identity, authentication, and authorization processes
» Signing and encryption
A Inputs
» Define primary source exchange options

» Define attested information submission options

The Office of the National Cnordin®
Health Information Technology
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Interoperabllity Tiger Team

A Project Scope Statement (AS8bmittedc minor revisions requested

A Scope:

» The development of a FHIR based implementation guide to enable the exchan
of validated healthcare directory information between a reference source (e.g.
YIEGA2YlFf RANBOGZ2NEBO YR Gf20Fft¢ 62N

» The exchange will include validation information to communicate the timing,
source(s) and validation method for all of the significant elements of the
healthcare directory.

» The implementation guide shall include constrained exchange content,
conformance statements, and exchange methods

The Office of the National Cnordin®
Health Information Technology

12



¢2 RI @ Q8 Qridésfydipdatas? y

A The Sequoia ProjectEric Heflin
A DirectTrust David Kibbe and Stephen Weiss

A MichiganHealth Information Network Shared Services (Mikt]N&ff
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The Sequoia Project is a trusted, independent
convener of industry and government

Works to address the challenges of secure, interoperable
nationwide health information exchange (HIE).

060

SECURE INTEROPERABLE NATIONWIDE

segquoia
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The Sequoia Project® Healthcare Directory

A Based on the Argonauts workgroup

A Went live February 2017

A EndPoinis a contained resource of Organization resources
A Extensions include additionBEhdPointdata elements for

Use cases supported

|
i Technical transaction information
I Version

:
.
|
|

PurposeOfUse
Role

IPA

More

A Supports JSON and XML

the .
SequoOla

16 ©Copyright The Sequoia Project. All rights reserved. project



The Sequoia Project® Healthcare Directory

A SamplePurposesOfUsextension:

<I--PurposesOfUs¥alue Set for SAML header and/or access control
<extensionurl="PurposesOfUse
<valueCodeableConcept
<coding>
<system value="https://sequoiaproject.orgfructureDefinitionEndpoint/Purposes(
<value value="Treatment"/>
</coding>
</valueCodeableConcept
</extension>

the .
SequoOla
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The Sequoia Project® Healthcare Directory

A SamplePurposesOfUsextension:

<!I--Version of the service as per the eHealth Exchange specificattons
<extensionurl="Version">
<valueCodeableConcept
<coding>
<system value="https://sequoiaproject.or8fructureDefinitionEndpoint/Version/1.
<value value="2.0"/>
</coding>
</valueCodeableConcept
</extension>
<I--Initiative specific list of use cases suppored
<extensiorurl="UseCasés
<valueCodeableConcept
<coding>
<system value="https://sequoiaproject.or§tructureDefinitionEndpoint/UseCasd$
<value value=QueryBasedDocumentExcharnge e ,
SEJuUOla
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Implementation Guide Available

0213 \\ the .
updated 2047 L sequola
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Thank Youl!

Eric Heflin
eheflincat- sequoiaprojectdot- org

séquoia
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Provider Directory Data Aggregation Service

April 14, 2017
DirectTrust.org

www.DirectTrust.org
1101 Connecticut Ave NW, Washington, DC 20036



http://www.directtrust.org/

1\‘%
s DirectTrust T ot s

L
e

' i .:\;:JJN \
L R L 7 "L The DirectTrust Network
\ ';;:':H(‘()‘:T:: ' HCO) HeD T R 7
= B ] :;_';: m'() @ N' i -”(();: 2’
@ B @ = . 300+ Direcenabled,

ONC certified EHRs & PHRs
71,000 health care organizations
50+ HIEs in 20 states

5 Federal Agencies

1.4 million Direct addresses

166 MM transactions by end 2016
Estimated over 200 million in 2017
Replacing fax, courier, mail for
transport of PHI data and info

To Joo To To Po T o o I
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http://www.directtrust.org/

DirectTrust Directory Services Architecture

Customer O
Customer . . .
Q
Customer e .
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DirectTrust
Directory Services
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Dlrect I rust The most trusted names
‘ in healthcare exchange.
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DirectTrust recognized the need for a
member Provider Directory Aggregation
Service to advance adoption of Direct

Participation is voluntary and open to all
DirectTrust accredited HISPs for use by
them and their customers

Single Provider Directory Data Sharing
Agreement to publish and subscribe with
multiple trading partners, eliminating the
need for oneoff agreements and data
feeds, assuring privacy of data, no
spamming, etc.

Pilot started as a proof of concegtesting
technology and desiggkeep it simple!

Policy and governance are defined by
member consensus

www.DirectTrust.org

1101 Connecticut Ave NW, Washington, DC 20036


http://www.directtrust.org/

Dlre Ct I I‘u St The most trusted names
& in healthcare exchange.

ADirectory Aggregation Service Pilot Statistics
As of April 7, 2017
A Twenty Two HISPs (to date) have signed up

A Sixteen HISPs are live contributing and receiving aggregated
Data

A Two HISPs are actively testing
A Just over 560,000 Direct Addresses in the Directory Service
A Working with the other HISPs on enrollment

A Software/technology working without issues

www.DirectTrust.org
1101 Connecticut Ave NW, Washington, DC 20036
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I'ect I I'u St The most trusted names
in healthcare exchange.

A Simple works.

A HISPs, EHRs PHRs, and HCOs are often very worried about
release of Direct addresses to third parties, which might
encourage junk mail, spamming, unrequested messages

A As use of Direct grows, so does the demand for basic provide
directory information, not only in private sector but for federal
agencies

AtKdzas GKSNB A a-21F FESWEHBNDS Slyy
reliability, currency, curation of the data and its allowed and
prohibited uses

A No one wants to pay for directory services! (or not much,
anyway)

A Will there be increased %rp@épgmgr additional data model
Components? 1101 Connecticut Ave NW, Washington, DC 20036 25
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Mutual TLS is used to provide system
security

Participating HISPs upload their Direct
Addresses in a CSV File

Two Interfaces are supporteginteractive
and RESTful API

HISPs upload their data and download
aggregated Directory

A HISPs must contribute by uploading
their data to participate

Edit Checking Verification Reports availabl
for uploads

A As file is uploaded the file is checked
for compliance with format. A report
of the edit check process is available
for download to the HISP

www.DirectTrust.org
1101 Connecticut Ave NW, Washington, DC 20036
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DirectTrust.org (active)

oD Welcome Contribute Publizhed

,‘ﬁvﬁ
£

%

Welcome to the

DirectTrust Direct Directory oo;

self service web application

Contribute

The Directory iz composed from contributions of data
files. Data iz contributed ta the system by uploading
CEY files to the server. Head to the Contribute function

to update data.

Contribute »

Published

The Directary iz published on a daily basizs. Files
containing the camplete directary are availakle. Daily
dettaz of the Directory are alzo provided. Gao tothe
Publizhed area to viewy the available artifacts.

Published =

www.DirectTrust.org

[
Dlrect I ru St The most trusted names
in healthcare exchange.

Help

Download

Publizhed aritacts are proavided in both C=% and LDIF
format in compressed form. Begin a dovwnload fram the
Publizshed area.

1101 Connecticut Ave NW, Washington, DC 20036
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DirectTrust .org (active)

DO welcome Contribute Publizhed Help

Contribute o

Select a file

Details

Format
Directory data is contributed in & CS% format. Detsils of this format can be found in the Help CF section.

Schedule

Contributions received prior to 10:00 PM EDT are proceszsed for incluzion inthe full directary for the fallowing day.
Mewy directary data is publizhed daily at 2:00 AM EDT.

www.DirectTrust.org
1101 Connecticut Ave NW, Washington, DC 20036
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A Select a file to upload

Loak. in: | == Directory Data v| 2 e -

MY HISP Direcktary Data

by Recent
Documents

®

Dreskiop

by D ocuments

%

My Computer
File narne: |MY HISP Directory D ata hd | L Opet J
@ Filez of tupe: |.-'1'-.II Filzs - | [ Cancel ]
My Meatwark [] Open as read-only

www.DirectTrust.org
1101 Connecticut Ave NW, Washington, DC 20036



http://www.directtrust.org/

7
-e@DlI'ectTrust e st e
»

A Upload the file

Lhirect Irust.arg (gctive)

DD Welcome Contribute Publizhed Helgp

Contribute (i ]

Lpload or Cancel

Upload = Cancel =

File name DD Directory Full.csw
MIME type /& applicationtynd ms-excel
Size 121.7 KB
1] & pending »

www.DirectTrust.org
1101 Connecticut Ave NW, Washington, DC 20036
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A File Upload confirmation

DirectTrust.org (@ctive)

DD wyelcome Cortribute  Published Help

Contribute o

Upload complete

File name MY HISP Directory Data.csv
MIME type /A applicationnd ms-excel
Size 121.7 KiB
e Link to procesing
1] cEEE379-9525-421 8-a375-Te7 83 fdbe Sad .
results Log File

www.DirectTrust.org
1101 Connecticut Ave NW, Washington, DC 20036
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A Code example; Upload Directory Data

A curl--cert client.crt--key client.key-data-binary @data.csv
https://directory.directtrust.org/dd/api/contribute

A Code example; Download Parsing Log File

A curl--cert client.crt--key
client.keynttps://directory.directtrust.org/dd/api/report

A Downloading Aggregated Directory File Just As Easy
A User Guide has instructions and illustrations

www.DirectTrust.org
1101 Connecticut Ave NW, Washington, DC 20036
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A Easy to get started 4 step process
I Execute Directory Data Sharing Agreement
I Enrollment (submit sel§igned org cert and contact info)
I Test Directory Data Uploads
I Golive

www.DirectTrust.org
1101 Connecticut Ave NW, Washington, DC 20036
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David C. Kibbe MD MBA
President and CEO DirectTrust.org
David.Kibbe@DirectTrust.org

913.205.7968

q\w*;
Stephen Weiss é DlreCtTrUSt

Managing Director @, -
Stephen.Weiss@DirectTrust.org N
516.782.6305

Admin
Admin@DirectTrust.org

www.DirectTrust.org
1101 Connecticut Ave NW, Washington, DC 20036
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Overviewof MI c hil gan
Statewide Health Directory

Scalable, standards-based solution to manage
healthcare provider information and enable
accurate, secure exchange of health information

% MiHIN

Shared Services

This'work made possible by funding from the Michigan Department of Health and Human Services
Copyright 2017 - Michigan Health Information Network Shared Services 35






