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§164.514 (e)(4)(ii) For a request that is made on a routine and recurring basis, a
covered entity must implement policies and procedures (which may be standard
protocols) that limit the protected health information requested to the amount
reasonably necessary to accomplish the purpose for which the request is made.
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Notice of Privacy Practices (Current State)

§164.520 Notice of privacy practices for protected health information.

(a) Standard: notice of privacy practices.

(1) Right to notice. Except as provided by paragraph (a)(2) or (3) of this section, an individual has a right to adequate notice of the uses
and disclosures of protected health information that may be made by the covered entity, and of the individual's rights and the covered
entity's legal duties with respect to protected health information.

CHLA

Research - Under certain
circumstances, we may use and
disclose your health information
for research purposes. For
example, we may disclose your
information to researchers
preparing to conduct an
investigation, to help them look
for patients with specific medical
conditions. But, in nearly all other
cases, we

will need your written
authorization for research.

DHS

Research — Your health information
may be provided to a researcher if you
authorize the use of your health
information for research purposes. In
some situations, your health
information may be released without
your authorization to researchers
preparing a research protocol or if our
Institutional Review Board (the group
that makes sure human subjects are
protected during research) determines
that an authorization is not required.
We may also provide limited health
data (not containing your name,
address, or other direct identifiers) for
research.

Keck

Research:

We may disclose health information
without your authorization for certain
research purposes. For example, we may
disclose your information to researchers
preparing a research protocol or if our
Institutional Review Board committee
determines that an authorization is not
necessary if certain criteria are met.

We also may provide health information
about you (not

including your name, address, or other
direct identifiers) for research, public
health or health care operations, but only
if the recipient of such information signs
an agreement to protect the information
and not use it to identify you.
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SOPs for Obtaining Documentation of a Waiver of Authorization (Current State)

iISTAR Submission and Approval Procedures

Application for Authorization Waiver

HIPAA Analysis

Purmpose

PHI data elements necessary

Patient population criteria

Personnel with PHI access

Data Protection Plan

Data Destruction Plan

Application for IRB Approval of Study

Purpose

Protocol

Consent documents

Legal agreements

Personnel obtaining consent

Common Rul

Key

Activities subject to HIPAA
terms of handling PHI
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Vj Waiver

§164.512(i)

Documentation of Waiver

v" Minimal risk to privacy

v" Minimum Disclosure

v' Adequate Data Protection Plan

v/ Signature

PHI data elements necessary

Patient population criteria

Avrmm

A -
Approval "| Personnel with PHI access
Data Protection Plan
B Data Destruction Plan

ﬂ Study

IRB

Approval

\ 4

Approved Study Data

IRB Number

Safe Harbor Data Elements
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SOPs for Provisioning Data After Authorization Waiver Has Been Obtained (For Discussion)

Cohort Discovery (Approved)
§164.514 (b)(2) — IRB CHLA-15-00133 HS-14-00903

Safe Harbor

De-ldentified

deidentified
Patient ID list

deidentifid

Researcher Working Environment
Consistent with Data Protection Plan and Security Rule §164.306 (Security Approval Pending)

Patient ID list

Researcher with
Cohort Discovery Tool

1. Use de-identified data to
create technical criteria for
extracting minimum necessary
patient list for submission to
iISTAR

Key

Activities subject to C.F.R.
§164 terms of disclosing
PHI

Activities using only fully
de-identified data

IRB Number
Safe Harbor Data

research team creates de-identified data set consistent with IRB: | PHI Link Key
PHI Link Key
Approved PHI Data
IRB Number Researcher

A programming
iISTAR PHI Provisioning Procedures (Proposed) 3
> Application for Data Provisioning Q
De-identified list of Patients - >

IRB Number

Destination Environment
A

§164.512(i)

Documentation of Waiver

v' Minimal risk to privacy

v" Minimum Disclosure

v' Adequate Data Protection Plan

v’ Signature

PHI data elements necessary

Patient population criteria

Personnel with PHI access

2. Extract Approved PHI from Database
v' Verify that technical criteria from

Honest Broker

research match minimum necessary
text criteria from waiver
documentation

ANENENE

Link Key
»{ Approved PHI
IRB Number

IRB Administrator

Administrator moves PHI via secure transfer
Access Permissions: Approved Staff Only
Data Content: Approved PHI Data Elements
Data Content: Approved Patient Population
Destination environment meets approved

data protection plan

Honest Broker Working Environment
Proposed APP-15-02338 Security Approval Pending

Consistent with Security Rule §164.306
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§164.514 (c)

k)

Protected Health
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Honest Broker Certification Program
(Proposed APP-15-02338)

Human Subjects

HIPAA

Database proficiency training

IRB Approval as Honest Broker staff
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