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Medical Imaging procedures are involved in 28.7% of patient encounters 

 

7.7% of images were repeated within 90 days 

 

Connectivity reduced the odds of repeated imaging by 25% 

 

Industry is aggressively transitioning to cloud based image sharing systems 

 

Medical Imaging could be the catalyst to 
establishing a global network of trust for 

medical records 
* Am J Manag Care. 2014;20(11 Spec No. 17):eSP16-eSP24 

Medical Imaging is common and 

costly 

http://www.ajmc.com/journals/issue/2014/2014-11-vol20-sp/health-information-exchange-and-the-frequency-of-repeat-medical-imagingsthash.Ir0qqORJ.dpuf
http://www.ajmc.com/journals/issue/2014/2014-11-vol20-sp/health-information-exchange-and-the-frequency-of-repeat-medical-imagingsthash.Ir0qqORJ.dpuf
http://www.ajmc.com/journals/issue/2014/2014-11-vol20-sp/health-information-exchange-and-the-frequency-of-repeat-medical-imagingsthash.Ir0qqORJ.dpuf
http://www.ajmc.com/journals/issue/2014/2014-11-vol20-sp/health-information-exchange-and-the-frequency-of-repeat-medical-imagingsthash.Ir0qqORJ.dpuf
http://www.ajmc.com/journals/issue/2014/2014-11-vol20-sp/health-information-exchange-and-the-frequency-of-repeat-medical-imagingsthash.Ir0qqORJ.dpuf


Introducing Health Genesis 

Identity management via public key cryptography 

 

Authentication via digital signatures 

 

Authorization via smart contracts 

 

Bridges RESTful standard API’s to blockchain 

 

 

 
Health Genesis bridges existing Health IT 

investments into the new world of blockchain, 
global access and patient controlled data 



Use Case: Provider to Patient Sharing 

1) Get Studies 
<https> 

2) Create Contract 
<transaction> 

3) Discover Contract 
<event> 

4) Get Study 
<https> 

5) Check Contract 
<query> 

AuthProxy 
<Meteor> 

ShareApp 
<Meteor> 

Viewer 
<OHIF Viewer> 

Orthanc 
<DICOMWeb> 

Architecture is generalized for sharing 
any URL based resource between any 

users – patients and providers 

PhrApp 
<Meteor> 

patient 
staff 

Provider Intranet 



Use Case: Provider to Provider Sharing 

1) Get Studies 
<https> 

2) Create Contract 
<transaction> 

3) Discover Contract 
<event> 
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<https> 

5) Check Contract 
<query> 

AuthProxy 
<Meteor> 

ShareApp 
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Viewer 
 

Orthanc 
<DICOMWeb> 

Architecture is generalized for sharing 
any URL based resource between any 

users – patients and providers 

EMR 

physician staff 

Provider A Intranet Provider B Intranet 



Demo 
 

 

 

 

Note: All code was written during the 24 hour code-a-thon period and available on 

github 



Docker Deployment 

We provide a complete Docker-based container deployment 
• Health Genesis Applications 

• Modified OHIF Viewer 

• Private Ethereum Network (10 pre-built identities) 

• Orthanc Image Archive 

• Mongo Database 

 

Works on Linux or Mac OS X 

 

 

 

 

 



• Digital Wallets integrate with an application to prove a person’s identity 

• Currently available solutions: 

– MetaMask (browser extension) 

– uPort (mobile app + APIs) 

– Mist (custom browser) 

• Identity is established through proof of private key ownership – wallet signs a 
message using person’s private key, which can be validated by an application 
using the public key 

• Application stores person’s blockchain address as user identifier 

• Off-chain data is associated with blockchain address using traditional database 

 

Identity Management 



Message Signing 



Authorization Details 



Authorization Checks 

checkTimeStamp() 

 prevents replay attacks 

 

checkOwner() 

 makes sure the smart contract was issued by this resource owner 

 

checkRecipient() 

 makes sure the caller is who they say they are  

 make sure the caller is the recipient in the smart contract 

 

checkUrl() 

 make sure the URL matches what is in the smart contract 
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Staff patient/login screen 



Staff registration 



Staff authentication using digital signature 



Staff search by MRN 



Staff share to patient/provider identity 



Patient registration/login page 



Patient authenticate via digital signature 



Images shared with patient 



Patient authenticates using digital signature 



Patient accesses images 


