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[bookmark: _Toc52201670]Introduction & Background
The purpose of the FHIR at Scale Taskforce (FAST) is to augment and support recent HL7® Fast Healthcare Interoperability Resources (FHIR®) efforts focused on ecosystem issues that, if mitigated, can accelerate adoption. A number of regulatory and technical barriers, as well as required core capabilities, have been identified related to the Exchange Process. This document will outline proposed solutions specifically related to exchange across a hybrid intermediary/non-intermediary model using contemporary FHIR approaches while accounting for existing patterns and models. 
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[bookmark: _Toc52201671]Current State Overview
Prior to the rise in adoption of FHIR, the standards available for exchange, as well as those addressing intermediary routing issues, were often prohibitively complex and didn’t allow for in-workflow integration.  FHIR is a contemporary integration model that allows the FAST team to simplify those exchanges.
In today’s environment, FHIR integration is typically point-to-point without the need for routing meta-data.  In addition, given the point-to-point model, it is typically obvious who the requester and responder are without the need for multi-hop routing data.
As FHIR scales and given that an intermediary/multi-intermediary hybrid model is being accounted for by other tiger teams, the need to support reliable multi-hop routing is planned. 

[bookmark: _Toc52201672]Problems to be Solved
The following technical and regulatory barriers to the Exchange Process identified by the FAST team were found to impede the adoption of FHIR at scale and will be the basis for FAST-proposed scalability solutions:
1. Use of Different Identifiers: The metadata will need to have a standardized identifier set and attribute name (NPI, Payer ID, etc.). Routing engines will expect consistent attribute and identifier sets to route information.

2. Synchronous and Asynchronous Models: Both models need to be supported with reliable routing. The model will need to support both push and pull models in synchronous and asynchronous patterns.

3. Hybrid Environments: The environment will consist of both dynamic point to point and intermediary models. The model must support transactions over both dynamic point to point and intermediary brokered models.



[bookmark: _Toc52201673]Recommended Future State & Intermediate Steps
The recommended future state is one in which point-to-point (with intermediation) is supported and one in which intermediation interoperability is equally supported.  API integration models are typically based upon a micro-service build once, reuse often approach.  Connections are typically made between trusted endpoints without the need for an exchange intermediary.  Given the nature of health care, there is a strong precedent for intermediated exchange (i.e., clearing house or HIE) in which said intermediary abstracts complexity from health care exchange and provides other technical and business value add service. 
In the FHIR model the need for technical abstraction is less, but it is anticipated that partners may continue to leverage an intermediary model for the technical and business operations value add.  Thus, we are providing a preliminary proposal to support both, though use of intermediaries is not required.  

[bookmark: _Toc52201674]Proposed Solution Overview
Through use case development and barrier definition, the FAST team has determined that the following core capabilities related to the Exchange Process need to be satisfied as we propose a set of solutions that will accelerate FHIR adoption at scale. Please note the following solutions are not mutually exclusive.
	Core and Level 2 Capability
	Proposed Solution(s)

	1. Reliable Message Delivery
a. Intermediary routing (using metadata)
	Proposed Solution 1 (Minimum Required) – RESTful Headers
Alternate Proposed Solution 2 (Optional Ceiling) – Meta Tags in Base FHIR Resource 
Current State: Point to Point Model
Others Considered and Not Selected (In Appendix)
· FHIR on Block Chain
· Destination Specific Endpoints Using Intermediaries
· “Lightweight” Provenance




[bookmark: _Toc52201675]
Proposed Solution 1 (Minimum Required): Cross Intermediary Routing Using RESTful Headers
[bookmark: _Toc47433185][bookmark: _Toc50022638][bookmark: _Toc52201676]Overview & Description
In the FHIR model the need for technical abstraction is less, but it is anticipated that partners may continue to leverage an intermediary model for the technical and business operations value add.  Thus, we are providing a preliminary proposal to support both, though use of intermediaries is not required.  
This solution represents the “classic” intermediary model, where the intermediary acts on behalf of both sides of the exchange.  The data requestor does not know the recipient’s endpoint, but they can send the request to an intermediary who routes the request to the appropriate endpoint to retrieve data.
Within the context of exchange, metadata refers to routing information that is carried along with the transaction so that it can reliably route across multiple ‘hops’ and arrive at the appropriate destination (e.g., NPI, Payer ID, etc.)  

This differs from the FHIR definition of meta data, which refers to data that describes the FHIR resource being exchanged:

Resource.meta: The metadata about the resource. This is content that is maintained by the infrastructure. Changes to the content might not always be associated with version changes to the resource.[footnoteRef:2] [2:  FHIR Specification v4.0.1, https://www.hl7.org/fhir/resource-definitions.html#Resource.meta] 


Supporting Diagrams & Flows
The following solution represents the preferred approach to use RESTful header parameters to send originator and destination, because it can be used consistently across all exchange scenarios (i.e., in scenarios where actors use a FHIR Operation to initate the transaction, they are not necessarily sending a resource and would not be able to send routing information using Alternate Solution 2, Cross Intermediary Routing Using Meta Tags in Base FHIR Resource).
Routing identifiers are placed in the RESTful header
· X-Originator and X-Destination
· See http://build.fhir.org/http.html#custom for Custom Headers 
· Recommendation to use the referenced Custom Headers in conjunction with the solution’s proposed X-Originator and X-Destination headers
Deferred:
· Inclusion of ID qualifiers
· Taxonomy for identifiers or definition of the context

[bookmark: _Toc50022639][bookmark: _Toc52201677][bookmark: _Toc50022640][image: ]Note: Coverage Requirements Discovery could be an example worflow


	
ID
	Description
	Notes

	1
	System creates request, and ‘forwards’ it using metadata to the intermediary
	· There could be one or multiple intermediaries
· Intermediary Capability Actor is a generic FHIR endpoint (i.e., not specific to an entity)

	2
	Intermediary needs to interrogate metadata to forward message to the appropriate receiver
	Metadata examples:
· Payer ID
· Organizational identifier
· NPI
· Originator ID
· Other

	3
	Request processed and returned with routing metadata
	

	4
	Response routed to requestor
	





Solution Advantages:
Common pattern, used for many years in healthcare and other industries
Lightweight
Works even when doing GET or POST (i.e., searches or matches), so if there’s no FHIR resource being exchanged (it’s an operation, not a resource) then routing information is still available
Universally usable, regardless of FHIR Transaction – FHIR-agnostic
Solution Disadvantages:
If routing information is in the RESTful header, it’s not part of the native FHIR transaction – once the FHIR transaction is persisted on FHIR servers, the routing information is not necessarily part of that (it’s part of the RESTful headers)



[bookmark: _Toc52201678]Proposed Alternate Solution 2 (Optional Ceiling): Cross Intermediary Routing Using Meta Tags in Base FHIR Resource
[bookmark: _Toc47433188][bookmark: _Toc50022642][bookmark: _Toc52201679]Overview & Description
Supporting Diagrams & Flows
This alternate solution describes the use of meta tags within the base FHIR resource to send routing metadata (i.e., Originator, Destination).  This solution should be used when both actors agree they want to persist the routing information inside of the FHIR resource for reporting or auditing.
The FAST team recommends that Solution 1 - RESTful headers, always be used.  However, Solution 2 – Meta Tags could be used as an optional addition to Solution 1 for persisting data.
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Solution Advantages:
· Originator, Destination, and Correlation ID become part of the FHIR resource
· Routing information is persisted indefinitely and is reportable, query-able

Solution Disadvantages:
· Does not work for GET or POST (i.e., searches or matches)
· Requires routing intermediary to interrogate the actual FHIR transaction








[bookmark: _Toc52201680]In Scope (Solutions 1, 2)
Exchange using intermediaries
Exchange using point to point (including dynamic)
Definition of a minimum set of metadata
Capturing information from the originating system
Framework/construct to exchange identifiers

[bookmark: _Toc52201681]Out of Scope (Solutions 1, 2)
Versioning will be addressed by the FAST Directory, Versions & Scale Tiger Team
Directory services will be addressed by the FAST Directory, Versions & Scale Tiger Team, including adding or updating specific endpoints
Security and privacy will be addressed by FAST Security Tiger Team
Authentication will be addressed by the FAST Security Tiger Team
Authorization will be addressed by the FAST Security Tiger Team
Data Blocking is being addressed by the appropriate regulatory bodies.  The FAST Exchange Tiger Team is concerned with creating solutions for exchange of information in a hybrid environment, with the primary concern being the enablement of integration at scale.The FAST team is focused on facilitating exchange between endpoints, but is not mandating how those endpoints address their own system mechanisms for handling data requests, updates, or data locking algorithms locally
Capturing provenance information and tracking data back through several handoffs or multiple ‘hops’
The FAST Exchange team is not providing the value set to exchange identifiers

[bookmark: _Toc52201682]Assumptions (Solutions 1, 2)
Point to point (including dynamic) model exists
· Endpoints don’t necessarily need to be configured via JSON file on a server; could be dynamic resolution of endpoints
Intermediary model exists
Some organizations will need an intermediary to offload technical and business capabilities to an entity that specializes in those areas, while others will not require use of intermediaries
The FAST Exchange Tiger Team is only suggesting that an intermediary may exist, and is not describing the specific characteristics of an intermediary entity (e.g., intermediaries could be HIEs, HIOs, X12 clearinghouses/vendors, etc.) The team is defining the ‘rules’ for information exchange via API amongst all of these entities.
Content of the FHIR payload is considered immutable from when it leaves the originator until it reaches the intended recipient, through any involved intermediaries
The FAST team is in active discussions with the Recognized Coordinating Entity (RCE) for the Trusted Exchange Framework (TEF), to maintain alignment
The FAST proposed solutions focus on using FHIR to simplify exchanges, avoid the complexity of using profiles such as IHE IT Infrastructure (ITI), and allow for in-workflow integration
EHRs are capable of handling integration and API volume at the level required by health systems and physician’s offices
FHIR formats support a variety of data integration, in any healthcare workflow
Proposed solution will align with the Trusted Exchange Framework (TEF) model
From an Exchange perspective, the solutions provided by the Identity and Security Tiger Teams are appropriate in all situations, including when exchanging across intermediaries
Intermediaries, like other actors in the healthcare ecosystem, are expected to support the frameworks provided by the Identity and Security Tiger Teams
· Intermediaries may or may not support the Identity solution, depending on whether identity management is performed by the intermediary

[bookmark: _Toc52201683]Solution Component Analysis
The following new components or modifications to existing components are required to address current gaps and support the proposed solution:
	ID
	Component
	New/ Existing
	Proposed Build/Modifications
	Owner

	Map to annotated diagram components above
	List components proposed in solution diagrams above
	New or if  Existing, what is the existing component
	If new, describe what needs to be built.
If existing, describe what needs to be modified or enhanced.
	Who owns building the new component or making the proposed modifications?

	1
	Minimum required metadata for reliable routing
	Existing
	The FAST Exchange team’s recommendation is to send metadata in the RESTful header, or optionally send in the base resource using meta tags.  
Note: Resource MessageHeader was discussed as an option, but the team decided it was not a good fit.
	






[bookmark: _Toc52201684]Key Impacts to Timeline & Cost
The proposed solution builds on existing technology solution frameworks, but uses them in a new manner
Taking best of breed models and applying them to a specific solution
	ID
	Component
	Level of Effort
	Comments

	
	HTTP Headers
	Medium
	

	
	Meta tags (.meta composite)
	Medium
	







[bookmark: _Toc52201685]Continued Support for Point to Point Model
[bookmark: _Toc47433195][bookmark: _Toc50022649][bookmark: _Toc52201686]Overview & Description
Supporting Diagrams & Flows
The following workflow represents a point to point communication, where the requestor calls a specific, known endpoint without using an intermediary for routing.  The FAST recommended solutions support both intermediary and point to point models.
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	ID
	Description
	Notes

	1
	Requestor sends request to endpoint with no routing meta-data
	

	2
	Responder processes the request and returns the response to the requestor with no routing meta-data
	




[bookmark: _Toc52201687]Solution Advantages & Disadvantages
[bookmark: _Toc40215828][bookmark: _Toc40803370][bookmark: _Toc43196421][bookmark: _Toc43196573][bookmark: _Toc43708513][bookmark: _Toc47433197][bookmark: _Toc50022651][bookmark: _Toc52201688]Note that the proposed solutions are not mutually exclusive, and all can co-exist in a hybrid environment.
	Proposed Solution
	Advantages
	Disadvantages

	
1. Cross Intermediary Routing Using RESTful Headers
	Common pattern, used for many years in healthcare and other industries
Lightweight
Works even when doing GET or POST (i.e., searches or matches), so if there’s no FHIR resource being exchanged (it’s an operation, not a resource) then routing information is still available
Universally usable, regardless of FHIR Transaction – FHIR-agnostic
	If routing information is in the RESTful header, it’s not part of the native FHIR transaction – once the FHIR transaction is persisted on FHIR servers, the routing information is not necessarily part of that (it’s part of the RESTful headers)

	2. Cross Intermediary Routing Using Meta Tags in Base FHIR Resource
	Existing integration pattern with a known scalability architecture (used in healthcare administration as well as other industries)
Allows for optimization of integration capabilities (healthcare clearinghouses or in other industries, value-added networks - VAN)
Centralizes complexity at the intermediary as opposed to the sender and receiver
Originator, Destination, and Correlation ID become part of the FHIR resource
Routing information is persisted indefinitely and is reportable, query-able
	Does not work for GET or POST (i.e., searches or matches)
Requires routing intermediary to interrogate the actual FHIR transaction
Requires routing information that is not required in a point to point model

	4. Point to Point Model
	Routing metadata is not required because endpoints are known by sender and receiver
	Without a national directory, this solution requires pre-knowledge of all the sender/receiver endpoints – most difficult solution to scale without having a national directory 
If the only solution, makes connection matrices exponentially more complex





[bookmark: _Toc52201689]Additional Solutions Considered and Not Selected
Destination Specific Endpoints Using Intermediaries
The following solution represents an intermediary functioning on behalf of either the sender or the receiver as an API management tool. The communication is still point to point, but the requestor calls a specific endpoint that happens to be hosted at the intermediary.
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	ID
	Description
	Notes

	1
	Using FAST Directory Service, request is sent to a destination specific endpoint that is ‘hosted’ at the intermediary
	· Intermediary does not need to interrogate metadata/routing information – it knows exactly where transaction needs to be routed based on ‘virtual’ endpoint (i.e., proxy, or face, or framework extension)
· Some metadata still needed such as Provider ID, etc.
· Implies a synchronous model

	2
	Message forwarded to endpoint
	

	3
	Request processed and returned
	

	4
	Response routed to requestor
	




FHIR on Block Chain
The FAST Exchange team considered FHIR on Block Chain as a potential proposed solution, but determined that it is not a viable near-term solution given the current state of the industry.  This solution is out of scope at this time, and will be considered in the future.

“Lightweight Provenance”
Of interest, the team also considered the option of using meta tags as a way to convey a lightweight lineage. Based on SME input, the team decided not to pursue this option further, and recommends using the standard Provenance model.
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