Zoom Meeting Interface and Basic Logistics

*image above is a publicly available tutorial image obtained from Zoom website

VIDEO:
o Panelists/Presenters/Facilitators - Please enable your video using
bottom left video button with cameraicon.
o Attendees - If you did not receive an invitation to be a panelist, you
are in attendee only mode and will not have access to enable
video

AUDIO:

o Panelists/Presenters/Facilitators - Adjust your audio settings as
needed (choose computer audio, call in, mute, etc.) using audio
button bottom left, microphone icon. Please remain muted
unless speaking.

o Attendees - If you did not receive an invitation to be a panelist, you
are in attendee only mode and will not be able to enable audio

CHAT: The chat function is open to ALL participants (bottom, middle right,
highlighted in orange in this image). Those in Attendee only mode are
encouraged to provide feedback and questions via chat throughout the
discussion. Chat will be monitored by the FAST team and key themes will
be pulled into the discussion.

TECHNICAL DIFFICULTIES: Having trouble hearing the presenters or
seeing the shared screen? Put your issue in chat and the Meeting Host
will help you.
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FAST Taskforce Antitrust Notice

* The ONC FHIR At Scale Taskforce (FAST)
(Hereinafter “Taskforce”) is committed to full compliance with existing
federal and state antitrust laws.

e All members involved in the Taskforce effort, including its advisory groups, will comply with
all applicable antitrust laws during the course of their activities. During Taskforce meetings and other
associated activities, including all informal or social discussions, each member shall refrain from discussing or

exchanging competitively sensitive information with any other member. Such information includes, but may not
be limited to:

— Price, premiums, or reimbursement charged or paid for products or services
— Allocation of customers, enrollees, sales territories, sales of any products or contracts with providers
— Any other competitively sensitive information that is proprietary to a member company

 If you have any specific questions or concerns, seek guidance from your own legal counsel.

 Members should not bring confidential information or intellectual property (hereinafter “Intellectual Property”)
owned by their respective member companies into Taskforce meetings. To the extent such Intellectual Property
is shared with the Taskforce that shall not be construed as a waiver of member company’s rights to, or ownership
in, the Intellectual Property.



Welcome & Introductions

Session Goals
Overview

Discussion Topics
— Interactive Panel
— Participant Q&A

Wrap Up/ Key Takeaways



FAST Panelists

FAST Panelists
Alex Kontur HHS|ONC, FAST Directory, Versions & Scale Tiger Team Member

Luis Maas EMR Direct, FAST Security Tiger Team Lead

Meena Jambulingam Optum, FAST Identity Tiger Team Lead

Bryan Scott Humana, FAST Exchange Tiger Team Member

Lee Barrett EHNAC, FAST Testing & Certification Tiger Team Lead




Roles & Logistics: Panelist vs. Attendee Modes

FAST Key Panelists

* Invited to join, actively engage and support the conversation
* Encouraged to communicate verbally (mics on) and to turn on video

* Monitor the attendee chat box for feedback, address questions via chat or promote questions that are significant to the
discussion topic or warrant a verbal debate /reaction with the panel group

Industry Expert Reaction Panelist (in panelist mode)

* Invited to join the live interactive discussion with the FAST team

* Encouraged to communicate verbally (mics on) and to turn on video
* Provide their industry expertise and feedback

* Discuss or debate the topic with the facilitator and the panelist group
* Raise questions or concerns

* Feedback will inform FAST next steps

General Audience and FAST Technical Learning Community Members (in attendee mode)

* Encouraged to engage and contribute feedback and questions via the chat box
* Do not have the ability to contribute verbally to the conversation (mics off)
* No ability to be on video



Timing Considerations / Interim Steps & Solutions

Session Description

Implementation or deployment for some of the FAST-proposed solutions may take
longer than (in some cases), is needed based on the federal laws and regulations
requirements (i.e. the ONC and CMS Final Interoperability Rules under the 21st
Century Cures Act).

This breakout session aims to highlight timing considerations associated with the
FAST solutions and explore what interim steps and solutions can be pursued to
address the gaps between mandates, solution deployment timelines and industry
readiness.

We invite all attendees to contribute or ask questions to provide feedback in the chat
box.



Timing Considerations / Interim Steps & Solutions

Session Goals
1. Capture feedback on interim plans for endpoint directories.

2. Explore options for interim security solutions above and beyond what
already exists. What do we need for 20217

3. Capture any concerns regarding recommended metadata approach.

4. What do we need to have in place for 2021 regarding Testing &
Certification (above and beyond HL7 tooling, and what’s available in the
industry to use voluntarily).



Overview




FAST Proposed Solutions

[ Directory, Version & Scale (3) [ Identity (4) [ Exchange Process (1)  Testing & Certification (1) 0 Security (4)

Q A US Wide Solution for FHIR

. . . Q An HL7 FHIR Standard Based Solution
Endpoint Discovery (Version 2)

for Intermediary-to-Intermediary
) é ) Exchange and Reliable Routing with
‘ e W',de Methf)dology 2 FAST Proposed. Metadata (Version 3 Draft)
SUpportmg Multlple Infrastructure Solutions - Reliable Routing with Metadata Across Intermediaries
Production Versions of FHIR
(Version 2)

’ US Wide Scaling Requirements
for FHIR RESTful Exchange
Intermediaries (Version 2)

¥ A Scalable FHIR Testing &
| Certification Platform
(Version 2)

‘ Standards Based Approaches
for Individual Identity
Management (Version 2)

‘ US Wide Model(s) for Scalable
Security Solutions (Version 3 Draft)

] ) ] - UDAP Trusted Dynamic Client Registration

- Mediated .Patlent. Matching _ - UDAP Tiered OAuth for User Authentication
- Collaborative Pat!ent Matching - UDAP JWT-Based Client Authentication

- Networked Identity Management - UDAP JWT-Based Authorization Assertions
- Distributed Identity Management
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Conceptual Integrated Architecture

O—__ _/)
o— ——0
=<
Security (Authenticate/Authorize)
UDAP Trusted Dynamic Client Registration - UDAP Tiered OAuth User Authentication - UDAP JWT-Based Client Authentication - UDAP JWT-Based Authorization Assertions

Exchange Routing Meta Data

RESTful Headers — FHIR Meta Tags

Requesting

System Receiving

System

Identity
Collaborative/Mediated Patient Matching — Collaborative/Mediated Identity Management

V! -
National Directory
Endpoints — Profiles — Versioning — Trust - Conformance

CONFORMANCE & CERTIFICATION (Testing & Certification Program)

PILOTS (FAST Capability Vetting with Existing HL7 Accelerators)
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FAST Solution Process and Where Are We Now

FAST Solution Input
Tiger Teams Tiger Teams
680808 o TLc
avA Ah ava AlA AlA v vl SME

¢ N\ %)

s Proposed (V2) " Recommended (V3)
- s Ecosystem Use Cases (%4 Infrastructure Solutions Infrastructure Solutions
g o P Be8S T M
~ Technical Barriers ‘ . ’
J

\

Evaluation,
Feedback,
and Pilots

[
- T @@
Capabilities
\ J

Operationalize

Solutions

. Ecosystem Use Case . Directory, Version & Scale . Exchange Process
) Identity B security [ Testing & Certification [} Pilots
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CMS INTEROPERABILITY & my ... 4 (‘

PATIENT ACCESS FINAL RULE

. 2019 § _,/v_

® Draft 2 TEFCA released b oR. A V7 S
. CMS publishes Interoperability and \/ b DR. A >
i Patient Access Proposed Rule ‘ DR. B R(

i ONC publishes 21st Century Cures
i Act Proposed Rule

DR. C ' & ors a
i ADMITTED 7
SR ae ‘Q DISCHARGED ' ||14 & oRc - v @ ////@j
-~ 2018
; : TRANSFERRED l
@ Draft TEFCAreleased ' j @

. \Ié\c:aii?]t?v%ulszgrum on ‘ L
N N
|
N e
<
< < JAN 2019

Interoperability

@ CMS made data
i available to

researchers through :

the Virtual Research i .

Data Center ;
>

< Providers are required touse ~ Hospitals send event Public reporting of ~ Patient Access API Provider Directory API Payer-to-Payer Improved benefits
2015 Edition Certified EHR notifications regarding clinician or hospital Patient health care claims and Payer Provider Directories ~ data exchange coordination for dually
Technology admission, discharge, and  data blocking and clinical info made available made available through Payers required to eligible individuals
Promoting Interoperability  transfer to other providers  providers without chFOE'gh Stzndafds'baﬁddffpifm standards-based APIs exchange patient USCDI
program requirements take digital contact info edicare Advantage, Medicai data upon request
effect for all providers in NPPES and CHIP FFS, Medicaid and
CHIP managed care, and QHPs
® March 2018 on the FFEs

i MyHealthEData and
' i Blue Button 2.0 launched

>_
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A sample pacing of an HL7 Implementation Guide

HL7 FHIR IG Timeline

Initial Conteint Deadline
Final Content Deadline

TSC approves Pss FHIRIG Proposal Due
WG Approves IG
1

Submit Project

Proposal NIB Deadline i
* * ¢ o
Week 1 6 &L 16 21 26 |31 36 41 46
* 9
Submit PSS Substantively
Complete
Deadline
QA Review Opens
[
Submit Readiness Checklist
WGM O
Ballot Open for Voting _
WGM P
Ballot Reconciliation )

https://confluence.hl7.org/display/FHIR/FHIR+Implementation+Guide+Process+Flow
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https://confluence.hl7.org/display/FHIR/FHIR+Implementation+Guide+Process+Flow
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Discussion




@ For Each Solution...

Current thinking and principles around interim solutions

Discuss and comment
* What coping approaches are happening now and what is the minimum viable need?

* What is the impact of potential rework?
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Discussion: Interim Needs for Directory

Session Goal 1: Capture feedback on interim plans for endpoint directories

\_

-

by rule implementation.

~N

Payer and Provider
endpoint directory will
not be fully developed

J

Healthcare Organizations and Providers
contribute attested information

HLD

Providers and organizations declare relationship:

Authenticate/Authorize
Primary @baRequest validation of attested information
o

Source 'D

Respond to validation request

Issuing Organizations and Assigned Parties
contribute attested Endpoint information

80
‘L‘:\?\ Al O May include validation information

» 7

@. @B Attested Endpoint information is
CINNGE -

validated against primary sources

Federated Directory Subscribes to
specific scope of Organizations and
Providers

On update push
information to Subscriber




Discussion: Interim Directory Solution Principles

1. Suggestion: implement incrementally by type: / a \

* Endpoint(s) for Patient Access API

* Endpoint(s) for Payer-Payer Exchange What coping approaches
* Endpoint(s) for Provider access (e.g. for PA) are happening now and

2. Provider Endpoint Directory what is the minimum

 Start with minimum directory as informed by the viable need?
CMS/ONC Rule via NPPES

What is the impact of

3. Payer Endpoint Directory i
potential rework?

* Voluntary landing place for published APIs by mid 2021
* In parallel, industry agreement on permanent solution and
model




Proposed Solution: Trusted Ecosystem

Authorization UDAP JWT-Based

UDAP Trusted ARISAIE Authorization Assertions
Dynamic Client

Registration

Trusted
DCR

Client UDAP JWT-Based
Authentication ] ) .
Client Authentication

UDAP Tiered OAuth User

Authentication
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http://www.udap.org/udap-user-auth.html
http://www.udap.org/udap-client-authorization-grants.html
http://www.udap.org/udap-jwt-client-auth.html
http://www.udap.org/udap-dynamic-client-registration.html

Discussion: Interim Security Solution Principles

1. Reuse existing Public Key Infrastructure (PKI)

2. Leverage existing credentials and authorizations / \
What coping approaches are
3. Enable Federated Access (i.e., trust communities) happening now and what is

. . . 5
4. Leverage best practices (existing standards) — workable solutions the minimum viable need:

OAuth 2.0 Authorization Framework
OpenlD Connect What is the impact of
Unified Data Access Profiles potential rework?

PKI-Based Health Information Networks

What must be implemented
in 2021?

5. Facilitate automated exchange (i.e., reduce bottlenecks)

6. Reuse existing infrastructure where possible

FAST Security Tiger Team recommends that writers of Implementation Guides include the solutions
as “must support” components of their security frameworks. Some communities have already
begun this process in draft implementation guides, including the Da Vinci Project (in their HRex I1G),
the CARIN alliance (in their Blue Button/CPCDS IG), and Carequality (in their community FHIR 1G).



Identity Solution Options

Multiple options progressing from low to high complexity
(technical and process)

Patient directed access to identity and demographic data, support for
multiple identities, and Trusted Identity Providers as source of

demographic data and metadata for matching T
° Includes Patient

a Distributed Identity directed wprkflc?ws
: _ _ _ Management Focus on identity
Best practices compliant matching service Networked Identity management
using demographic data from Requestor | Management 1
Mediated Patient
Current state enhanced Matching
with best practices G i i Payer/Provider interactions
e.g. roster exchanges Collaborative Patient Focus on patient matching
Matching

|
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Discussion: Interim Identity Solution Principles

Implement more consistent identity and patient matching solutions
and patterns over time / \
What coping approaches are
FAST Adoption Begins Cures Update Trusted Framework happening now and what is
* Cross-organizational * USCDI Demographics * Network-wide IAL2 the minimum Viable need?
use of Pll for specified * Additional rubrics; * Federated ID
use cases probabilistic management with
* |AL2 proofing in certain matching uses AAL2? What is the impact Of
circumstances (e.g. verified data, . 3
patient request) including contact pOte ntlal rework .
* Best practice points?
requirements & rubrics * OpenlD Connect
* Some use of 3" Discuss compliance risk in

party |dPs? \ the short term /




Discussion: FAST Exchange Solution

4 N

The FAST Exchange solution proposes
transmitting routing metadata in HTTP Requestor Actor Intermediary Capability Actor Responder Actor

headers. O | L] oE) mamm
N — resource definition
‘%.}\ h@ Eﬂes%agingforwardedto egdpoint O
ased upon routing meta-data
Do we see any challenges or concerns "‘ P g o ald
\_ with this approach? ) REST Headers
“X-Originator”: “Requestor Actor ID” - QQ
=%  “X-Destination”: “Responder Actor ID” 'O
“X-Correlation ID”: “Correlation ID” Request processed and returned
[ \ l @ with routing meta-data Q
o)
. . Response routed to
What coping approaches are happening O D requestor
now and what is the minimum viable \/| ‘L \ [ —
J

need?

What is the impact of potential rework?

\_ J




Discussion: Must Haves for Testing & Certification in 2021

@

What should be the
2021 goal for making
progress on the FAST
Testing & Certification
solution beyond current
voluntary activity and
tooling?

o /

Automated <P Certification

Test Platform

Body







* View the FAST Workshop Summary and Detailed Agenda @

— Morning and Closing Plenary

— Breakout Room Sessions Schedule
CONTINUE THE
— Handouts and Resources CONVERSATION!
* Explore these FAST resources : : , :
Join the Technical Learning Community to
— New to FAST? Breakout sessions target interactive discussion stay up to date — receive updates about
and references the FAST work to date. Please consider FAST presentations & events, provide
exploring any of the following FAST artifacts before attending | el B o/l VACTI S el

these breakout sessions:

JOIN THE LINKEDIN GROUP
&
SIGN UP FORTHE TLC

e The FAST 2020 Mid-Year Report
e The FAST 2019 End of Year Report

e SME Panel Session Pages

-8 All content is available on the FAST Project Page or https://tinyurl.com/ONC-FAST



https://oncprojectracking.healthit.gov/wiki/x/nID5CQ
https://oncprojectracking.healthit.gov/wiki/x/5gDaCQ
https://oncprojectracking.healthit.gov/wiki/display/TechLabSC/FAST+2019+End+of+Year+Report?preview=/140607584/140607608/FAST%20End%20of%20Year%20Report%202019.pdf
https://oncprojectracking.healthit.gov/wiki/x/cYDuC
https://oncprojectracking.healthit.gov/wiki/pages/viewpage.action?pageId=43614268
https://tinyurl.com/ONC-FAST
https://tinyurl.com/tsghce2
https://oncprojectracking.healthit.gov/wiki/display/TechLabSC/The+FHIR+at+Scale+Taskforce+Interest+form

Thank You

Connect with FAST on LinkedIn to stay informed

For more information on the FAST Initiative,
visit the FAST Project Page or https://tinyurl.com/ONC-FAST

Have any further questions/suggestions?

Please contact Stephen Konya at Stephen.Konya@hhs.gov
& Diana Ciricean at Diana.Ciricean@hhs.gov
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