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-all; Solving the data provenance challenge m

We aim at solving the data provenance challenge by
@ Normalizing the health data in a canonical form, inspired by
real projects using DS4P (IHE, HL7)

@ For each item, expressing " chained” provenance records in
W3C PROV (international standard defining a data model for
data provenance)

@ Distributing the records chain using a smart contract on
Hyperledger (a blockchain implementation)

@ Querying data and provenance from mobile, and from portals
(IHE / FHIR)

Standards-based

Our solution is entirely based on open standards from W3C
(PROV, DSG), IHE (Sequoia, NwHIN), and HL7 (CDA, FHIR)
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~ally Phase 2: Implementation Approach m

Implementation approach

The phase 2 implementation of the phase 1 scenario will leverage
the following products, worldwide deployed: Cisco Medical Data
Exchange (MDES) with SpiritEHR, (the combination with the
highest ranking at IHE connectathons), and Hyperledger
(supported by the Linux Foundation)

/") HYPERLEDGER ° @, U]
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-ally Who we are m

Hyper e-Health is a international team of experts in the field of
Data Provenance, Health IT, and Blockchain technology. The team
is devoted to the interoperability and adoption of open standards.

Massimiliano Masi, PhD, Tiani " Spirit” GmbH (AT)

Abdallah Miladi, MSc, Tiani " Spirit” GmbH (AT)

Jason Rosenzweig, B.S. Biomed Eng (USA)

Andrea Margheri, PhD, University of Southampton (UK)

Vladimiro Sassone, Professor, University of Southampton (UK)
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-y /nput from Attendees / Discussion @
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~lly Backup / The PROV data model

wasDerivedFrom

wasGeneratedBy

wasAssociatedWith
Activity
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~ally Backup / The UML diagram

‘ BC@GP_ASS0C I | Cardiu\ngistl

‘ BC@LAB2 I

2 2
B &
L
O L8 -~
ar gl
2l e
9| g
s 2

1 [05] propagate

| BC@LABL I

[0711_2.P_I2

not shown)

[(

retrieveaevaluate

I [20]
<

‘ BC@GP_ASSOC I | cardiu\ogistl

| [19] getPROV

[18] getDoc

[12] retrievedoc

o
by
9
®
o3
L2

|EC@LAEl I

June 27, 2017 7/8

(© Tiani Spirit Confidential - do not duplicate

Hyper e-Health team: Data Provenance Challenge



4 Spirit

Thank You
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