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[bookmark: _Toc38117076]Introduction & Background
The purpose of the FHIR at Scale Taskforce (FAST) is to augment and support recent HL7® Fast Healthcare Interoperability Resources (FHIR®) efforts focused on ecosystem issues that, if mitigated, can accelerate adoption.  A number of regulatory and technical barriers, as well as required core capabilities, have been identified related to Testing, Conformance & Certification.  This document will outline proposed solutions to address these issues and capabilities.
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Interoperability in healthcare refers to the seamless and secure exchange of electronic health information between authorized users of such information.  This means that it’s as much about sharing, as it is about protecting the privacy of patient health data.  Healthcare interoperability is complicated by the sheer number of players that might be involved in any given health-related transaction (e.g., providers, payers, consumers), as demonstrated in the diagram above, all of whom may be utilizing disparate and potentially inconsistent systems and structures of data.  Accordingly, to facilitate the seamless transfer, exchange, and protection of personal health information, it must occur at four distinct “levels” that have been defined by the Health Information and Management Systems Society:

· Foundational – which addresses inter-connectivity requirements within systems themselves to communicate data between/among one another;  
· Structural – which defines format, syntax, and organization of data necessary for sharing and exchange.;
· Semantic – which defines underlying models for data, including standardized codes such as those established by HIPAA, enabling shared understanding between users of disparate systems; and, 
· “New” Organizational – which is akin to “information governance” (framing the overarching policy for handling all information received or generated by an organization).

In late 2015, the Office of the National Coordinator for Health Information Technology (ONC) released what it refers to as a roadmap for enabling individuals and organizations to securely share health information with any provider—with the goal of  supporting “a wide range of health and wellness functions, which will ultimately benefit patients and their families.” In so doing, ONC essentially called on all health IT stakeholders to develop policies and technical approaches to help achieve the ability to share information seamlessly.  As of March 2019, the federal government has invested $36 billion in promoting the digitization of health information.  In 2017 alone, hospitals spent nearly $25 billion globally on electronic health records, and such spending is projected to increase to $33 billion by 2023.
Yet according to the Centers for Disease Control and Prevention, the percentage of office-based physicians using a certified EHR system is not even 80 percent.  Despite all this spending, a 2018 survey of nearly 600 primary care physicians (PCPs) conducted by The Harris Poll on behalf of Stanford Medicine indicates providers have yet to see significant value in their investments of money, time, and effort in adopting and using EHRs.
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Examples of Existing Test Labs, Certification and Accreditation Bodies
 
DirectTrust – Established in 2012 the organization is a pioneer in offering technical trust and confidence in the secure exchange of health information, DirectTrust is committed to collaboration for advancing secure communication.  As a non-profit trade alliance, DirectTrust operates not only as a membership organization, but also as an ANSI-accredited standards body, a trust framework supported by policy, and an accreditor for reliable and trusted exchange across the DirectTrust network.

Drummond Group – ONC Accredited Health IT Test Lab and Certification Body; HITRUST Authorized CSF Assessor; Assurance Services; SOC Services; GDPR; HIPAA/HITECH Risk Assessments; NIST 800-53 compliance assessments; PCI-DSS and PA-DSS Qualified Security Assessors; Vulnerability and Penetration Testing; Application Security Assessment; Social Engineering, Red Teaming, and Purple Teaming; DSCSA EPCIS compliance; Global Data Synchronization Network certification testing; CSOS audits and assessments; EPCS review and assessments; B2B Interoperability Testing for AS1, AS2, AS3, AS4, and ebXML
 
ENHAC – The Electronic Healthcare Network Accreditation Commission (EHNAC) was founded based upon the 1993 Workgroup for Electronic Data Interchange (WEDI), sponsored by the Network Architecture and Accreditation Technical Advisory Group.  The healthcare transactions industry agreed there was a need for a self-governing body to develop standards for the industry, and the Association for Electronic Health Care Transactions (AFEHCT) championed the cause by sponsoring an Accreditation Workgroup.  More than thirty representatives from all facets of the healthcare transactions industry participated in a series of meetings and surveys to develop the first industry standards for data transmission, data privacy/security, advertising and resource capability.  Funded by a loan from AFEHCT, the independent, non-profit 501c6, self-governing EHNAC was created and began accrediting electronic health networks in 1995.  ENHAC offers 18 accreditation programs to the healthcare ecosystem including: Direct Trust Privacy/Security Accreditation; HIE Accreditation services; ACO Accreditation; Electronic Healthcare Networks; Financial Services Accreditation; Data Registry Accreditation; e-Prescribing Network Accreditation; Trusted Network Accreditation and other healthcare data exchange accreditation programs.  The accreditation process incorporates a comprehensive self-assessment and onsite review focusing on privacy and security and technical, operational and business functions.  An independent, self-governing body, EHNAC represents a diverse cross-section of healthcare stakeholders including: Electronic health networks, payers, hospitals, providers, consumer groups, health information exchanges, financial services firms, state regulators, security organizations and vendors  all working collaboratively to establish industry criteria and best practices for third party review and accreditation.

ICSA Labs – ONC Accredited Health IT Test Lab and Certification Body; IPsec; IoT security and testing; Mobile Device security and testing
 
Underwriters Laboratory – ONC Accredited Health IT Test Lab and Certification Body; Certification for payment systems, including mobile systems, ticketing, device, UICC/eUICC, M2M, and IoT; Certification for transit authorities and operators; certification for identity management systems; interconnected systems security
 
SLI Compliance – ONC Accredited Health IT Test Lab and Certification Body; Voting Systems Certification Testing; 
 
HIMSS – Immunization Integration Program (testing administered by Drummond); ConCert; Continua Conformity Assessment

HITRUST – Founded in 2007, HITRUST Alliance is a not-for-profit organization whose mission is to champion programs that safeguard sensitive information and manage information risk for organizations across all industries and throughout the third-party supply chain.  In collaboration with privacy, information security and risk management leaders from both the public and private sectors, HITRUST develops, maintains and provides broad access to its widely adopted common risk and compliance management and de-identification frameworks; related assessment and assurance methodologies; and initiatives advancing cyber sharing, analysis and resilience.
 
IHE – Integrating the Healthcare Enterprise (IHE) Conformity Assessment Certification improves healthcare by providing specifications, tools and services for interoperability. IHE engages clinicians, health authorities, industry, and users to develop, test, and implement standards-based solutions to vital health information needs.  IHE has been testing the interoperability of HIT systems for more than two decades. At IHE Connectathons held regularly in several locations internationally, trained technical experts supervise testing of vendor systems, making use of advanced testing software developed by IHE and several partner organizations. During a Connectathon, systems exchange information with corresponding systems, performing transactions required for the roles (IHE actors) they have selected to perform in carefully defined interoperability use cases (IHE profiles).  More than 800 vendors worldwide have implemented and tested products with capabilities from 12 IHE domains including: Cardiology; Dental; Eye Care; Endoscopy; IT Infrastructure; Pathology and Laboratory Medicine; Patient Care Coordination;Patient Care Devices; Pharmacy;Quality, Research & Public Health; Radiation Oncology; and Radiology.
IHE International established the Conformity Assessment Certification Program in 2014 to authorize testing laboratories that are accredited by internationally recognized accrediting bodies and found to be competent to perform specific tests to ensure conformance with IHE profiles. It facilitates the selection by IHE Deployment Committees of accredited laboratories for use in product Conformity assessment while promoting the acceptance of test results across the world and thereby encouraging adoption of IHE profiles for interoperability globally.  The IHE International Conformity Assessment Scheme (IHE-CAS) establishes base requirements for all IHE Conformity assessment programs. 

Referenced Examples of Existing TestingTools
 
Crucible – Crucible is a suite of testing tools for HL7® FHIR®.  These tools are provided as a free service to the FHIR development community to help promote correct FHIR implementations.  Currently, these tools can test for conformance to the FHIR standard, score patient records for completeness, and generate synthetic patient data.  The open source FHIR testing tools; support DSTU2 (v1.0.2), STU3 (v3.0.1), and R4 (v4.0.0); FHIR test data generation; and, SMART on FHIR support
 
Touchstone – Touchstone is a testing platform offering a comprehensive ecosystem that simulates the dynamic healthcare environment in which FHIR APIs operate.  Touchstone’s powerful validation engine is capable of simulating API transactions and reporting discrete feedback on compliance to the FHIR specification, implementation guides, and even a system’s own conformance statement.  TestScripts are customizable to meet specific program needs and can expose a system to different versions of FHIR.  Version specific testing is critical to ONC FHIR testing because of the dynamic nature of the FHIR specification.  Touchstone is the only test platform that facilitates automated interoperability testing to integrate with continuous build and integration environments common in modern software development.  This power enables a certification body to have up to the minute results to ensure a slip in conformance does not occur.  

Touchstone testing platform provides:
· Automated, internet-based interoperability testing;
· High functioning blend of Test-Driven-Development (TDD) methodologies and Natural Language Processing (NLP) test scripts.;
· Tests interoperability with both FHIR Server and FHIR Client implementations.;
· Peer to peer testing of message exchanges as an intermediary.;
· Detailed results reporting with drill down feature for rapid development; 
· Customizable test scripts and test set up screen for program use; and,
· Role based access for systems, test scripts and results.
 
Inferno – Mitre developed this open source FHIR testing tool to meet the requirements for Health IT application contained in the ONC 21st Century Cures proposed rulemaking  and to support reference tests for DSTU2 and R4, with R4 under active development.
“Inferno,” is a FHIR-based testing suite aimed at consistently implementing the FHIR standard on servers.  The system verifies that developers’ FHIR servers meet Argonaut Implementation Guides, OAuth 2.0, Open ID Connect, and some of the criteria contained in the SMART App Authorization Guide).  The product tests for Dynamic Client Registration, and has a step-by-step approach for testing each of the standardized interactions needed for apps to register and securely connect to a FHIR server.



[bookmark: _Toc38117079]Problems/Considerations to be Solved
The following technical and regulatory barriers to Testing, Conformance & Certification identified by the FAST team were found to impede the adoption of FHIR at scale and will be the basis for FAST-proposed scalability solutions:
1. Maturity of Requirements: FAST team use case development identified a number of requirements in order to scale FHIR-based solutions.  To establish testing and certification of FHIR at scale, these requirements must be documented in a format that provides clear understanding of what should be tested and certified.
[bookmark: _Hlk37686683]Recommendation/Considerations: Need to charge a Workgroup to develop a listing of requirements and specifications to determine the testing parameters utilizing the existing use cases as a base.

2. Lack of Minimum Level of Conformance: Multiple stakeholders with varying degrees of maturity participate in FHIR-based information exchanges.  To ensure industry alignment, testing and certification of FHIR-based solutions at scale are contingent upon a defined baseline FHIR conformance, as well as, addressing the scalability barriers in the development of applicable FHIR Implementation Guides.
Recommendation/Considerations: Utilize FHIR v4.01 and applicable Implementation Guides as a base for conformance as indicated in the ONC Cures Final Rule released 3/9/20.

3. Tooling: FHIR implementation is a complex process that requires validation of several layers of specifications.  Development of FHIR is often done with limited testing confined to the instructions of a specific implementation guide.  Often these tests do not include validation of base FHIR resources or do not establish adequate validation.  Independent validation through automated tooling can ensure a higher degree of conformance.
Recommendation/Considerations: Developed core requirements/specifications for testing parameters by an assigned workgroup  would be used as part of an RFI to be developed to distribute to the industry for development/implementation of a Testing platform.  

4. Timing: Testing of FHIR implementations and servers should happen early and often.  Encouraging use of FAST requirements as guidelines throughout the systems development process (test driven development) will become the foundation for successful interoperability using FHIR.
Recommendation/Considerations:  Guidelines for testing on various stakeholder platforms need to be developed and provided for, as part of, an RFI and also solicitation of  recommendations from submitters should be performed.  Annual and Bi-Annual validated testing of stakeholder platforms may be considered depending upon the type of FHIR API.

5. Certification Governance: There is currently no governing body to grant certification or determine readiness.  A methodology needs to be defined that specifies the steps to achieve certification, what or whom is being certified (i.e., FHIR implementation approach or participants, stakeholders, and intermediaries), and the frequency of recertification.
Recommendation/Considerations: Approaches to be considered are: 1) One certifying organization with multiple certifiers (same as EHR certification) or 2) A set of requirements/specifications approved by the industry, as part of an accreditation or certification model, by an industry collaborative would allow for multiple certifiers.  Our preference would be for Option 1.  Additionally, the issue of “scale” is a critical issue to assure that FHIR API’s can be accredited/certified as expeditiously as possible to meet demand and assure interoperability and conformance to the specifications can occur rapidly.


[bookmark: _Toc38117080]Recommended Future State & Intermediate Steps
Testing and Certification should be decoupled as a matter of practicality.  Waiting to test late in the software development cycle (i.e., at certification time) reveals bugs which are exponentially more expensive to remediate than if they had been discovered and addressed prior to building on top of the bug.  It is important that developers of FHIR-based systems are empowered with test scripts and tooling that enable them to meet the requirements of FHIR certification as they first begin to develop software, otherwise re-development involved with passing accreditation/certification requirements becomes a barrier to entering or remaining in the market.  Most importantly, it delays the potentially life-saving benefits of those systems participating in the market for the benefit of patients.  FHIR accreditation/certification must be a process in which specification/requirements that are well established and broadly shared can be absolutely confirmed.
Supporting continuous interoperability at the ecosystem level (i.e., all stakeholders interoperating effectively) will require proficiency at each of three levels; Baseline FHIR; FHIR at Scale; and, Industry Use Case Implementation Guides.
Baseline FHIR
A prerequisite to using FHIR at Scale is the ability to demonstrate basic FHIR Conformance.  Systems can only claim FHIR Conformance for functionality described in the applicable CapabilityStatement.  To provide details about specific usage of the frameworks and resource contents, FHIR provides a conformance layer that implementers, national/regional programs, and other profiling organizations such as IHE, can use to provide a computable statement how the resources and their exchange paradigms are used to solve particular use cases.  The conformance layer itself is implemented using the following key resources as a current baseline utilizing the FHIR specification as the governing reference:

	Value Set
	Defines a set of coded values (see "Using Codes" for more details)

	
StructureDefinition
	Makes rules about how a resource (or type) and its data elements are used in a particular context, including defining how extensions are used.
A structure definition references value sets for the coded elements in a resource.

	CapabilityStatement
	A statement of the kinds of resources and operations provided and/or consumed by an application.  The Capability Statement references profiles to describe specific use of resources by the application.

	Implementation Guide
	A single coherent collection of capability statements, profiles, extensions, value sets, and documentation describing a set of interoperable applications.




FHIR at Scale: 
In order to assure scalability, the FHIR at Scale Task Force (FAST) will develop requirements around core competencies in each of the following areas: ecosystem, identity, directory, security, and exchange process.
Core capability requirements need to be identified and documented in an implementation guide – like process where the requirements are vetted by the community.  The core capability requirements will become the metrics for FAST Testing and Certification.  It is not clear at this time whether the Core Capabilities will become computable FHIR Implementation Guides or requirements documented and validated in a different way.
A prerequisite to testing and certifying FAST core capability requirements and FHIR Implementation Guides is verification of competency against baseline FHIR.  This can be accomplished using existing FHIR validation tools known as conformance resources.
A system can only claim FHIR Conformance for functionality described in the applicable CapabilityStatement.  To provide details about specific usage of the frameworks and resource contents, FHIR provides a conformance layer that implementers, national/regional programs, and other profiling organizations such as IHE, can use to provide a computable statement about how the resources and their exchange paradigms are used to solve particular use cases.
Core capability conformance requirements should be vetted with authors of FHIR Implementation Guides.  The process of developing the FHIR Implementation Guide may identify more ecosystem and scalability gaps that need to be included in the FAST core capabilities.
FHIR Implementation Guides: 
An implementation guide (IG) is a set of rules detailing how FHIR resources are used (or should be used) to solve a particular problem, with associated documentation to support and clarify the usage.  Classically, FHIR implementation guides are published on the web after they are generated using the FHIR Implementation Guide Publisher.
The Implementation Guide resource is a single resource that defines the logical content of the IG, along with the important entry pages into the publication, so that the logical package that the IG contains, represents the computable contents.
In particular, validation tools are able to use the Implementation Guide resource to validate content against the implementation guide as a whole.  The significant conformance expectation introduced by the Implementation Guide resource is the idea of Default Profiles.  Implementations may conform to multiple implementation guides at once, but this requires that the implementation guides are compatible.




[bookmark: _Toc38117081]Proposed Solution Overview
Through use case development and barrier definition, the FAST team has determined that the following core capabilities related to Testing, Conformance & Certification need to be satisfied as we propose a set of solutions that will accelerate FHIR adoption at scale:
[bookmark: _Toc38117082]Readiness Credential
[bookmark: _Toc38117083]ONC FHIR Testing & Certification Program
Through use case development, barrier definition, and actual capabilities, the FAST team has compiled a list of fourteen use cases which comprise the foundation criteria for which FHIR API implementation can be scaled for the industry.  It is anticipated that the use of APIs will be life changing for patients and providers around the globe, but true interoperability will only be realized if system developers are required to comply to the FHIR standards at all levels as described in our future state recommendation above.  A testing and certification program which attends to the detail of ensuring FHIR compliance will be necessary in order to advance the FHIR standard across the industry.  
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The Proposed Solution creates a scalable certification/accreditation testing platform based upon HL7 requirements and specifications of Base HL7 FHIR v4.01 and its applicable IG’s.  The platform will utilize the FAST Readiness Criteria as another set of benchmarks as a component of the certification/accreditation testing.  The diagram above reviews the Scope of the Testing Platform and considerations.

[bookmark: _Toc38117084]In Scope
· Validate conformance to the base FHIR specification.  FHIR has been subject to a level of review and vetting unlikely to be received by any non-conformant variation; variations may result in the introduction of undetected risks.  FHIR-like solutions (based on FHIR, but not conformant) may set expectations by trading partners which are not met due to the non-conformance of the system and these un-met expectations may also result in risk.
· Validate conformance to FHIR Implementation Guides developed to meet the criterion of the fourteen identified FHIR at Scale Use Cases.  Detailed scenario validation assures conformity regardless of interpretation of the implementation guide, which can often vary from organization to organization, or even developer to developer.
· Set up pairwise vendor testing and reporting – so that every system can test with every other one and report results.
· Validate conformance against all versions of the FHIR specification that are in use, and provide guardrails for assurance that systems are adapting as the standard rapidly evolves. 
· Provenance of a resource is a record that describes entities and processes involved in producing and delivering or otherwise influencing that resource.  Provenance provides a critical foundation for assessing authenticity, enabling trust, and allowing reproducibility.  Provenance assertions are a form of contextual metadata and can themselves become important records with their own provenance.  Provenance statement indicates clinical significance in terms of confidence in authenticity, reliability, and trustworthiness, integrity, and stage in lifecycle (e.g. Document Completion - has the artifact been legally authenticated), all of which may impact security, privacy, and trust policies.  Include Semantic compliance to ensure use case is met.

[bookmark: _Toc38117085]Out of Scope
· HL7 FHIR Validation Engine.
· RFP development to select entity to provide services.
· Validate ease of establishing connections.
· Validate conformance to non-blocking requirements.
· Validate conformance to HIPAA patient privacy regulations.
[bookmark: _Toc38117086]Assumptions
· Easy to use and submit FHIR transactions.
· Dashboard review of transaction with feedback.
· Cost of certification is low and is not a barrier.
[bookmark: _Toc38117087]Pre-Conditions
· This program must either commit to validating Base FHIR conformance or leverage a separate conformance assessment. 
· Specifications and requirements are agreed upon.
· FHIR Validation Engine is determined.
· Certifier(s) are selected.
· Developers involved in reviewing and beta testing of platform are committed to process.
[bookmark: _Toc38117088]Post Conditions
· Systems will become ONC FHIR Certified, which ensures interoperability with other ONC FHIR Certified systems.
· Reporting process and mechanism will be in place.
· Feedback mechanism for developers/users will  refine and streamline the process.
· Ongoing interaction will occur with HL7, ONC, Developers and other key stakeholders.


[bookmark: _Toc38117089]Solution Component Analysis
The following new components or modifications to existing components are required to address current gaps and support the proposed solution:
	ID
	Component
	New/ Existing
	Proposed Build/Modifications
	Owner

	Map to annotated diagram components above
	List components proposed in solution diagrams above
	New or if  Existing, what is the existing component
	If new, describe what needs to be built.
If existing, describe what needs to be modified or enhanced.
	Who owns building the new component or making the proposed modifications?

	Yes
	Refer to diagram
	New
	Highly complex test scripts with full negative testing will need to be developed for the FHIR Implementation Guides established for each of the Core Capabilities for FHIR at Scale.  This list of IGs are subject to change as FHIR specifications and HHS rules change.
1. End Point Discovery
2. Authentication/Authorization
3. Resource Version Identification
4. Reliable Patient Identity Management
5. Data Provenance
6. Reliable Provider Identity Management
7. Event/Message/Topic Subscription/Publication
8. Guaranteed Message Delivery
9. Role/Context Identification
10. Readiness Credential
11. Standard Based Endpoint Access
12. Synchronous Transaction Support
13. Asynchronous Transaction Support
14. Reliable Payor Identification
	RFI Submitters


	Yes
	Refer to diagram
	New
	Certification/Accreditation Body(ies) that can support rapid automated testing  develop a communication plan that will ensure widespread awareness of the program and its goals.  Note “Difusion of Innovations” Rogers was recommended as a resource to establish this communication process.
	RFI Submitters

	Yes
	Refer to diagram
	New
	Tooling availed to parties interested in testing for FAST Readiness Criteria.
	RFI Submitters and Launch Plan

	Yes
	Refer to diagram
	New
	Online repository of Certified APIs.
	RFI Submitters and Launch 




[bookmark: _Toc38117090]Key Impacts to Timeline & Cost

	ID
	Component
	Level of Effort
	Comments

	
	Development of Requirements & Specifications
	Medium
	Testing & Certification WG to develop initial draft

	
	Determination of Certification/Accreditation Process/Workflow
	Medium
	Testing & Certification WG to develop White Paper outlining options and pros/cons

	
	Development of RFI
	Large
	TBD who has responsibility for developing
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