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Introduction
Healthcare thought leaders, observing the finance industry’s investment of $1B into blockchain technologies in 2016[footnoteRef:1], are seeking to understand use cases and how these can be applied to the healthcare system. Much of the initial discussion around blockchain applications in healthcare has revolved around health information exchange and shifting the control of medical records from providers to the patient. Verifiability, immutability, and privacy afforded by the blockchain make this an attractive use case. However, a more timely application that could scale and produce a faster return-on-investment is the verification of healthcare provider data. Data on licensure, qualifications, and availability of healthcare providers is important to the delivery of healthcare and touches virtually every business process. Immutability, transparency, and verifiability of provider data on the blockchain would help ensure that disparate parties share the same view of all healthcare providers.  [1:  Johnson, Richard. Blockchain Adoption in Capital Markets. Greenwich Associates. www.greenwich.com/fixed-income-fx-cmds/blockchain-adoption-capital-markets 21 June 2016.] 


This is aligned with aspects of the ONC Shared Nationwide Interoperability Roadmap. Establishing a verifiable identify for a healthcare provider is important as the provider performs activities that impact care and patient safety.[footnoteRef:2] Having ready access to independently verifiable information on providers may be integral to reliable identity and access control. Additionally, the Roadmap mentions that federal agencies should ‘synchronize national credentialing support systems’ which could leverage capabilities to verify healthcare provider data on the blockchain. Finally, the Roadmap describes the emergent need to establish healthcare provider directories (HPD) and care services directories (CSD) to help identify and locate healthcare providers. This paper explores these and other use cases, how blockchain technologies can play a role, and how challenges can be overcome so that blockchain-based solutions can yield concrete benefits in healthcare provider data. [2:  The Office of the National Coordinator for Health Information Technology. /www.healthit.gov/sites/default/files/hie-interoperability/nationwide-interoperability-roadmap-final-version-1.0.pdf. Accessed 4 August 2016.] 


Administrative Complexity in Provider Data
Data about healthcare providers is used to accomplish many core functions within the healthcare industry. Health plans use this data to enroll providers into their networks, pay claims, communicate provider availability to members, and to address an emerging wave of federal and state regulatory requirements. Health systems use provider data to perform similar functions like onboarding providers, verifying credentials, and otherwise managing providers. Government entities like the Centers for Medicare and Medicaid Services (CMS), Department of Defense, Department of Veterans Affairs, and Indian Health Services share many of the same use cases.
One of the biggest challenges of healthcare provider data is that it is sourced from a multitude of individuals and organizations, including: the practitioner him or herself, graduate schools, institutions where fellowships and residencies were completed, licensing boards, specialty boards, current medical groups, previous employers, hospitals, malpractice insurers, and government agencies. These represent information silos that require either the provider be the collector and conduit of information or that the consuming organization obtain the information from multiple sources with the provider’s authorization. Finally, some business functions, like credentialing, require information be verified by a primary source. This requires organizations to perform an outreach to the issuer of credentials to confirm that the information is correct. This results in redundant efforts by multiple organizations to verify the same information for a given provider.
The quality, reliability, and timeliness of information has an impact on business performance dimensions such as member/patient satisfaction, regulatory compliance, patient safety, quality of care, and administrative costs. Lack of a single source of truth, challenges with accuracy, timeliness, and quality have plagued provider data resulting in excessive complexity. The following describe typical provider data use cases and specific current painpoints that are experienced:
Credentialing, Enrollment, and Privileging: Credentialing is the process by which health plans and health systems verify the qualifications of licensed professionals and assess their background and legitimacy. Hospitals and government agencies perform similar activities within enrollment and privileging functions. One important aspect of credentialing is “primary source verification” which requires the healthcare organization to verify the provider’s credentials before contracting with them. Verification occurs manually and issuing organizations requested to verify may charge fees to offset related costs. Some organizations aggregate credentials from similar types of issuers (e.g., American Medical Association for medical schools), but these organizations typically charge fees for the work they perform to aggregate and disperse information to consuming organizations.
 
Ongoing Monitoring: This is the process of monitoring practitioners on an ongoing basis for sanctions and disciplinary actions as well as for general compliance with healthcare payer policies, procedures and standards between re-credentialing cycles. This includes reviewing Medicare/Medicaid or applicable state information regarding practitioner sanctions or license limitations, monitoring expired licenses, board certification expirations, and government exclusion lists. Health plans, health systems, and government agencies are required to monitor hundreds of sources of information to determine if providers in their networks or groups should be removed or restricted. Because sources publish their data in non-standard formats, automatic verification is difficult. Some vendors aggregate information into standard formats, but the provenance of the sanctions cannot always be independently verified without going back to the source.

Provider Practice Information: Provider directories published by health plans, health systems, and government agencies have been difficult to maintain, resulting in errors. Some provider directory errors result in unexpected out-of-network fees for patients. This has led to CMS and state regulators issuing mandates to health plans to ensure that their online directories are up-to-date and accurate. For Medicare Advantage plans, errors can result in monetary penalties of up to $25k per day per beneficiary affected.[footnoteRef:3] Providers change locations, change contact information, and may stop accepting new patients frequently and without forward notice. [3:  Jaffe, Susan. Kaiser Health News. khn.org/news/health-exchange-medicare-advantage-plans-must-keep-updated-
doctor-directories-in-2016/. Accessed on 4 August 2016.] 


Network Adequacy: Network adequacy pertains to the requirement for health plans to develop reasonable standards for the number and geographic distribution of providers and the ability of members to obtain and access care. Regulators evaluate adequacy to determine if health plans have the right mix of providers to provide sufficient care for health plan members. This requires health plans to submit to regulators detailed information about their provider networks.

Current Industry Approaches to Managing Provider Data
Because healthcare provider data is essential, organizations must decide how to obtain the information to support business functions. Depending on the information they need to obtain, organizations employ one or multiple options to source the data required for their processes:

· Sourcing from Healthcare Provider - Organizations can communicate directly with the provider to obtain the information they need. If performed independently by an organization, this represents the most costly form of obtaining healthcare provider data and results in redundant processes and administrative inefficiency within the industry.  While payers have made strides to coordinate the sourcing of provider data, most hospitals, for instance, are communicating directly with providers to obtain information.
· Primary Sources - Primary sources are the issuers or originators of data about healthcare providers. They are, in effect, a source of truth on certain information about a provider. For instance, a state licensing board is the source of truth on whether a healthcare provider is licensed within a state. Some primary sources offer open access to information, and others charge a fee to cover verification costs. Most primary sources are also consumers of other aspects of healthcare provider data, resulting in interdependencies.  Interestingly, one problem that arises with primary sources is that they may become defunct either by closing, or, by being destroyed during conflict or political upheaval.[footnoteRef:4] This can pose an issue for some practitioners who have completed their education or experience in politically unstable areas. [4:  HCPro. www.hcpro.com/CRD-33211-863/Verifying-overseas-medical-school-education.html. Accessed on 4 August 2016.] 

· Centralized Repositories - Some centralized repositories have emerged revolving around certain aspects of provider data. The American Medical Association has the Physician Masterfile[footnoteRef:5] which stores education and professional training data. HHS runs the National Provider Data Bank, NPPES, and PECOS. CAQH runs ProView, which is used by more than 1.4 million providers to submit information to over 800 organizations.[footnoteRef:6] [5:  AMA. www.ama-assn.org/ama/pub/about-ama/physician-data-resources/physician-masterfile.page Accesed on 4 August 2016.]  [6:  CAQH. http://www.caqh.org/solutions/caqh-proview. Accessed on 4 August 2016.] 

· Federation - True industry-level federation of provider data systems has not yet been realized, but there have been discussions among industry players of establishing integrations between sources of truth. Federation would help advance the cause of creating a unified view of a provider, but forging the integrations between the right sources represents a challenge.

Basics of Blockchain
The blockchain is a decentralized trust system that is designed to generate consensus across a network of organizations and individuals without the need for a central authority. Similar to the Internet, the blockchain is an open, global infrastructure upon which other technologies and applications can be built. It reduces the need for centralized authorities in transactions that typically require trust. It consists of a decentralized ledger (database) that is publicly verifiable, tamper-proof, and time stamped. Its most prevalent use case currently is to support Bitcoin transactions. In the context of Bitcoin, the blockchain records every transaction ever made and all nodes within the network validate transactions and agree on the contents of the blockchain. A copy of the blockchain is then present on every node within the decentralized network.
Next-generation platforms are emerging that take advantage of decentralized networks and realize the benefits of blockchain technology. Ethereum is an open blockchain platform that allows developers to build and use decentralized applications on the Ethereum network. Whereas the Bitcoin blockchain is optimized for storing financial transactions, Ethereum’s blockchain is designed for general purpose computing and data storage, allowing for smart contracts. Smart contracts are self-executing and self-enforcing programmable contracts. Blockchain-based smart contracts are able to store verifiable states within a blockchain. Two or more parties can enter into an agreement via a smart contract without the need for outside parties to play an arbitration role. The terms are agreed to within the smart contract and when the specified terms are met, the contract is fulfilled. Some technologists have described Ethereum as a “world computer” because it is a global resource accessible from anywhere and always computes the same results. Services that would have typically been implemented and made available in a centralized architecture can be programmed to run on Ethereum leading to reduced costs, increased transparency and accountability. 
Another attribute of blockchain technology is provenance, or the ability to verify the issuer of a transaction. Through the blockchain and public/private key infrastructure, it is possible to verify both the source and the recipient of a transaction. A related quality of blockchain is permanence. Once a transaction has been written on the blockchain, it cannot be deleted. These qualities have enabled blockchain applications to support use cases like land registries in Sweden[footnoteRef:7] and Ghana, digital notarization (e.g., Proof of Existence)[footnoteRef:8], and digital certificates issued by academic institutions. [7:  Coindesk. “Sweden Tests Blockchain Smart Contracts for Land Registry”. www.coindesk.com/sweden-blockchain-smart-contracts-land-registry/. Accessed on 4 August 2016.]  [8:  Proof of Existence. www.proofofexistence.com. Accessed on 4 August 2016.] 



How Blockchain Can Streamline Industry Use Cases around Provider Data
Blockchain technology can provide a new platform to record, store, curate, secure and distribute provider data. It creates an environment where providers themselves are the custodians of their own credentials and serves as an open platform for digital certificates and for a system of reputation. The blockchain can be used to timestamp and verify data in an immutable public ledger by publishing a hash of the data on the blockchain.

Blockchain is ideal for storing and maintaining provider data for several reasons. Multiple entities generate data that modify the provider's profile such as medical schools that issue degrees, the state and federal agencies that sanction or declare exclusions, and medical boards that issue licenses. These entities are driven by different incentives and do not have a trusting relationship with each other, nor a centralized trusted intermediary that helps bring this data together. Transactions generated by these entities could also be dependent on each other. For instance, a license revocation issued by the state medical board may necessitate that a health system or health plan terminate business relationships with the provider. Due to these dependencies, it is ideal if the transactions occurred on a shared, open data structure. Blockchain provides a way to bring data from disparate non-trusting entities and correlate them to form a single provider identity record even though each transaction stands alone. Each transaction contains proof of origin, authority, validity and audit trail simultaneously. From an access perspective, blockchain also helps multiple entities to validate various aspects of the provider's identity, thereby minimizing administrative costs.
 
A healthcare provider blockchain can be used to record and maintain an immutable record of the provider’s educational qualifications, licensure, board certifications, continuing medical education, affiliations, hospital privileges, and sanctions. Medical schools, state licensing boards, specialty boards and government can issue (or revoke) a digital certificate and store its hash on the blockchain which is then assigned to the recipient. Health plans can also add to this blockchain by publishing network affiliations, product participation information and any other expirable information. Smart contracts can be triggered when these time-sensitive events occur to renew contracts or to initiate other downstream administrative workflows. Multiple downstream processes that currently require human tasks can be automated if healthcare provider credentials are verified on the blockchain.

Recording and Verifying Provider Data on the Blockchain
Digital certificates can be issued by authorities through creating a digital file with the basic information of the recipient (provider) and signing the contents of the certificate using a private key to which only the issuing authority has access and append it to the digital certificate. A one-way cryptographic hashing function (SHA 256) can be used to create a fingerprint of this certificate and can be published on the blockchain using the issuer’s private key. This allows anyone to verify the recipient, the issuer and the content of the certificate. Large volumes of data can be recorded on the blockchain using a single transaction by using a cryptographic primitive called a Merkle tree that allows more efficient storage. Only the Merkle root would be published on the blockchain and the blockchain receipts would contain the information to traverse the information.
 
Blockchain receipts provide proof that data existed at a specific time. The receipt would contain the target hash, Merkle proof, Merkle root and the transaction identifier. The blocks can be constructed in such a manner that each block corresponds to a specific type of data identified by the embedded metadata in them. For instance, there can be a block that stores static demographic data and another block that stores dynamic data. The consumers of the data can retrieve these blocks and use the metadata to assemble them into a provider profile. Simple transactions can be used to verify the provider and unlock each block, putting together that profile for a provider in a secure manner.
 
Healthcare providers can store their credentials and other data in a “wallet” similar to how Bitcoin wallets store Bitcoin receipts. Providers would have the ability to curate which parts of their information can be shared with specific organizations. For instance, when a provider chooses to share a certificate with a health plan during the contracting process, only the contents of specific certificates are shared, and the others will be encrypted.
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Figure 1: Blockchain-Enabled Provider Data Ecosystem 
 
Proof of Concept
The authors of this white paper implemented a proof of concept to demonstrate how healthcare providers could enable their credentials to be verified on the blockchain. For the proof of concept, open source code developed by the MIT Media Lab for their Digital Certificates Project (DCP) was used.[footnoteRef:9] This technology is a reference implementation of the concept described above. It allows academic or professional credential contents to be signed using a private key. A hash of the certificate content is generated, and the private key is used to record the “transaction” or the credential issue event on the Bitcoin blockchain. Once written, the provider could make the certificate available to a verifying healthcare organization. The organization would be able to use the certificate viewer to verify that the information was issued and signed by the issuer, to the provider, and that the contents of the certificate are valid and have not been unaltered. [9:  Massachusetts Institute of Technology. Digital Certificates Project. Certificates.media.mit.edu. Accessed on 4 August 2016.] 


Two medical doctors: Dr. Andrew Freeman, a cardiologist at St. Joseph Hospital in Denver Colorado, and Dr. Ferdinand Hui, a neurointerventional surgeon at The Johns Hopkins Hospital in Baltimore, Maryland, volunteered to make their credentials verifiable on the Bitcoin blockchain. Dr. Freeman made available two Continuing Medical Education certificates from the American College of Cardiology, license from the Colorado State Medical Board, and specialty board certification from the American Board of Internal Medicine. Dr. Ferdinand Hui made available his diploma from Emory School of Medicine, internship certificate from UCLA Medical Center, residency certificate from Virginia Commonwealth, specialty board certificate from American Board of Radiology, and medical licenses from North Carolina and Ohio State Medical Boards.

These certificates were scanned, metadata on completion dates and issuing organizations encoded into JSON content, and signed by a “mock” organization (in a real scenario, these institutions would act as individual certificate authorities). The hash of the certificate contents were written into the blockchain, and examples of these transactions can be viewed at:

· Dr. Ferdinand Hui - American Board of Radiology Certification
https://blockchain.info/tx/29a9066d48af7d8bd7a9d3a0fbeee52c84eafc8ff66a1158150c85b907d31720
· Dr. Andrew Freeman - American College of Cardiology, Continuing Education Certificate
https://blockchain.info/tx/54fb3ba7b346680d120e739b759c5102bdeb5af92bab0bf470bcf977fd94885c

While evaluating the DCP reference implementation, which specifies certificates in a JSON format based on Mozilla Open Badges, several weaknesses were identified that should be addressed in order to achieve truly independent verifiability.  First, the DCP implementation stores Bitcoin transaction IDs in a database that lives on the issuing organization’s servers, and exposes a RESTful interface for clients to verify the authenticity of the certificate.  This represents only a minor burden on issuers compared to manual verification, but violates the spirit of independence.  Second, the hash signatures are sensitive to string storage specifics of the JSON object (e.g., presence or absence of whitespace, key ordering, etc.) and certificates could easily get mangled in transmission leading to unverifiability due to hash mismatches.  These issues can be mitigated, however, by wrapping the raw certificate data with transaction metadata and the Merkle proof as discussed above.  A more serious problem is that the DCP JSON certificate format references a URL that contains the issuing organization’s public key, which is used to verify that the organization issued the certificate. However, this is susceptible to “linkrot”--the process by which pages and resources become unavailable over time--and if public keys are lost or moved, certificates would become unverifiable. Public keys cannot be included in the metadata, of course, because they could easily be forged, so a key escrow solution or a trusted registry would need to be developed.

Potential Hurdles
Adoption - As is the case for new platforms that seek to address two-sided market problems, gaining a critical mass of adoption is important. Issuers of certificates will be more likely to adopt the platform if verifiers of certificates are already using it, and the converse is true. In the case of certificate issuance, some issuers have more market power (e.g., medical license issuers) than others. Also, there are certain consumers of certificates (e.g., license boards, federal government) that have more market power and may be able to influence adoption. Migration to a blockchain-based platform for verifying credentials will take a critical mass within the industry, and likely the federal government, to signal its intention before others in the industry follow suit.

Economic Incentives - For issuers of certificates or “sources of truth”, a concrete economic incentive must exist for them to issue an independently verifiable certificate. Those organizations that view the verification of credentials as an operational cost will need to see that the cost of establishing the infrastructure to issue digital certificates is less than the cost of verifying credentials. On the other hand, other organizations view the verification of credentials as revenue. Many organizations that issue credentials also need to verify credentials (e.g., hospitals and license boards are both issuers and verifiers). These organizations need to realize enough cost savings in verification to offset revenue reductions. If the entire industry adopts this approach, cost savings can be realized throughout. Independent actors, however, must recognize their own ROI before they will adopt.

Recognized Validity – Government agencies as well as accreditation bodies like NCQA must recognize the validity of independently verifiable credentials signed with a private key and whose hash values are stored in a permanent and verifiable blockchain platform.

Identity management - There may need to be an external registry of certificate issuers since consumers of certificates will need a method to verify public keys. 

For blockchain to be an industry-wide solution, it is important for all participating stakeholders to agree in certain areas for the solution to be viable:

· Scope of provider data to be exchanged - There are many dimensions of provider data, and stakeholders must agree on the types of credentials, certificates, and other information that can be recorded and verified via the blockchain.
· Format of data exchange - The format of provider data needs to be standardized. Mozilla has the OpenBadge concept[footnoteRef:10]. CMS has prescribed a machine-readable JSON format for provider data. Medbiquitous has been adopted by the Federation of State Medical Boards[footnoteRef:11]. FHIR by HL7 is gaining ground among health IT vendors.[footnoteRef:12] There needs to be agreement on a single, universal format that can support the needs of credential verification. [10:  Mozilla. Open Badges. Openbadges.org. Accessed on 4 August 2016.]  [11:  MedBiquitous. www.medbiq.org/, Accessed on 4 August 2016.]  [12:  FHIR Practitioner Model. www.hl7.org/fhir/practitioner.html. Accessed on 4 August 2016.] 


Conclusion
As blockchain matures as a technology, healthcare organizations and government regulators should consider its application in provider data. The transparency, permanence, and verifiability of the blockchain make it an attractive platform on which to issue academic and professional credentials for healthcare providers. In addition, sanctions and disciplinary actions imposed on providers could also be recorded on the blockchain, allowing continuous monitoring of healthcare provider networks. 

Organizations that create/issue provider data and those that consume should evaluate how universally verifiable provider data could benefit them and their stakeholders. Multiple pilots could be run among similar organizations (e.g., multiple state medical boards) and between issuing and consuming organizations (e.g., medical schools and state medical boards). If these pilots produce positive results, they could expand in scale and scope.

As pilots give way to scalable programs, it will be critical for the industry to come together to define standards on the type of data to be exchanged, and the format of the data. Regulators can play a role, but organizations with a track record for bringing the industry together should also be engaged.  

Blockchain has significant promise in healthcare, and near-term applications of blockchain in healthcare provider data could reduce administrative complexity in multiple organizations and produce significant value to the healthcare industry.
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