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[bookmark: _GoBack]The Problem
The pace of Healthcare Information Technology (HIT) interoperability has not kept pace with the demands of the users. We need to leverage innovations from other technology domains especially financial tech innovations that have led to a robust product eco systems and increased adoption. 
Overview
Healthcare data has tremendous value on the black market and has become a significant target for criminals as well as even the casual hacker.  HIT professionals have only been able to dream of systems with open architecture while still being secure until the advent of blockchain technology in 2008.  The first major use case being the massively successful BitCoin cryptocurrency, the healthcare industry should have all the information we need to apply this technology towards the care of our patients.

The blockchain can be seen as a design approach that binds a number of peer computers together to collectively obey the same “consensus” process for releasing or recording what information they hold, and where all related interactions are verified by cryptography.
Specific Aspects of Problem
Our HIT systems continue to improve through the leadership and guidance of the ONC and HHS, however, we still have a long way to go when it comes to interoperability.  HL7, Direct secure messaging, IHE profiles, and Meaningful Use have helped to improve the interoperability between disparate systems, but we are still a long way from ubiquitous interoperability.

Along with the interoperability, the identity issue is paramount and central to the majority of the use cases we will present in this paper.  The Council for Affordable Quality Healthcare (CAQH) would not be successful without government and private payer mandates.  It continues to require regular updates to the system whether Providers have new information or not.  This is very burdensome for Providers that are truly focused on caring for patients as a past-time and not very savvy with complicated, web-based platforms.  Providers need relief from the growing overhead of delivering healthcare and there is no question that blockchain technology can serve as a viable solution for this problem.
What is a Blockchain?

A blockchain is a new type of data store which:
· is transactional (initial success has been in financial transactions)
· is replicated across a number of disparate systems in near real-time 
· usually exists over a peer-to-peer network
· uses cryptography and digital signatures to prove identity, authenticity and enforce read/write access privileges
· can be written by certain participants
· can be read by certain participants or a wider audience
· has mechanisms to make it hard to change historical records
· has built-in mechanisms to make it easy to detect when someone is trying to change records
· Can become compromised if more than 50% of the nodes on the blockchain are working together with nefarious intent
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Types of Blockchains

There are two types of blockchains, both of which are applicable to HIT: Public and Private  

The ledgers of public blockchains can be ‘public’ in two senses:
· Anyone, without permission granted by another authority, can write data
· Anyone, without permission granted by another authority, can read data

By convention, public blockchains imply write privileges by all.  In the case of BitCoin, it is 
designed as a ‘anyone-can-write’ blockchain, where participants aren’t vetted and can add to the ledger without needing approval, it needs ways of arbitrating discrepancies since there is trusted third party to decide with infallible defense mechanisms against attacks.  With any single trusted third party, the threat of attack is always present anyone can misbehave with relative impunity, especially if there is a financial incentive to do so.  Though this technology can mitigate these risks, the security issues described create cost and complexity in running the public type of blockchain.

Conversely, a private blockchain network is where the participants are known and trusted.  For example, an industry group, or a group of companies owned by an umbrella company.  Many of the mechanisms aren’t needed – or rather they are replaced with legal contracts – “You’ll behave because you’ve signed this piece of paper.”  This changes the technical decisions as to which bricks are used to build the solution.

Smart contracts are the building blocks for decentralized applications.  A smart contract is a short program that you can entrust with a unit of value (as a token or money), and rules around that value.  The basic idea behind smart contracts is that a transaction’s contractual governance between two or more parties can be verified programmatically via the blockchain, instead of via a central arbitrator, rule maker, or gatekeeper. When smart contracts are executed on the blockchain, it enables settlement of the contract terms between the various parties without the need for a centralized settlement authority. 
Solutions

As we inch our way to the Learning Health System, open standards that are easy to implement will become prerequisite to our continued advancement and success.  We currently have a disjointed mishmash of data repositories, disparate from each other and with little hope to share data meaningfully.  Reluctance to adopt the common data set and publish data through technologies like Fast Healthcare Interoperability Resources (FHIR) are primarily impeded by security concerns that can be eliminated through the use of blockchain technology.

[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3]There are a number of major themes that blockchain technology can influence in HIT.  Identity management, document management (and versioning), patient consent, and most of all interoperability.  As an example, blockchain onboarding can solve the identity problem for both providers and patients since the hashed ID of a patient can be used as a one-way cipher in lieu of a global patient identifier.

As healthcare slowly shifts focus from acute/centralized to a chronic/distributed model, collecting health data “telemetry” from distributed patients will be an invaluable capability.  An EHR founded in blockchain technology would be best-suited to this scenario and the vendors that do this first will have significant market advantage and therefore incentive to do so- in other words, the free market will drive the adoption of this approach.  Internet of Things (IoT) patient monitoring devices or gateways would simply write to the blockchain with a cryptographically guaranteed data provenance.  If the patient chose, they could even authorize AI-enhanced bots to oversee their health data telemetry and provide warning of any alarming trends. The possibilities are truly exciting.

Interesting Potential Applications in Healthcare
· Private block chain/side chain for managing patient data
· All portal data gets replicated to a private blockchain for authenticated healthcare entities.  
· The chain of transactions establishes the lineage of data for the patients
· Patient/family member onboarding is controlled by the patient via invites to join their side chain
· Providers can also be added to the block chain by an authoritative entity
· Provider credentials can be stored within the transaction blocks obviating the need for the costly and time-wasting credentialing process that is currently in place
· Provider login to clinical systems could be federated by a single national identity provider
· Each patient is assigned the equivalent of a wallet that stores the services that they are entitled to
· Each EHR communicates with the blockchain via an interface that updates the transaction block with the list of services rendered (could be a CCDA)
· eCQM submission, ACO reporting, or PQRI reporting could be done more easily via transaction blocks. The reporting software only has to query the list of transaction blocks for attributed patients.
· Healthcare research and journal articles can also be logged on the blockchain making it easier to catalog and manage content and contributors for continued advancement.
· Payer payments to providers can be more secure and provide a clear path to how money is flowing within the health system
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[bookmark: OLE_LINK4][bookmark: OLE_LINK5]Conclusion
We presented a number of HIT use cases that can be solved with the help of a blockchain infrastructure. The blockchain technology is still in its infancy but some of the world’s leading financial institutions and technology companies have setup experimental testbeds to identify the usage scenarios for different industry verticals. Through this whitepaper, we hope to solicit ONC’s feedback on the proposed scenarios and also solicit technology partners within the HIT space, who may be willing to partner with us to pilot these use cases. 
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