Blockchain Applications in Health Care and Health Research
[bookmark: _GoBack]Why is it that most of us cannot easily email our doctor or see and exchange our patient records online, but we freely connect with Google Maps, Facebook, Instagram, LinkedIn, Twitter and virtually everything else?
The above question clearly illustrates the problem that is to be addressed, and this paper describes a technology that shows a potential to solve it for good.
Seamless access and sharing of the electronic health records (EHR) problem and EHR systems interoperability is an extreme representation of a subpar user experience. Different solutions have been proposed from building better and more interoperable portals, to establishing better patterns for sharing of records with providers that the members can choose. Unfortunately, due to the complexity of the problem, attempts to address it have failed so far. The findings from a crowd survey of numerous hospital executives and health IT members that have completed a recent EHR replacement, indicate that 87 percent of cash-strapped hospitals regret their decision in making the switch. EHR has become a timely and costly endeavor for providers that results in an amazing frustration on the provider's side. American physicians claim they have become the most expensive data entry workforce on the face of the planet. Security of asset movement and HIPAA compliance is still a hit and miss endeavor, and breaches into health care system something we hear about daily.
As Leonardo da Vinci once said, “There is always time to stop and think,” this is one of the times when we have to stop and think about possibilities and potentials of the blockchain technology and its usage in health care to solve these issues.
By closely watching the blockchain technology and developments related to it, it became apparent that it will have a foundational impact on the way our society is run and we interact with each other. 
Blockchain technology has a potential to solve the EHR problem. More than that, blockchain technology is the only technology that can effectively solve the EHR problem with the reasonable amount of effort, governance and investment.
Like many problems of similar scale and complexity, EHR problem will be solved by creating a new and better user experience that would satisfy all pillars of the health care system: user, provider, payer and regulator.


The blockchain is perfectly tailored towards interconnecting various aspects that make up the health care industry these days:
· Near-instant digital asset transfer, asset movement and security of data movement
· Permanent real-time storage and documentation of client records
· Tamper-proof record of transactions and audit trails
· Wide granularity of permissions for data access

Examples of the existing successful solutions
There are different examples of solutions to EHR problems and the USA is not alone in recognizing the importance of blockchain technology there. In the last decade, Estonia became well known for solving EHR problem by registering virtually all residents' medical history from birth to death, and is based on the comprehensive state-developed basic IT infrastructure. The main reason why small countries with techno-savvy administrations like Estonia are already experimenting with blockchain technology is that larger legacy systems, like health care in the USA, take a long time to change course. However, it’s time to do things differently here as well, and government, academia and industry should be co-opted to address challenges that large-scale deployment as this will bring. A posting about the Estonian solution to the EHR problem states:
“This concept of a nationwide, integrated EHR system covering the whole population is fully transferable only if all of the following preconditions are fulfilled: first, the existence of a nationwide secured data-exchange platform; secondly, the application of the highest security standards for system accessibility and users' authentication, signature and encryption; thirdly, enforcement of the national laws for collection and exchange of personal medical data.”  (1)

Introduction of the blockchain
There are many analogies between web early days and today’s blockchain evolution, and one has not seen a technology that has been capturing the imagination of people, first just a few, than spreading as rapidly to many, as blockchain is. Internet brought us near-instant digital communications, and blockchain has been described as the second most significant layer on top of the Internet, as important as Web was in 1990.


Blockchain can be described as a technology that permanently and securely records transaction in a way that cannot be erased later, but can only be sequentially updated, keeping a never ending historical trail.
With such significant new technology developments, it is obvious that one is to expect significant paradigm shifts and a bewildering array of new languages and terminology. The today’s prevalent functions of a centralized database are being shifted towards a decentralized peer-to-peer digital asset systems with no necessity for intermediary or central authority.
Blockchain has also often been described as a collection of technologies; a good analogy often used is a “Bag of Legos”. As with any Lego, different bricks can be put together in different ways to create different results.
Blockchain can also be described as an exchange network for moving transactions, assets between peers without the assistance of intermediaries. A mistaken belief is that Blockchain is a distributed ledger. However, it acts like one because the collection of transaction on blocks is equivalent to a distributed ledger.
Understanding of a blockchain from a technology point of view is not easy, and perhaps the simplest way to describe it is by replacing the old question: “Is it in the database?” by “Is it on a blockchain?” In the future, users will touch blockchain-based technology, without being aware of its existence.

Pillars of blockchain that provide important benefits for use in health care
The current issues with the applications and solutions in the health care application is that data does not always end up at its intended destination in a speedy and cost-effective manner, which is one aspect that distributed ledger technology could help improve. Blockchain systems will provide near-instant digital asset transfer with a complete security of encrypted data movement.
Blockchain represents decentralized database with no intermediary delays. Data is stored in a linear fashion and by being appended to a transaction block. Entries in the database are configured in “blocks” which are then chained together using digital, cryptographic signatures. One has to recognize that it’s not easy to become decentralized if you’re not designed that way, so major attention should be paid to designing systems that are decentralized from their inception.	 
Transparency of the transactions is ensured and validity of stored data is easily verifiable by anyone. Stored data is encrypted with a signature of the person who placed the data to the blockchain. Only the owner of the key can unlock the data, which ensures complete security.
As a distributed ledger, blockchain is built on top of a peer-to-peer communication system that eliminates reliance on any one server and centralized systems.
Uncompromised security and integrity of the blockchain provides resiliency against attacks as well as auditable trails.
Blockchain is known as a trust layer with the trust built inside the network with cryptographic proof instead of today’s commonly used centralized trust. These systems require upfront identification and reputation.
In the future, there will be the possibility of different blockchain applications and their types can easily be described as public, private, native and hybrid, which are built on top of web or private applications.


Blockchain 2.0 – smart contracts
Blockchain is a new technology that is developing fast and will require significant ongoing scientific research.
In 2013, blockchain technology added programmability to the blockchain with introducing smart contracts and immediately became known as blockchain 2.0. Smart contracts are the next-generation applications of distributed ledgers that do more than just execute transactions. A simple example of a blockchain that only execute transactions is a bitcoin.
Smart contracts are a piece of code that is stored on blockchain, triggered by blockchain transactions and executed during the reads and writes of data in that blockchain's database. Entries in the database or on the blockchain can be shared with anyone who has the appropriate permissions.
Blockchain 2.0 applications are critical for understanding of an “EHR as a service,” and its business models, automatically executing multi-signature contracts. 


Use of Blockchain in Health care
Blockchain is a new major software development platform. Therefore, it’s becoming increasingly strategic.
The recent successful major shifts in other industries have proven that it’s possible to build a system where value starts with the user.
The following describes one use of the blockchain in healthcare:
EHR are instantly, securely and permanently shared between patients and providers. They are routinely updated in a decentralized fashion from secure trusted locations and providers.
Online identity is decentralized. Consumer will own data that belong to them. Smart contracts will ensure multi-signature processes that provide access to parts of the records. Smart contracts will provide the necessary differentiations of users that can access each data record. The owner of the data will always be the decider. Ownership authenticity is easily verifiable.
Blockchains will become large repos of semi-private info, revealed only when parties agree to disclose them. Sharing some portion of patient data is widely enabled, but anonymizing it to ensure privacy. 
Recording and time stamping delivery of medical procedures and events is ensured and prevents fraud, ensures compliance and enables verification.
Audit trail of the records as well as critical medical equipment is ensured.
Each person carries an emergency secure medical “wallet” with their info that is unlocked based on criticality of the situation and preassigned witnesses.

Urgency and Approach
Blockchain technology is developing rapidly and will have a significant impact on our society. With that consideration, educating the general public and policymakers becomes the most important task of early adopters and organizations involved.


In sum, distributed ledger technology provides the framework for government and industry players to reduce fraud, corruption, error and the cost of paper-intensive processes. It has the potential to redefine the relationship between government and the citizens in terms of data sharing, transparency and trust.
However, the public in the USA faces significant danger that it does not get the most from this potentially fragmented activity. There is a strong case that the research and development community in the public and private sectors should self-organize in a way that encourages co-operation where appropriate, and competition where it will stimulate the most creative research, the protection of national infrastructure and reducing frictions in the health care industry.
Blockchain use in health care will benefit greatly from all research and development in the so-called fintech space that has been intensely exploring the full potential of blockchain for the past five years.
The approach can be categorized into several steps:
· Learn and adopt best practices and patterns from fintech
· Form some kind of consortium (perhaps modeled on R3 fintech consortium) that includes representation from the government, consumer, providers and payers relevant in the health care space to lead the health care industry transition to the blockchain. An important mission that this organization needs to take on is communication and education of the developments in the technology.
· Establish regulations and legislations, which comprise the framework of rules that are set by an outside authority to protect the broader interests of society. Government legislates and creates the framework for regulation.
· Establish technology partnership with foundations that are at the forefront of blockchain technology development.
· Start with a POC system and use it as a springboard to build a whole system. This POC is the research necessary to ensure that distributed ledgers are scalable, secure and provide proof of correctness of their contents.
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