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This paper examines the theoretical perspective of using blockchain to share patient health information in a secure way.
Although any information can typically be stored in multiple formats, for health information the formats typically defined for exchange are used primarily to try and achieve clarity of description rather than small atomic components that convey small pieces of information that when combined create a series of events that define transactions which allow an account to be reconciled and known to be correct.
A simple example: Person A has Account 101 and Person B has Account 608. Person A has to pay Person B $10.00. Person A initiates a payment from Account 101 to Person B Account 608. A debit transaction debiting $10.00 from Account 101 is completed and another transaction for $10.00 is credited to Account 608. The transactions are matched together and form in blockchain terms a block. If either transaction is allowed to complete without the other transaction completing, then this transaction set could not complete as one or both accounts would not reflect the correct balance creating an imbalance in the financial system.
In contrast, one document defined in the Consolidated Clinical Document Architecture (C-CDA) Continuity of Care Document (CCD) has sixteen sections of medically related information. The CCD may contain information for a particular episode of care or sometimes represents a longitudinal record of care which may be over 100 pages in length. In the adoption section this paper hypothesizes on how this might be mitigated using blockchain technology capabilities.
This paper also shows an example of how blockchain can be used to keep track of healthcare transaction audit events so that the process of health information exchange can be managed according to a patients’ desire for information sharing using blockchain.
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BlockChain was developed primarily to manage financial transactions in a secure manner and optimized to make it very difficult to manipulate transactions electronically.
BlockChain technology enabled new financial capabilities such as BitCoin as a form of an electronic currency or cryptocurrency.
Blockchain is based on a decentralized database schema based on a hash tree or Merkle tree is a tree in which every non-leaf node is labelled with the hash of the labels or values (in case of leaves) of its child nodes. Hash trees allow efficient and secure verification of the contents of large data structures. Hash trees are a generalization of hash lists and hash chains.
Demonstrating that a leaf node is a part of the given hash tree requires processing an amount of data proportional to the logarithm of the number of nodes of the tree.3
 Achieving performance in a database such as this requires that transactions are small and only contain relevant information for achieving the desired goal as stated earlier of keeping track of financial transactions.
Financial transactions typically contain small packets of information. However, there can be thousands or millions of transactions which create large hash tree data structures.
With the development of SmartContracts as part of blockchain, the ability to create other structures than financial transactions becomes possible.
There are several factors that make using BlockChain for health transactions that highlight the large difference between health and financial transactions. For example: healthcare transactions typically carry significantly more information than financial transactions.
Financial transactions in contrast typically have relatively view attributes such as object identifier (oid), from/to account ids (typically a number); transaction amount representing a debit or credit to the account; timestamp; key signature.
Transactions are collected into a block and the new block contains the preceding block oid creating the chain thereby the name blockchain. Blocks are typically created by miners which are paid a fee for the service.
An analogy for miners in the healthcare market may be Health Information Exchanges (HIEs) or similar types of structures. The difference is that a HIE does not typically package a patients’ medical information into secure structures that represent a series of related transactions.
[bookmark: _Toc458429166]Smart Contracts
SmartContracts illustrate that data more robust than financial transactions can be accommodated within the BlockChain data structure. SmartContracts often have code included in the data structure which allows these types of vehicles to determine when the contract or directives within it must be executed. 
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FHIR attempts to define health information in resources that are smaller than a typical Clinical Document Architecture (CDA) content exchange. FHIR and CDA are created using XML structures which tend to be large files compared to other formats such as clinical information being stored in a relational database or other formats such as Electronic Data Interchange (EDI) formats like HL7 Version 2. The difference more than the size is there can be more meta-data associated with the clinical information using XML versus EDI formats.
Here are examples of FHIR Resources that can provide core clinical record keeping - focused on the content of the provider/patient encounter including: AllergyIntolerance; ClinicalImpression; Condition; Procedure; CarePlan; Medication; MedicationOrder; MedicationAdministration; Immunization; Observation; DiagnosticReport; etc.2

Additional Resources will be added in the future. A list of hypothesized resources can be found on the HL7 wiki [image: http://www.hl7.org/fhir/external.png]. 

On the HL7 FHIR page, the resources are specified using a Logical View which shows the resources as a tree structure. This specification currently defines the following ways to represent resources when they are exchanged:
· XML 
· JSON

Extensible Markup Language (XML) is a markup language that is somewhat human readable. XML is typically a high overhead language however it is used quite frequently for exchanging information and has been used in health information interoperability for many years.
JSON (JavaScript Object Notation) is a lightweight data-interchange format. It is easy for humans to read and write. It is easy for machines to parse and generate. It is based on a subset of the JavaScript Programming Language, Standard ECMA-262 3rd Edition - December 1999. JSON is a text format that is completely language independent but uses conventions that are familiar to programmers.
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In the current health information exchange paradigm there are several federal and state laws which require patient consent to share information.
One federal law is 42 CFR Part 2 which protects information created as part of a substance use (drug and alcohol) facility that is receiving federal funding. This is known as a Part 2 program.
The ONC Standards and Interoperability Framework (S&I) created the Data Segmentation for Privacy (DS4P) project which defined how an automated system through HL7 Consent Directives could accommodate privacy rules such as 42 CFR Part 2 and the Veterans Administration  Title 38.
The S&I DS4P document was taken through the HL7 ballot process and was passed as a normative standard. The HL7 Data Segmentation for Privacy (DS4P) standard defines how a patient consent can be used for data segmentation.
[bookmark: _Toc458429169]

User Managed Access (UMA)
Diagram 1.
[image: http://kantarainitiative.org/confluence/download/attachments/17760302/uma-interfaces.png?api=v2]
The UMA V1.0.1 specifications are Kantara Recommendations! The UMA Core V1.0.1 Recommendation and the OAuth Resource Set Registration V1.0.1 Recommendation are now available (check out the Release Notes too). Many thanks to the Work Group, the Kantara staff, and the membership for their support.1
This is the UMA representation developed by the Kantara initiative. It is useful to visualize the process based on OAuth and UMA standard definitions so we may view a Part 2 use case example for patient sharing information.
One advantage in using BlockChain for healthcare information is the security that is wrapped around this capability and combined with other technologies such as OAuth, OpenID, and the new kid on the block User Managed Access (UMA) there is beginning to emerge the infrastructure to support secure, consented patient healthcare information exchange. The good news is that it doesn’t matter where the information originates or the destination.
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Diagram 2 below is an illustration of how blockchain can be used to capture the sequence of events that have occurred when health information is exchanged. For example, each element of an exchange can be saved in blockchain as a transaction; the transactions can be accumulated into a block from the initial request for information, through the broker process which determines what information is requested to what information is returned for satisfying the request to the transaction record acknowledging receipt of the information. All of these transactions are swept into a block completely documenting the chain of events identifying each detail of the information exchange.
Provider Request – UMA Client, arbitrated through the Provider Broker
Provider ID, Provider Name, Patient ID, Patient Name, UMA Provider Policy ID
· Blockchain audit transaction 
Patient Broker
Receives Provider request
Sends request to the Access Control Resource Server (ACRS)
ACRS retrieves Patient UMA Policy
ACRS determines if Provider is authorized by patient to participate in an information exchange; If not, no information is returned to the Provider request; 
· Blockchain audit transaction 
If Provider is authorized, then the Patient UMA policy is executed to determine the extent of the information exchange
If the UMA policy specifies no restrictions, then the resource set is retrieved from the FHIR server and returned by the ACRS;
· Blockchain audit transaction 
If the UMA policy specifies restrictions for one or more sensitive information categories, then the ACRS retrieves the resource set from the FHIR server and processes the FHIR resources to comply with the Patient UMA policy
· Blockchain audit transaction 
The FHIR resource set is returned by the ACRS
· Blockchain audit transaction 
Blockchain miner sweeps transactions into a block
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As we have seen from an interoperability perspective adoption of new technologies and standards is quite slow in the healthcare industry. There are current standards such as CDA and C-CDA which are still trying to exchange information from one system to another. The emergence of FHIR is another technology for interoperability with its own standard exchange format. The FHIR format called resources contains much of the information of CDA documents in a somewhat simpler format. However, depending on the information exchange occurring, FHIR resources can grow in complexity using features such as composition and bundling.
These problems of large scale adoption are evident due to the complexity of health information. From code systems such as SNOMED-CT, DSM-5, ICD 9 and 10, RxNorm, LOINC, etc. and value sets built around them for use in applications are rife with complexity.
What if though, a SmartContract could be used to arbitrate a logical payload which can be developed, not bound to a syntax or representation but derived from concrete business requirements? 

This leads to standards-based implementation guides (SmartContracts) which satisfy, in a verifiable way, a need for semantic information sharing. The logical payload supported by a SmartContracts that consists of data elements defined in the Referent Index4 and provides implementers with the detailed knowledge to represent that logical payload in a standard-based syntactic structure (e.g. CDA document, V2 message, FHIR transaction) and terminology (e.g. LOINC value sets). 

SmartContracts could be constructed that are context aware of the data format being exchanged even to the point of having the ability for exchange partners to define their own logical payload that meets the needs of the partners. With this capability, information exchange specifications that do not currently exist such as user generated data from Fitbits for example; or information for specific conditions such as autism, etc.
This could be where the future of health information exchange where a mechanism such as SmartContracts can be ambivalent of the exchange medium (CDA, C-CDA, FHIR, V2, etc.) and process the exchange based on the logical payload freeing up countless of cycles trying to process a particular format of information.
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