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Abstract: One of the greatest challenges to modern health information technology is efficiently managing health data, and building interoperable Electronic Healthcare Records (EHRs). Blockchain technology has the potential to transform health data management by providing a secure, organized collection of data and any manipulations that can be easily stored, tracked, and shared between relevant stakeholders. Properties of Blockchain make all data stored within easily traceable, time-stamped, cryptographically secure, and all changes to records are validated and stored on the Blockchain for maximum transparency. By organizing health data systems on Blockchain infrastructure, every permissioned healthcare provider could securely access and update records, when necessary, from a comprehensive database. Permissioning allows for both data sharing and data restriction for regulatory purposes. Distributed consensus for verifying health data updates on the Blockchain also encourages common data formatting, because updates are verified against a universal database schema. This distributed, decentralized network eliminates the resources spent on sharing updated records, and allows providers to perform additions and manipulations to records that are perpetuated in the system wide records database. This is a crucial step for creating a comprehensive health data repository for research purposes. Furthermore, Blockchain architecture allows for real-time updates to records that would give healthcare providers up-to-date information for more informed decision-making. To tackle scalability and storage of the large amount of data in the healthcare space, a distributed database could be combined with Blockchain architecture and made publicly available, or privatized according to individual healthcare systems. This model will be the primary application of Blockchain discussed in this paper, as it offers practical organization and manipulation of data in the high levels of volume, variety, and velocity of data that is collected in the healthcare field.



Background

The conversion to EHR spurred by the Health Information Technology Act has resulted in inefficiencies for data management, including data silos and inconsistent data dictionaries that prevent interoperability even across a single health care system (1). Current EHR systems that are not interoperable across relevant stakeholders such as hospitals, private practices, and community/home-based care providers are negating several key advantages of EHRs and health data in general: accurate data analytics, real-time patient updates, and easily-accessible records that provide a holistic patient profile for higher quality care (9).  All of these aspects of EHR are being pushed by the public and private sectors to provide more comprehensive health metrics, cut unnecessary readmission costs, uphold regulations, and ensure physicians are able to act on complete patient records for a better patient experience (12).  Interoperability of data for aggregation and research purposes is also critical for developing better predictive models, pharmaceutical research, and health models on a nationwide level. By implementing Blockchain infrastructure to health data and especially EHR systems, properties of immutability, decentralization, and real-time updates would solve the current inefficiencies discussed previously. Distributed consensus, permissioning, and cryptography will also be discussed as they relate to issues of data quality and patient privacy. Blockchain architecture combined with a distributed database will be the primary solution discussed in this paper, due to database attributes required by private EHR systems including large data libraries, high-throughput, scalability, permissioning, and querying (4). 

	
Chain of Data Facilitates Interoperable Schema 

Blockchain infrastructure links data together by hashing and time-stamping data transactions, and then groups validated transactions into “blocks” of data that are contain the hash of previous blocks in the “chain” of data.  Validation and hashing will be discussed in detail later in this paper.  Using electronic health records as an example of digital assets stored on a Blockchain, a comprehensive list of all health records would exist along with all changes made to those records, wherein any updates are verified, added to patient records, and then later managed according to their specific hash ID.  
In the form of a decentralized records database application, Blockchain facilitates the implementation of a common data dictionary that ensures interoperability of records between hospitals, specialty practices, and other relevant parties. Health data is recorded as attributes in each digital asset and subsequent transaction, for example, age, race, and health metrics are all attached to any digital record on the Blockchain, and since the records populate in a shared, distributed database, all attributes should be formatted in the same manner for complete data.  This helps solve the problem of data incompatibility across different departments and providers due to inconsistent data schema, meaning electronic records will require less resources to merge incomplete data (1). Although it is not feasible to expect every single data provider to upload data in the same format in the near future, if data can be reformatted into a common data set as described in the Shared Nationwide Interoperability Roadmap, the large volume of data could produce much more valuable insight than any isolated sample (9). Once all records are formatted in the same manner, searches and queries are possible on a complete set of data, which is an another essential aspect of the Shared Nationwide Interoperability Roadmap (9). 


Blockchain Permissioning Allows Peer-to-Peer Records Sharing

A key aspect of Blockchain that permits health data interoperability is permissioning, which designates read-write privileges of any member connected to the data network. Permissions in a private Blockchain can be assigned by administrators, in which case permissions are linked to a user’s public/private key pairs, aka verifying/signing keys (10). This process will be discussed later in greater detail with cryptography.
Interoperability is achievable by giving certain permissions to users that allow for read-only or read-write capabilities, and can be specified even further to block certain users from accessing data attributes according to regulations.  For example, a hospital system could give permission to a private practice to access a specific patient’s records upon referral, and then permission to update the record upon treatment.  Another example is that insurance providers could be given permission to access certain data on patient information to settle claims much more efficiently than retrieving them from hospitals, but made blind to other patient data that compromises personal rights. This is critical to protect patient privacy under regulations such as HIPAA, so that certain data can be hidden or de-identified to remain compliant. The capability for key stakeholders to access patient records from a universal, decentralized source saves time and resources spent on intermediating records, and provides the most accurate patient profile due to its universality. By designing health data governance in this peer-to-peer method, less intermediary resources are used, and stakeholders have more immediate access to research data.  Permissioning offers a potential solution to the core objectives of data sharing and governance framework as outlined in the Shared Nationwide Interoperability Roadmap, as a peer-to-peer system requires the least friction for stakeholders to access data (9). Additionally, healthcare providers that are able to access, interpret, and act on a comprehensive patient record will naturally provide higher quality care due to more informed decision-making. 


Distributed Consensus 
	
Distributed consensus is a Blockchain property that validates blocks of transactions by having many nodes vote on whether or not the transactions are constructed properly. Transactions must be verified against the issuing user’s permissions, the actual format of the transaction so that there is no double-spend logic, undecided inputs, or other potentially malicious code. If any node finds invalid transactions within a block, that block is invalidated, and none of its transactions have any effect. Valid transactions from the invalid block will be considered for re-validation. Usually some variant of the Paxos algorithm is used to account for potential node failures, or unresponsive nodes that are unable to reach a decision about the validity of a block (4). This means that if a majority of nodes validate a block while a certain few never reach a decision, the block will be validated. Voting nodes are selected based on several different methods: proof of work, proof of stake, and others such as a federated Blockchain.  
· Proof of Work: Used by Bitcoin, this model allocates proportional voting power to nodes using high processing power to solve the mathematical problem of hashing blocks.  This model results in slower generation of blocks, and naturally centralizes around miners with the most computing power.  
· Proof of Stake: Proof of stake allocates voting power to nodes with proportionally higher ownership of the digital currency in question. Nodes with higher amounts of currency are therefore favored for block validation, but there are methods of decreasing the weight given to the ‘wealthiest’ nodes.  
· Federation: An alternative method for consensus where there are rules on which nodes may vote, each node carries equal voting power, and a majority of nodes must validate any given block.  
In summary, distributed consensus is what creates a trustless system in which only validated transactions ever become part of the Blockchain.  In the context of health data, distributed consensus prevents malicious or false manipulations to health records, and also prevents against human error by requiring format consistency. Error prevention is essential for maintaining any kind of distributed, decentralized EHR database, and Blockchain immutability helps enforce this across all users.  



Cryptography Enables Permissioning and Interoperability

Cryptography is used by Blockchain to securely manage assets and updates through hashing and signatures, which is critical to implementing a peer-to-peer health data system with rich permissioning.  Every time valid transactions are compiled into a block and added to the Blockchain, the node that does so computes a cryptographic hashing algorithm such as SHA-256 that creates a hash value, which is then used as the unique identifier for that block (4). Additionally, each block contains the previous block’s hash value, so that the order of blocks in the chain can be easily identified.  There is no chance of any block’s hash value being changed after it has been posted, so in a health data setting all records would be stored forever in the order in which they are posted. Assets and transactions are also hashed with unique values that allow for tracking and ownership transference. This allows auditing and verification of any data manipulations if the need arises, and ensures only users that can fulfill the cryptographic requirements of the asset can make related changes.
	Blockchain protocol also uses cryptography to secure public/private key pairs.  A public key is the public identifier of a user that can be seen by anyone on the network as a means of tracking users to any related assets or transactions. A private key is generated with the public key, and acts as an encrypted identifier privately held by the user to verify permissions, transactions, and asset creation as a unique signature that cannot be used by anyone else on the network (4). For example, before a user can update an EHR stored on the Blockchain, a node will run a signature verifying algorithm to confirm that a user’s public key matches the user’s signature made by utilizing the private key, after which the user’s permissions are either confirmed or rejected (10). Once a user makes a transaction, their private key signature is included, but only the public key is displayed along with the transaction to prevent identity and ownership theft. As a result of this cryptography, no attacker can maliciously alter data unless they have the specific permissioned public and private key pair.


Accurate, Immutable Records Enable Patient Tracking and Meaningful Use

One of the greatest advantages of Blockchain is that every transaction is recorded and stored immutably; so previous transactions can be easily traced, and no transaction can be altered once it is verified and stored on the Blockchain. Data provenance is a goal of the Shared Nationwide Interoperability Roadmap, and is essential to tracking both individual and collective health data over any amount of time for treatment outcomes and useable data (9).  As part of Blockchain infrastructure, transactions are aggregated into blocks that are then linked together through hash values, and contain attributes such as timestamps and signatures of issuing users that can be searched and viewed at a later time. This provides a significant advantage for administrators in private Blockchains, for example a healthcare system can track patients based on updates, or lack thereof, posted by any permissioned user to medical records. A Blockchain can also broadcast update notifications to relevant users, so that appropriate parties with treatment and appointment information can follow up any change in the patient’s record.  Beyond patient tracking, records can also store any past or present medication prescriptions, allergy lists, and any other attributes that eliminate confusion and redundancy between healthcare providers.  Medical reconciliation, for example, is an objective of Meaningful Use, and could be as simple as giving relevant care providers access to read and update medication lists for better overall tracking and decision-making (16).


Health Data Analytics Applications

Health analytics is gaining momentum with efforts such as the Health Data Initiative, pharmaceutical data mining, and clinical research innovation that requires large, complex amounts of data for analysis of health statistics at varying levels of granularity. From drug development to predictive modeling of medical conditions, there is a host of applications for health data that all require efficient methods of data storage, sharing, and security.  Current EHR systems suffer from a lack of compatible data across distinct systems, which can occur on a departmental basis, which fragments electronic records and therefore any attempt at analysis. Security and visibility are obstacles because de-identified patient data can still be matched with highly individualized location and demographic data, which compromises patient privacy rights. Finally there is the issue of compiling EHR system data across many vendors to form large-scale databases, which requires conversion from proprietary languages into a universal schema. 
Blockchain infrastructure, when layered onto a distributed database, provides solutions to aforementioned challenges due to properties of immutability, scalability, and permissioning. An EHR system using Blockchain technology enables resource-efficient, system wide analytics that increase patient population understanding, and preventative care efforts.  On a wider, external level, Blockchain provides a foundation for health data sharing that remains updated, secure, and scalable. Hospitals and health care systems that are able to analyze collective patient data from EHR systems can provide more effective preventative care by recognizing growing health trends across any collected patient attributes (1).  This includes age, race, location, and previous health history that may all be valuable indicators in tracking disease correlations, spread of illness, and health quality among patient demographics.  Analysis of treatment effectiveness is also more effective when certain patient attributes are controlled for, which is only possible if they are included in patient information in the first place, such as a universal digital record (5). 
Scalability to new patient attributes such as genetic data is easily achievable simply by creating new digital assets and attaching them to existing records as attributes.  For example, if patient phenotypes were linked to their records, new disease profiles could be created from studying correlation of diseases alongside every recorded patient characteristic (8).  Healthcare systems could understand their patient profiles more thoroughly using data analytics on their own EHR data, and this is made especially viable through the scalable, common data schema required by Blockchain architecture.  
	

Real-Time Data Processing Can Prevent Unnecessary Readmission Costs

Blockchain applications can also cut readmission costs of hospitals, which are being targeted by the Readmission Reductions Program (HRRP), which requires Centers for Medicare and Medicaid Services (CMS) to pay less reimbursement to acute-care hospitals for patients with excessive readmission rates according to condition (2). Momentum for preventative care will also build if providers move away from the fee-for-service model, which has been recognized as a disincentive for efficient care and data sharing (6). This push for more accountable preventative care means that hospitals are incentivized for providing self-care and transitional care, including follow-up with patients on treatment schedules and making future appointments (13). Coordination is critical for effective follow up and transitional care, as care providers require updates and accurate knowledge for improved decision-making.  Telehealth solutions and mobile health monitoring technology provide useful data for mobile care and have been proven to reduce short-term readmissions (14). Devices that collect medical data in a mobile setting could transmit data in the form of digital transactions added to a patient’s corresponding record on the Blockchain for maximum data consistency and completeness.  
Real-time updates made on the Blockchain allow care providers to see exactly when patients are admitted and discharged, and any mobile health data collection can also update records and use metadata to alert relevant parties to follow up with patients.  As opposed to batch processing, real-time processing of data to a Blockchain database potentially occurs at 1 million writes per second on just a few dozen nodes (4). By having access to a real-time record of patient records and updates, hospitals could more accurately track patients and follow-up treatment, both decreasing readmission and improving the overall patient experience (13). 
Hospitals are taking transitional care approaches towards promoting self-care after discharge, which can reduce readmission rates due to ex-patients accurately following rehabilitation and medication schedules without physician supervision (14). An application of transitional care is following up with patients to reinforce commitment to proper self-care, but many healthcare providers are only able to do this by accessing real-time data on patient admission and discharge. Blockchain solves this problem by quickly processing all records updates in real-time, and, for example, using metadata assigned to a ‘discharge’ update to distribute attributes such as contact information to departments in charge of follow-up care. 


Blockchain Solves Inefficiencies in Health Insurance Claim Settlement Process

Currently the relationship between insurance companies and hospitals is highly inefficient in terms of the time and resources required for insurance providers to access the correct documentation for claim settlement (11). Healthcare providers are required to format bills of service containing relevant patient information, which are then formatted again by clearinghouses, and finally sent to insurance providers who decide whether to pay the claim, or request more information (11).  Blockchain technology could cut this process by simply allowing insurance agencies to access necessary patient information from the same database in which hospitals store their records.  Third parties such as insurance providers can be given permissions to access specific data stored on the Blockchain, which means insurance providers could access their patients’ records directly for a shorter claim settlement process, and save resources spent on accessing records through the hospital.  In this peer-to-peer system, all patient records would be kept secure and regulated throughout the process, due to specific access permissions granted to third parties, and all changes to records being transparently validated, tracked, and stored on the Blockchain.





Discussion

This paper has outlined several applications of Blockchain technology in the healthcare IT field, and specifically the advantages of Blockchain in facilitating interoperable data records.  Permissioning, Cryptography, and Immutability are the driving properties of interoperable data using Blockchain infrastructure, and have the potential to transform health data sharing.  Through secure storage and sharing, Blockchain has the potential to cut intermediary resources and still conform to relevant regulations. At the highest level, a Blockchain database provides a complete data repository that can be permissioned, replicated, and updated in real time for complete data access for any relevant stakeholder.  On a lower, more realistic level, Blockchain databases could transform EHR systems by encouraging data schema consistency, and sharing between care providers for more informed decision-making.  A Blockchain layer could enable better patient tracking, follow-up care, and treatment history visibility that all contribute to a patient-centered experience. Even if healthcare providers do not wish to transform entire systems, health data records could be copied, reformatted, and merged to a Blockchain layer that is then permissioned for purposes of clinical research, data aggregation, or records tracking that still provides value but doesn’t require high system conversion costs.  
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