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	Mediated Patient Matching
	Collaborative Identifier for Patient
	Distributed Identity Management
	Networked Identity Management
	Comments

	Entity Characteristics

	Participants in the exchange are known/discoverable to each other
	X
	X
	X
	X
	

	Contractual terms/ ecosystem participation agreement is in place
	X
	X
	X
	X
	Regardless of solution, some kind of agreement in place

	Trusted 3rd party certifier/verifier confirms compliance with contractual/ecosystem participation agreements
	X
	
	X
	X
	Collaborative – agreement between 2 parties; no 3rd party verifier

	Data Requirements

	Type of identifiers being used by exchange partners are recognized by each other
	X
	X
	X
	X
	Identifier Type – e.g., Tax ID, Driver’s License, etc.

	Identifiers themselves are recognized/discoverable by each exchange partner
	N/A
	X
	X
	X
	Solution 1 – relying on demographics for the match

Solution 3 – exchange partner has to look up identity on a network node

Solution 4 – identifier/name space – network participants sharing info, would know what ID is

	Minimum set of patient demographic data required
	X
	X
	X
	
	

	Metadata for patient demographics RECOMMENDED (e.g., lastUpdated, level of identity verification)
	X
	X
	X
	X
	Useful for adjudicating duplicates, currency of data

Does Provenance play into this?

	Capabilities that Requestors/Responders Must Support

	Responder must support patient $match operation as well as recommended best practices
	X
	X
	X
	X
	

	Requestor must be capable of sending minimum data
	X
	X
	X
	
	

	Exchange partners have set up steps prior to exchange (e.g., roster exchange)
	
	X
	X
	
	

	Support for digital identity
	
	
	
	X
	

	Additional technology needed beyond FHIR
(Open ID Connect, OAuth2, Tiered OAuth…)
	
	
	X
	X
	Solution 3 – Identity propagation to every node

Security team recommending OAuth always required?

	Subject identity-proofing pre-requisites (IAL2)
	
	
	
	
	To Do: Some of these solutions wouldn’t require an IAL level, need to discuss for each solution

	Biometrics?	Comment by Dana Marcelonis: Biometrics included in definitions section of solution doc but not mentioned again within solution details. Is this a recommendation the team is making for one or more solutions?
	
	
	
	
	

	Problems Addressed (from ‘Problems to be Solved’ section of solution doc)

	Entity use of different patient identifiers
	X
	X
	X
	X
	

	Industry use of variety of approaches
	X
	X
	X
	X
	

	Exchange of patient rosters/crosswalks is not scalable
	X
	
	
	X
	To Do: Is there something about solutions 2 and 3 that make the crosswalk approach more scalable?

· Not scalable today because we don’t know where all the endpoints are… directory makes that easier
· First initial bulk exchange, but near real-time APIs means you can trigger updates and not rely on bulk exchanges
· Etc…

	Minimum demographic data set not available
	
	
	
	
	Function of workflow process (minimum demographics aren’t available in clinical record) – haven’t necessarily introduced a solution that makes that better?  

Need to think through whether there are any recommendations that can be made considering this

	Metadata on patient demographic data not always supported
	
	
	
	
	Assuming same as above

	FHIR IGs may not require or support patient identifiers needed
	
	
	
	
	

	Privacy/Security Considerations

	Capability to specify an exact match
	X
	
	
	
	Do we need another matrix to identify how each solution deals with exact matches vs. not?

	Patient data exposure risk
	
	
	
	
	Exposure risk depends upon end-user/recipient of match results 

Privacy right of a patient is same across solutions, but magnitude may differ

If matched up and there’s a human intervention, risk rate is low unless exposed to patient/wrong physician

If network of trusted relationships under contract with each other and are already sharing data, is risk lower? Liability/penalty is covered, but patient rights exposure is still there

Solutions – are they introducing risk that’s not covered by HIPAA?

	
	
	
	
	
	

	
	
	
	
	
	

	Scenario/Workflow Characteristics

	Payer to Payer exchange
	X
	
	
	
	

	Provider to Provider exchange
	X
	
	
	
	

	Payer/Provider exchange
	X
	
	
	
	

	Patient/Provider exchange
	
	
	
	
	

	Patient/Payer exchange
	
	
	
	
	

	Ecosystem use cases?
	
	
	
	
	To Do: Reference Ecosystem use cases where appropriate

	
	
	
	
	
	

	
	
	
	
	
	

	Population exclusions (e.g., groups who don’t have sufficient documentation such as homeless, immigrants, pediatric patients, etc.)
	X
	X
	X
	X
	To Do: may need to recommend an alternate solution to address these populations

Potentially add a “Solution Limitations” section to solution doc?



