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[bookmark: _Toc34666007]Introduction & Background
The purpose of the FHIR at Scale Taskforce (FAST) is to augment and support recent HL7® Fast Healthcare Interoperability Resources (FHIR®) efforts focused on ecosystem issues that, if mitigated, can accelerate adoption. A number of regulatory and technical barriers, as well as required core capabilities, have been identified related to patient and provider identity management. This document will outline proposed solutions to address these issues and capabilities. 
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[bookmark: _Toc34666008]Current State Overview

Increased need for cross-organizational matching across the industry and a lack of ecosystem-wide standards development, harmonization, and implementation, as well as publication of best practices, motivates the development of scalable solutions to this problem.

[bookmark: _Toc34666009]Problems to be Solved

[bookmark: _Hlk23850953]The following technical and regulatory barriers to patient and provider identity management identified by the FAST Identity Tiger Team were found to impede the adoption of FHIR at scale and will be the basis for FAST-proposed scalability solutions:
· Use of Different Identifiers: Patient identifiers such as medical record numbers and insurance IDs are not often meaningful beyond the boundaries of a specific organization, limiting their value in patient identity matching across organizations. Similar challenges exist with provider identity matching, though perhaps less complex.
· Custom Identity Matching Processes: Most organizations utilize custom technical approaches and processes and any proposed solutions from FAST will need to accommodate this diversity.
· Cross-Walks are Not Scalable: Small groups of organizations may exchange patient and provider rosters and/or agree on a shared minimum demographic data set, thereby building a common cross-walk for identifiers. This solution is not scalable at the national level and real-time identification may be impacted by data quality, availability, and latencies in maintaining cross-walks.
· Minimum Demographic Data Set: Reliably identifying patients across organizations may require a minimum necessary set of demographic data to be included in the transaction, which may not always be available for all use cases. 
· Metadata: Metadata on patient demographic data, e.g., date of last update, may assist organizations in their matching efforts, yet may not be supported by current standards and approaches.
· FHIR Identifiers: Implementation Guides and FHIR resources may not require patient identifiers needed to enable identity cross-walks, as some identifiers may be optional or not all identifiers may be supported.
· Privacy: Considerations must be applied in developing recommendations on data to be sent in responses, including error messages. Privacy and security considerations should be analyzed in tandem with the FAST Security Tiger Team.	Comment by Smiley, Carmen (OS/ONC): Privacy considerations when relying on referential standardization/normalization and matching 3rd party vendors? Privacy considerations when there is an overlay? Privacy considerations when providers/payers receive a “pick list” response?
· Current Legislation: The current legislation restricting the use of HHS funds to promulgate or adopt any final standard providing for, or providing for the assignment of, a unique health identifier of an individual until legislation is enacted specifically approving the standard forces the industry to rely heavily on demographic information, which can lead to errors, when dealing with demographic and clinical information from multiple sources. There have been improvements in probabilistic matching, but the industry should also look toward other possible solutions or combinations of solutions that may be tailored to the patient population and context, while still flexible and scalabe to accommodate a wide variety of needs. 
[bookmark: _Toc34666010]Recommended Future State & Intermediate Steps

The following solutions offer a starting point at best practices for mediated patient matching (in real time, using multiple attributes), collaborative patient matching that requires more coordination between ecosystem participants, and broader ecosystem level solutions. 

[bookmark: _Toc34666011]Proposed Solution Overview

Through use case development and barrier definition, the FAST Identity Tiger team has determined that the following core capabilities related to patient & provider identity management need to be satisfied as we propose a set of solutions that will accelerate FHIR adoption at scale:

	Core Capability
	Proposed Solution(s)

	1. Reliable Patient Identity Management
	Proposed solutions
· Mediated Patient Matching
· Collaborative Patient Matching 
· Distributed Identity Management
· Networked Identity Managment
Alternate solutions
Solutions considered and not selected



[bookmark: _Toc34666012]Identity Assurance

Identity assurance is essential for accurate patient and provider identity matching and is foundational to all proposed solutions.[footnoteRef:2] When a specific level of identity assurance is required for patients and providers, the Identifier assignment process must: [2:  Validation of demographic information and identity evidence including name, date of birth, address, medial record, and financial/utility/insurance account numbers is well-established in 800-63-3A IAL2 practices. For patients, IAL2 can usually be achieved through a check-in procedure that follows best practices and includes an eligibility check. Most providers today already have credentials for ePrescribing or Direct Messaging that are equivalent to IAL2 and in many cases this includes associated verification of their NPI which can also be used in matching. ] 

· Resolve a claimed identity to a single, unique identity within the context of the population of users the assigner (e.g. a credential service provider) serves[footnoteRef:3]; [3:  The assigner must implement procedures that prevent duplicates from being created in their local system.] 

· Validate that all supplied evidence is correct and genuine (e.g., not counterfeit or misappropriated) and is consistent with the claimed identity;
· Validate that the claimed identity exists in the real world; and
· Verify that the claimed identity is associated with the real person supplying the identity evidence.
There are three levels of strength for identity assurance established by NIST 800-63-3:
· IAL1: No identity proofing, self asserted identity. Represents the same user over time.[footnoteRef:4]  [4:  By definition this level cannot be used to meet the uniqueness requirement established earlier in this section.] 

· IAL2: Identity proofing techniques confirm to the best extent possible the individual is legitimate. This could be done in person or remotely.
· IAL3: Requires stronger proofing techniques, and must be done in person every time.
We propose as a best practice that, at a minimum, IAL2 identity verification is completed as an important first step in all proposed solutions, as allowable by policy and practices addressing identity management for transient and other vulnerable populations. Patient and provider identity matches performed when the identity of the individual has been verified at IAL2 can proceed forward with a strong degree of confidence that both the Requester and Responder Actors are referring to the same person and the records that get exchanged belong to that person.
We understand that not every patient identity, under every circumstance, can be resolved to IAL2.  For example, a homeless patient who does not have a fixed address and doesn’t have any identity documentation can be proofed to IAL1 and may require a trusted referee to establish greater identity assurance.  
As long as the Requestor and Responder Actors in the matching exercise know this, then they can proceed forward with that in mind (e.g., Collaborative Matching). In the real world, homeless and other transient populations are often successfully matched based on their available demographic data elements. It is recommended that additional care is taken when reviewing potential record matches included in a response when identity attributes submitted in the match request do not indicate the best practice IAL2 level of assurance (e.g. a patient is proofed to IAL1).	Comment by julie: I didn’t follow the reason for this example. Did we intend to elaborate on how IAL1 can be sufficient for Collaborative Matching in certain situations?

Reliable Patient Identity Management
[bookmark: _Toc34666013]Solution #1 Mediated Patient Matching
[bookmark: _Toc34666014]Overview & Description
The solution described here covers patient identity matching in near real time during FHIR transactions. The Requestor and Responder Actor pairs can be represented by provider/provider, provider/payer, provider/patient, payer/patient, and payer/payer pairings.
While the solution description primarily covers patient identity matching, the solution pattern can also be extended to provider identity matching. The FAST Identity Tiger Team will document provider identity solutions in greater depth in a future version of this document.
[bookmark: _Toc34666015]Supporting Diagrams & Flows
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	ID
	Description
	Notes

	1
	Patient $match request: Requestor Actor calls a Patient $match operation provided by the Responder Actor or a trusted intermediary of the Responder Actor. 

The $match request will use Patient resource in the request. The attribute “onlyCertainMatches” will be set to true for use cases involving patient care delivery. 

As a foundational pre-cursor to the $match, the Requestor Actor and Responder Actor must verify the patient’s identity to the best of their ability.

Best practice recommendations are for Requester Actors and Responder Actors to resolve patient and provider identities to IAL2 as an important first step in all proposed solutions.
	Patients
Required minimum set of patient demographic data elements: patient IDs (including but not limited to insurance member ID, group/plan/policy number, SSN, Medicare number, driver’s license number), first name, last name, middle name or initial, date of birth, full street address, phone number, and administrative/birth sex. 

Plus at least one of these optional attributes: previous name, previous address, email address, phone number designation, and multiple birth indicator. 

Additional optimal attributes (nice to have): payer entity name, metadata on certain identifiers (e.g., date stamp of payer member ID), birth order, mother’s maiden name, suffix, emergency contact.

Providers
Required minimum set of provider demographic attributes: Provider ID, Tax ID, first name, last name, middle name or initial, date of birth, full street address, phone number, and administrative/birth sex.

Plus at least one of these optional attributes: previous name, previous address, email address, phone number designation. 

Additional optimal attributes (nice to have): metadata on certain identifiers (e.g., date stamp of Provider ID), suffix.

To Do:

List use cases where onlyCertainMatches must be set to true for use cases involving patient care delivery, coverage determination, and other operations. Lower threshold or lower score allowed in response to public health than patient access? Only one high scoring or exact match may be viewable by patients?

Draft best practices for IAL1 and IAL2 scenarios (e.g., IAL1 is allowable for transientand other vulnerable populations when both the Requester and Responder Actors are aware of the level of identity assurance for each actor). 

Recommendations for records that potentially match and included in response when a patient is identity proofed to IAL1.


	2
	Authentication and Authorization are considered Out of Scope for this Solution.

Only allow authorized transactions previously defined or discoverable/validatable. Security is separately addressed so that only authorized $match requests may occur.
	To Do:

Verify if Security Tiger Team has this (authenticating and authorizing the match) in scope.

Related topics: 

Though out of scope for the proposed solutions, consider Identity Assurance to be foundational to all proposed solutions. Identity Assurance may have some overlap with matching data elements and associated assertions.

Consider consent best practices in the  scope of patient access and the sharing of sensitive information. Discuss both with Security Tiger Team.

Breaking the glass based on clinical or other need?

	3
	Patient $match: The operation will return a bundle containing a single patient record, a set of patient records representing potential matches, or an empty set in the case of no matches. Optionally, it may include an OperationOutcome resource with additional information about the search results.

A single patient record may be returned if it meets or exceeds the high threshold on a probabilistic match.

A set of patient records may be returned if they meet or exceed the low threshold, but none meet or exceed the high threshold, on a probabilistic match.

An empty set or a single response of zero matches found may be returned if no patient records meet or exceed the low threshold. 

The operation must support synchronous transactions.
	Refer to minimum set of patient demographic data elements to be returned, given regulatory and privacy considerations.

To Do:

Consider additional request from Requester Actor to Responder Actor for additional data or metadata of demographic information for highly probable matches to support adjudication and confirmation of accurate match. 

Consider threshold scores and/or number of potential matches for $match operations to ensure consistency and reliability across different implementers.

Consider other data quality and algorithm performance metrics to be returned in response. 

	4
	$match Results: The Requestor Actor may receive a single patient record, a set of patient records, or an empty set in the case of no matches. In both instances where at least one potential match is identified, there may be optional OperationOutcome resources with further information to assist with the adjudication and selection of an accurate match.

The result set returned is based on the values of “onlyCertainMatches” and “count” in the request.

	To Do:

Determine best practices for including OperationOutcome resources when no matches are found.

Additionally, as a learning network, the Responder Actor should create a placeholder (e.g., with at least one patient ID) and be prepared to answer requests for this patient in the future.

	5
	Results Processing: The Requestor Actor will consider the overall context in interpreting the $match response and determining a subsequent course of action.

This next course of action could be a FHIR query to fetch additional data or metadata of demographic information for highly probable matches to support adjudication and confirmation of accurate match, or could be a retry of the $match operation with different data elements.
	To Do:

Determine best practices for requesting additional data or metadata for single patient with a high match score.

Determine best practices for retrying $match operations with a different combination of data elements.

Error rubric based on metadata element types included; example error reasons: 
-Nickname not determined
-Required minimum attributes not included
-Address could not be normalized

Assumes purpose of use captured elsewhere (outside of core capability).
Determine best practices for data quality assessment and normalization/standardization by Responder Actor, intermediary,or other 3rd party application.

	6
	FHIR query results returned
	


[bookmark: _Toc34666016]In Scope
· Contractual agreements in place between Requestor and Responder Actors.
· The Requestor Actor has prior knowledge of and is using agreed minimum data set or the ability to discover the Patient Match service.  Has patient demographic data and other information for the operation.
· The Responder Actor either has Patient Match capabilities in-house or has outsourced it to a partner organization.
[bookmark: _Toc34666017]Out of Scope
· Contractual agreements in place between Requestor and Responder Actors.
· The Requestor Actor has prior knowledge of and is using agreed minimum data set or the ability to discover the Patient Match service.  Has patient demographic data and other information for the operation.
· The Responder Actor either has Patient Match capabilities in-house or has outsourced it to a partner organization.

[bookmark: _Toc34666018]Assumptions
· Contractual agreements are in place between Requestor and Responder Actors.
· The Requestor Actor has prior knowledge of and is using agreed minimum data set or the ability to discover the Patient Match service.  Has patient demographic data and other information for the operation.
· The Responder Actor either has Patient Match capabilities in-house or has outsourced it to a partner organization.
[bookmark: _Toc34666019]Complexity Rating
· Medium: Builds on existing technology solutions, but requires significant process changes and integration requirements

[bookmark: _Toc34666020]Proposed Solution Status: In Progress
· Recommendations when to restrict results to “Only Certain Matches”
· Patient care delivery, coverage determination, and billing/operations at at minimum
· Requestor Actor has sufficient patient information(e.g., mutually known identifiers) to proceed with the FHIR queries necessary for the transaction in the case of ‘certain matches’.
· Create a learning network responder
· Unknown patients added 
· Prepares responder to answer requests for person in the future
· If the operation was unsuccessful, then an OperationOutcome may be returned along with a BadRequest status Code (e.g. security issue, or insufficient properties in patient fragment - check against profile)
[bookmark: _Toc34666021]Open Items
· Consensus on KPIs for evaluating proprietary matching solutions
· Error rubric for FHIR match operations
· Best practices for retrying FHIR match operations
· Adaptation of solution to provider and payer Identities

[bookmark: _Toc34666022]Solution Component Analysis
The following new components or modifications to existing components are required to address current gaps and support the proposed solution:

	ID
	Component
	New/ Existing
	Proposed Build/Modifications
	Owner

	Map to annotated diagram components above
	List components proposed in solution diagrams above
	New or if  Existing, what is the existing component
	If new, describe what needs to be built.
If existing, describe what needs to be modified or enhanced.
	Who owns building the new component or making the proposed modifications?

	1
	Initial Entry
	
	Submit match attributes to service
	

	2
	Match
	
	Actual patient match
	

	3
	Results
	
	Matching result returned & stored
	

	4
	Prepare for Query
	
	Convert patient resource to FHIR if needed; reconcile/store received bundle and prepare for use in subsequent query
	

	5
	FHIR transaction request using identifier
	
	Submit query--use details from the patient bundle to perform additional optional FHIR query(ies)
	

	6
	FHIR results returned
	
	Query result returned & stored/processed
	


[bookmark: _Toc34666023]Key Impacts to Timeline & Cost
<FAST team to identify the key components listed above that will have the most impact on timeline and cost. Include rough order of magnititude for level of effort and comment on any known blockers or dependencies.>
	ID
	Component
	Level of Effort
	Comments

	1
	Initial Entry
	Small
	Right to aggregate data

	2
	Match
	Large/Jumbo
	Best practice matching is challenging to get done right; depends whether insourcing our outsourcing

	3
	Results
	Small
	

	4
	Prepare for Query
	Potentially large
	If no resources to convert match results to FHIR, integrate results into FHIR

	5
	FHIR transaction request using identifier
	Small
	FAST resources designed to be easy to build apps for, perhaps even extra small for experienced team.

	6
	FHIR results returned
	Small
	FAST resources designed to be easy to consume



Reliable Patient Identity Management
[bookmark: _Toc34666024]Solution #2 Collaborative Identifier for Patient
[bookmark: _Toc34666025]Overview & Description
The solution described here applies to scenarios where two parties have agreed upon the use of a mutually known identifier. This identifier may be issued by the Requester or Responder Actor or may be issued by another trusted organization. The Requestor Actor and Responder Actors can be either a provider or a payer as the solution applies to provider to provider, provider to payer, and payer to payer transactions.
The Requestor and Responder Actor, as data exchange partners, assigns an identifier as part of their onboarding process that includes validation. Data exchange partners cross-walk their business identifiers either via:
· Mutually agreed upon lists (e.g. roster exchange between payer & provider);
· Patient provides reliable and up-to-date identification containing the agreed upon identifier:
· Insurance card with payer member ID at encounter check-in,
· IAL2/LoA-3 proofing process w/ member ID as one Fair/financial piece of evidence and medical record number as the 2nd Fair, or 
· Validating those 2 Fairs subsequent to existing proofing process.
· Without a cross-walk IF identifier consists of verified personal mobile number and/or email address bound to a unique identity through an established process.
· FHIR transaction includes required identifiers that, by design, represent a unique patient, or 1 NPI if payer or provider
While the solution description primarily covers patient identity matching, the solution pattern can also be extended to provider identity matching. The FAST Identity Tiger Team will document provider identity solutions in greater depth in a future version of this document.
[bookmark: _Toc34666026]Supporting Diagrams & Flows
· Identifier will have minimum metadata and verification constraints and is designed for cross-walking between the many systems necessary for communications <look for update> regarding patient care, and carrying any requisite consent information.
· Requirements:
· Unique across all organizational boundaries/number is not reusable for a different person
· Can be stored as an identifier in FHIR Patient resource and therefore used in $match operations or search
· IDs with date issued, expiration date, or validity periods will contain this metadata when available.
· Patient associates their record with the identifier at registration and/or check-in. As an alternative to in-person binding to the record, patient rosters could be shared that describe how to associate patients with these tokens at scale.
· FHIR request occurs in a single transaction where the Identifier is embedded right into the query, so there is no separate “match” step.
· Results are returned if the responding system has content to which the requestor is authorized.
· <response could include errors if the id has expired/is no longer valid>
[image: ]
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	ID
	Description
	Notes

	1
	Identifier will have minimum metadata and verification constraints and is designed for cross-walking between the many systems necessary for communications and management of patient care.

Requirements:
· Unique across all organizational boundaries and over time (not reusable for a different person)
· Can be stored as an Identifier (+ Assigner) in FHIR Patient resource for use in a one-pass query for records, or used as one element in a $match operation or searche
· TBD: Policies around implementation, e.g. never used entirely on its own to match but along with a set of minimum fields such as first+last and/or DOB.
· TBD: issue and/or expiration dates; validity periods 
· Note: Diagram shows identifier being issued at responder and then used by requestor, however the converse also works when the patient presents the identifier to both entities.

	To Do: 

establish additional properties of the identifier. For example, is the identifier an OpenID? A hash of some fixed set of existing and/or new patient data elements? 

Should an electronic credential capable of authentication be a required or optional component?; This would enable introspection/data discovery directly with the issuer or their operator[footnoteRef:5]; and/or electronic communication.  [5:  However such a design would also require assigners to protect against match guessing brute force attacks as well as Security Core Capability for FAST features, along with other best practices for PII.] 


If authentication is not a requirement, does the identifier require protection like an SSN? 

Regarding validity period, should an individual be required to repeat the identifier creation process from time to time electronically, through an in-person process, or by mail to home address? 

Some patients may want to have multiple identifiers, like they do multiple email addresses; since such siloed identifiers would prevent the cross-walks we are designing for, collaborative use would be requied of compatible identities. 

TBD: Can the identity ever expire or be replaced? 

Next Step: Draft Implementation Guide for use of Collaborative Identifiers in FHIR queries and pre-query matching

o	Security Tiger Team question: include in transaction an assertion re: process used to associate identifier with patient on requestor side?

	2
	Patient associates their record with the Identifier at registration and/or check-in. As an alternative to in-person binding to the record, patient rosters could be shared that describe how to associate patients with these identifiers at scale.

	To Do: 

Establish requirements for association with record and confirmation of control of the identifier, if any.

	3
	FHIR request occurs in a single transaction where the Identifier is embedded right into the query workflow, so no separate “match” step is required.

Security question: include in transactions leveraging these identities an assertion re: the process used to associate identifier with patient on requestor side? Similarly, re: the process used to verify patient on issuer side?

	To Do: 

Consider support for a new Patient.identifier system for compatible identifiers or leverage existing urn:ietf:rfc:3986 along with known list of assigners.

	4
	Results are returned if the responding system has content to which the requestor is authorized.

	To Do: 

Establish error conditions for 
· ID expired/no longer valid
· ID elements inconsistency 


[bookmark: _Toc34666027]In Scope
Identity matching using FHIR transactions involving a mutually agreed on, known dentifier
Patient access use case
[bookmark: _Toc34666028]Out of Scope
Security capabilities such as Authentication and Authorization
Service and endpoint discovery
[bookmark: _Toc34666029]Assumptions
The Requestor Actor and Responder Actor have an established business relationship
The Requestor Actor and Responder Actor have access to a mutually agreed upon list of Patient Identifiers.
Patient Identifiers are issued as part of onboarding process. Patient presents identifier during registration and/or check-in
Patient interacts with both payer and provider; provider interacts with both HCO and payer; leverage proofing done by both exchange partners to increase match confidence, obviating need for probabilistic match
Not all patients have insurance; not all healthcare ecosystem participants have an NPI  
[bookmark: _Toc34666030]Complexity Rating
· Medium: Builds on existing technology solutions, but requires significant process changes and integration requirements
[bookmark: _Toc34666031]Proposed Solution Status: In Progress
· Requirements for Patient Identifiers to be used in this solution
· Validated
· Identity proofing process at a minimum establishes that a unique individual is represented by each Identifier
· Unique for all time within the assigner’s system
· Identifier (combination of medical record # plus insurance # OR email address + mobile) can’t be reassigned to a different individual and patient onboarding process requires that patient assert uniquely represents them 
· FHIR-ready
· Assigner recognizes this identity for patients in its system as a Patient.identifier resource element and responds to queries that use this Identifier as a search parameter
· Additional Patient attributes to include along with the Identifier when querying
· First, Last, DOB 
· Requestor’s Identifier
· In the “separate business identifiers” model; for later queries in the other direction
[bookmark: _Toc34666032]Open Items
· Establish minimum identity proofing and validation practices
· Define namespaces and identifiers for Assigners (how to express & use in HL7 FHIR)
· Security considerations and data protections for the Identifier
· How to step up the separate business identifiers approach to combine with contact-based approach
· Capable of digital signatures? 
· Other general best practices & building blocks for use of collaborative matching
· Support for FHIR Match operation by health systems, to validate medical record numbers and by payers to validate insurance identifiers
· Establish a validity time frame? 
· Periodic re-authentication of Identifier either in person or through other means?
· Roster sharing practices/minimum metadata when matching
· Workflow for using these identifiers in Individual Access request, Meaningful Choice, Consent
· Additional properties of the Identifier
[bookmark: _Toc34666033]Solution Component Analysis
The following new components or modifications to existing components are required to address current gaps and support the proposed solution:
	ID
	Component
	New/ Existing
	Proposed Build/Modifications
	Owner

	Map to annotated diagram components above
	List components proposed in solution diagrams above
	New or if  Existing, what is the existing component
	If new, describe what needs to be built.
If existing, describe what needs to be modified or enhanced.
	Who owns building the new component or making the proposed modifications?

	1
	Onboarding; issue identifier
	New/May exist and need to be utilized differently
	Perform any required identity verification and establish identifier meeting requirements
	Payer, Provider, or 3rd party service

	2
	Identifier presented
	New
	Participants need to build accommodation for new identifiers and assigners. Patient confirms association of identifier or is associated with identifier through a shared roster (other matching steps may be embedded within this roster exchange)
	All Participants

	3
	FHIR Query
	New
	FHIR services must accommodate new identifier/assigner
	

	4
	FHIR Response
	Existing
	
	


[bookmark: _Toc34666034]Key Impacts to Timeline & Cost
<FAST team to identify the key components listed above that will have the most impact on timeline and cost. Include rough order of magnititude for level of effort and comment on any known blockers or dependencies.>
	ID
	Component
	Level of Effort
	Comments

	1
	Onboarding; issue identifier
	Small/Medium
	Depends on identity verification, data element verification requirements

	2
	Identifier presented
	Medium
	Point of care and insurance onboarding systems will need to add new identifier entry and storage

	3
	FHIR Query
	Small
	FHIR systems will need to accommodate new identifiers

	4
	FHIR Response
	None
	This should be no change from how FHIR resources are returned today



Reliable Patient Identity Management
[bookmark: _Toc34666035]Solution #3 Distributed Identity Managment
[bookmark: _Toc34666036]Overview & Description
Patient matching through a network of trusted identity matching services.
Requestor and Responder Actors pairs can be represented by patient/network services, provider/network services, payer/network services.
[bookmark: _Toc34666037]Supporting Diagrams & Flows
Service providers support $match operation and extensions to existing credentials that allow authentication and introspection of healthcare-specific data elements such as insurance identifier and medical record number. May also provide a way for patients to submit consent/IRA request/declare a meaningful choice, receive notifications, participate in identity resolution, or view/control activity associated with the identity.
[bookmark: _GoBack][image: ]
	ID
	Description
	Notes

	1
	
	

	2
	
	

	3
	
	

	4
	
	



[bookmark: _Toc34666038]In Scope
· Patient Identity Matching using a FHIR Match operation
· Support for local and global identifiers in the FHIR Match operation
· Extend solution pattern to cover provider and payer identity matching (future)
[bookmark: _Toc34666039]Out of Scope
Security capabilities such as Authentication and Authorization
Service discovery

[bookmark: _Toc34666040]Assumptions
· Contractual agreements in place between identity matching service providers participating in the network.
· All identity matching service providers in the network support Patient FHIR Match operations.
· The Requestor Actor has prior knowledge of or the ability to discover the network’s Patient Match services.
[bookmark: _Toc34666041]Complexity Rating
· High: Requires contractual agreements among multiple Parties and significant integrations to propagate Patient demographic updates throughout the network.

[bookmark: _Toc34666042]Proposed Solution Status: New
· This is an emerging solution in Identity Management in Healthcare and beyond
· Vendor solutions and open source technology platforms exist in this space and require further exploration
· Many of the considerations from the other two solutions can be reused, such as KPIs for FHIR Patient Match operations, recommendations for restricting results to “Only Certain Matches”, etc.
[bookmark: _Toc34666043]Open Items
· Deep dives on industry approach to distributed identity management
· Security and Privacy considerations for storing and handling PII/PHI in the solution  

[bookmark: _Toc34666044]Solution Component Analysis
The following new components or modifications to existing components are required to address current gaps and support the proposed solution:

	ID
	Component
	New/ Existing
	Proposed Build/Modifications
	Owner

	Map to annotated diagram components above
	List components proposed in solution diagrams above
	New or if  Existing, what is the existing component
	If new, describe what needs to be built.
	Map to annotated diagram components above

	
	
	
	
	

	
	
	
	
	


[bookmark: _Toc34666045]Key Impacts to Timeline & Cost
<FAST team to identify the key components listed above that will have the most impact on timeline and cost. Include rough order of magnititude for level of effort and comment on any known blockers or dependencies.>
	ID
	Component
	Level of Effort
	Comments

	1
	Onboarding; issue identifier
	Small/Medium
	Depends on identity verification, data element verification requirements

	2
	Identifier presented
	Medium
	Point of care and insurance onboarding systems will need to add new identifier entry and storage

	3
	FHIR Query
	Small
	FHIR systems will need to accommodate new identifiers

	4
	FHIR Response
	None
	This should be no change from how FHIR resources are returned today







[bookmark: _Toc34666046]Reliable Identity Management
Solution #4 Networked Identity Management
Overview & Description
This solution applies to scenarios where two parties have agreed upon the use of digital certificates and OpenID identifiers for the purpose of 1) expressing patient identity in a cross-organizational query for matching purposes and/or 2) expressing patient or 3) provider identity for the purpose of authorizing a single patient and/or 4) bulk data FHIR transaction. Such a credential may be issued by the Requestor or Responder Actor or by another trusted party.[footnoteRef:6] The Requestor Actor and Responder Actor can be a patient, provider, or payer as the solution applies to patient to provider, patient to payer, provider to provider, provider to payer, and payer to payer transactions.  [6:  The Security Tiger Team has established a mechanism for dynamically verifying trust with such an Identity Provider via JWT-Based Authentication and UDAP Tiered OAuth.] 

The OpenID identifier is bound to an individual at IAL2 and any attributes listed in the Patient Demographics section of USCDI that are made available for discovery in the user’s profile must meet or exceed that level of assurance (with the exception of gender, race, ethnicity, preferred language, and previous address which may be self-asserted). 
Responder validates the trustworthiness of the Identity Provider before relying on authentication by the Identity Provider’s authorization server, and/or on its profile information. To authorize the transaction and complete a matching step, Responder evaluates the Identifier by:
· Retrieving attributes in real-time from trusted Identity Provider (when the OpenID identifier is used to authenticate Requestor as part of UDAP Tiered OAuth or when the patient is asked to authenticate out of band, e.g. to provide consent or other information, or to complete an identity verification or resolution process; if Responder has previously bound the OpenID identifier to an IAL2 identity, then this step is not needed); and
· Evaluating attributes within the Identity Provider’s associated digital certificate, to verify that the Identity Provider is trusted.[footnoteRef:7] [7:  In certain workflows, the identity of the trusted healthcare organization behind the OpenID may be sufficient for authorization. ] 


Supporting Diagrams & Flows
· Results are returned if the Responder has content to which the Requestor is authorized.

[image: ]


[image: ]
[image: ]



[image: ]



	ID
	Description
	Notes

	1
	
	

	2
	
	

	3
	
	

	4
	
	· 


In Scope
Authentication and/or identity matching using FHIR transactions involving an Identifier issued by a trusted Identity Provider
Individual Identity Management allowing for discovery of personal attributes such as name, address, DOB, email address, and telephone number
Trusted certificate indicates assigning entity, which may be a healthcare industry organization
Future: Identity Services authenticate their own users; trusted metadata allows responding parties to make authorization decisions accordingly. 
Patient access use case
Out of Scope
Authorization (depends on local policy as well as applicable state and federal laws) 
Service and endpoint discovery
Assumptions
Contractual agreements in place between ecosystem participants including identity service providers.
All identity service providers in the network support a grammar for expressing when minimum identity assurance is met. 
Complexity Rating
· Medium: Builds on technology that is not widely adopted for cross-organizationational use; significant process changes, some community specific policy and integration requirements
Proposed Solution Status: In Progress
· Verified patient or provider attributes can be discovered 
· It’s common to use these attributes as business identifiers in online retail and financial service accounts
· Consumer-friendly option
· Email addresses tied to many patient portal accounts today; provides built-in notification option 
· Building in contact points from the start facilitates individual involvement in consent, account activity tracking, and management of privacy preferences. 
Open Items 
Best practice guide on how an OpenID identifier can be used with validated attributes 
Collaboration with Security Team to layer on authentication (minimum bar) using Tiered OAuth

Solution Component Analysis
The following new components or modifications to existing components are required to address current gaps and support the proposed solution:
	ID
	Component
	New/ Existing
	Proposed Build/Modifications
	Owner

	Map to annotated diagram components above
	List components proposed in solution diagrams above
	New or if  Existing, what is the existing component
	If new, describe what needs to be built.
If existing, describe what needs to be modified or enhanced.
	Who owns building the new component or making the proposed modifications?

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	4
	
	
	
	


Key Impacts to Timeline & Cost
<FAST team to identify the key components listed above that will have the most impact on timeline and cost. Include rough order of magnititude for level of effort and comment on any known blockers or dependencies.>
	ID
	Component
	Level of Effort
	Comments

	1
	Onboarding; issue identifier
	
	

	2
	Identifier presented
	
	

	3
	FHIR Query
	
	

	4
	FHIR Response
	
	



Appendix
[bookmark: _Toc34666047]Alternative Solutions

Additional solutions may be included in the future. 

[bookmark: _Toc34666048]Additional Solutions Considered and Not Selected

None
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