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Dr. Karen DeSalvo, MD, MPH, MSc
National Coordinator for Health Information Technology and Assistant Secretary for Health
Office of the National Coordinator for Health Information Technology
Department of Health and Human Services
Attention: 2015 Health IT Certification Criteria Proposed Rule
Hubert H. Humphrey Building, Suite 729 D
200 Independence Ave, SW
Washington D.C. 20201

RE: COMMENT ON THE 2015 Edition Health Information Technology (Health IT) Certification Program 2015 Edition Test Method Draft Test Procedures


Dear Dr. DeSalvo:

Cerner Corporation appreciates the opportunity to submit public comment on the provisions of the above referenced test procedures. We recognize and applaud the effort the ONC has put into the timeliness and improvement of the certification test process. As the leading supplier of clinical and management information systems, we believe our experience provides us with valuable insight in this area of regulation and are grateful for the ability to share that insight.  

Included below is a brief summary of our general position of the test procedures and our detailed comments immediately following. 

It is our understanding from ONC communications that these procedures reflect a new strategy to define the test procedures at the same level of detail as the final rule; to not have the test procedures specify individual steps that might prescribe system functionality unnecessarily.  While we agree with the approach, we request that the ONC final rule contain the necessary specificity to enable testing directly to the requirements. Care must be taken in the authoring of the final rule to ensure requirements are unambiguous.  Specifically, ONC should state outright, when latitude versus prescription in implementation is allowed.  ONC should be clear in use of terminology; e.g., terminology such as “the user narrates…” indicates user data entry and may inappropriately drive a manual process when system automation is preferable.  Likewise, ONC should ensure Boolean expressions such as “and,” “or,” and “and/or” are utilized unambiguously. 

Given the new strategy, lack of test data and tool definition in current drafts, and comments provided via Kaizens and this commenting period, it is desirable for an additional proposal of test procedures to be released with test data and tools prior to publication of the final rule.  This allows stakeholders to provide comment on data and tooling to ensure that each requirement in the test procedure has a clear one-to-one alignment with expected outcome/test acceptance criteria. For example, if a portion of the requirement is validated via visual inspection while another is passed via the test tool report on conformance, each should be identified accordingly. In the current draft, there are multiple expected outcomes for each requirement leading to unclear testing methods, outcomes and expectations. 

Regarding proposed test methods. Cerner recommends that any test method which specifies “visual inspection of vendor demonstration” be certified via attestation only, with potential submission of documentation providing the visual evidence of the intended function.  Cerner also proposes that any test method which specifies the use of a test tool be certified by attestation with submission of a test report from the tool.  In this scenario, ONC should require test tools to produce a “log” of activities the vendor conducted to generate the test report and a test report to display the outcome.  Finally, it is desirable for test tools to be released in a timely manner in order to accurately reflect interpretations of the standard.  This is critical in order to allow for harmonization of the rule interpretation for the proposed timeline.  

Lastly, neither the ONC NPRM nor draft test procedures provided information about the meaningful use measurement criteria proposed in the incentive rule.  We strongly urge ONC to collaborate with CMS and industry input on the measures and to publish and offer an appropriate comment period on the measurement certification criteria prior to the publication of the final rule.

Cerner wishes to express its support and appreciation for the hard work and dedication of you and your staff behind the preparation and creation of the draft test material.  Please do not hesitate to contact me at (816) 201-1465 if I can provide any additional information or clarification to our comments.


Sincerely, 
[image: ]
John Travis
Vice President of Regulatory and Compliance Strategy
Cerner Corporation


	Test Procedure
	Public Comments (Catherine and team)

	§170.315(a)(1) Computerized Provider Order Entry (CPOE) – Medications
	Note that the test primarily relies on visual inspection of a vendor demonstrating CPOE.  We recommend that the method of visual inspection of demonstration be replaced with attestation.  If attestation is deemed insufficient, statement of client utilization or provision of documentation with attestation should suffice.

	§170.315(a)(2) CPOE – laboratory
	Please see comments to the NPRM; the CPOE objective is limited to order entry, not order transactions, and the requirements and test procedure should match that objective.  Sub-criteria related to the transactions should be removed or made modularly certifiable as to avoid inadvertent delay of CEHRT. 

Note that the test primarily relies on visual inspection of a vendor demonstrating CPOE.   We recommend that the method of visual inspection of demonstration be replaced with attestation.  If attestation is deemed insufficient, statement of client utilization or provision of documentation with attestation should suffice.

The portion of the procedure related to the transaction can only be evaluated with the test data and test tool availability.  This information should be provided for public comment before the release of the Final Rule where, that sub-criteria is removed or made appropriately modular to support the objectives of the program that uses it.  Test tools should be designed to output test reports that can be made publically available on CHPL and, therefore, avoid the need for proctored tests, thus reducing overall costs and increasing efficiencies.

	§170.315(a)(3) CPOE – diagnostic imaging
	Note that the test primarily relies on visual inspection of a vendor demonstrating CPOE.  We recommend that the method of visual inspection of demonstration be replaced with attestation.  If attestation is deemed insufficient, statement of client utilization or provision of documentation with attestation should suffice.

	§170.315(a)(4) Drug-drug, Drug-allergy Interaction Checks for CPOE
	Drug-drug, drug-allergy procedures should be based on existing procedures as a baseline and comments solicited regarding the efficiency and effectiveness of the test.  This draft procedure does not appear to reflect the full requirements of the NPRM and needs to be updated.  The majority of this criterion remains unchanged from the 2014 Edition and attestation of previously certified vendors for the unchanged requirements should be permissible.  The new requirement for intervention documentation could be performed by attestation and submission of documentation.

	§170.315(a)(5) Demographics
	We agree with the test philosophy to not require specific data.  
The ability to successfully test the aggregation of the PHIN values to the OMB values only comes into play with C-CDA creation, not demographic entry.  While we may show a method of aggregation configuration by system administrators in demographics, actually showing the data aggregated would not be required outside of C-CDA/CCDS and, therefore, would not be part of this test procedure.  

Please revise the test procedure to inspect the method of configuration of demographic aggregation and/or aggregation verification to be conditionally required if the vendor is certifying for a C-CDA/CCDS related criteria.

Cerner has no comments for preferred language, sex, & preliminary cause and date of death. 

	§170.315(a)(6) Vital Signs, BMI, and Growth Charts
	The test procedure could be inappropriately interpreted to imply that certain data is recorded vs. calculated and other data is recorded with each vital sign .  The test verification should be corrected to indicate that the vendor may demonstrate the requirements without implying direct or new data entry.  For example, BMI can be calculated by the system from height and weight entries and not specifically entered or recorded from a user’s manual calculation.  Similarly, meta data such as patient sex and age can be recorded once as part of demographics and apply to all other data without re-entry.  

See also substantial comments on the NPRM requirements.  Please release the updated test procedure for comment period once NPRM comments are considered.

	§170.315(a)(7) Problem List
	Cerner supports attestation provided by the vendor regarding incorporating the new standard as adequate to demonstrate compliance with a previously certified product as an alternative to product demonstration.

	§170.315(a)(8) Medication List
	It is unclear, given this item is gap certified, why the existing 2014 edition test procedures are not the baseline for the 2015 edition and comments are not solicited regarding their efficiency and effectiveness.  It is unclear why this procedure would require specific test data and anything other than visual inspection of vendor demonstrated process.  It is unclear what additional value is provided by visual inspection of vendor demonstration beyond attestation and client utilization.

	§170.315(a)(9) Medication Allergy List
	It is unclear, given this item is gap certified, why the existing 2014 edition test procedures are not the baseline for the 2015 edition and comments are not solicited regarding their efficiency and effectiveness.  It is unclear why this procedure would require specific test data and anything other than visual inspection of vendor demonstrated process.  It is unclear what additional value is provided by visual inspection of vendor demonstration beyond attestation and client utilization.

	§170.315(a)(10) Clinical Decision Support
	Please see comments to the NPRM; this criterion is insufficiently modular to enable appropriate certification to the type of CDS they might support.
The majority of the requirements/sub-criteria for this criterion has not changed from the 2014 edition.    

The NPRM engenders a broad definition of what constitutes a Clinical Decision Support Intervention. However, in practice the easiest to identify is often an interruptive alert and the certification criteria in its current state still leans towards this type of assessment. We remind policy makers of this broad definition and recommend heightened scrutiny of proposed certification criteria to ensure that policy is not inadvertently driving the industry towards greater alert fatigue and subsequent increased patient harm due to ignored clinical decision support notifications by allowing proposed certification criteria to be most supportive of interruptive mechanisms.

Vendors should be asked to demonstrate their means of CDS in context of other items they’ve certified and in no cases should it prescribe test data, methods, nor tools that overlap with other criteria.

	§170.315(a)(11) Drug-formulary and Preferred Drug List Checks
	No comments. 

	§170.315(a)(12) Smoking Status
	This test could be interpreted to indicate that demonstration needs to cover all available codes.  Vendors should be able to demonstrate a means for entry which might include the means for configuring the desired codes and charting them rather than demonstrating the recording of each and every code.  As per other comments, it is unclear what value visual inspection of vendor demonstration provides outside attestation, documentation, client utilization.

	§170.315(a)(13) Image Results
	This criterion is unchanged from 2014Edition and is gap certified.  2015 edition tests should be the 2014 edition tests as a baseline and comments should only be submitted on efficiency and efficacy of the test.  

Note that the ability to perform this capability in practice (and certification) usually requires user interoperability between the CEHRT and clients’ PACs viewers.  The test procedure should be scoped to the CEHRT and should not require the CEHRT to implement activities not covered by the criteria (e.g., the actual viewing).  The test procedure should allow demonstration of how the system under certification shows narrative only, image only, narrative and image and also show how either images are viewed or how image viewers are configured for viewing.  Provider use and surveillance can demonstrate actual use including capabilities required for the objective that are beyond the scope of CEHRT.

	§170.315(a)(14) Family Health History
	This criterion remains substantially the same as the 2014Edition with only a code set update.  Test method should be gap certified with attestation of code set update ability.  For net new certifications, the 2014Edition procedure should be the baseline with comments solicited for efficiency and efficacy.

	§170.315(a)(15) Family Health History - Pedigree
	Further clarification is requested as to the expectations for a “test tool and test data” to be used as the test approach for certifying to this criterion. 

	§170.315(a)(16) Patient List Creation
	This criterion is unchanged from 2014Edition and is gap certifiable.  2015 edition tests should be the 2014 edition tests as a baseline and comments should only be submitted on efficiency and efficacy of the test.  

	§170.315(a)(17) Patient-specific Education Resources
	We would like the testing scenario to clarify the intended persona associated with the word 'user'. Because of the vagueness and ambiguity associated with the testing scenario, it's difficult to understand which persona (and by transitivity, which HIT Module) is intended to service the testing scenario.
This procedure’s omission of testing of Provision of Education electronically supports our understanding of the CMS objective; CEHRT is not required to provide education electronically, only suggest it automatically based on patient data.  We have asked ONC to confirm this in their Final Rule commentary.


	§170.315(a)(18) Electronic Medication Administration Record
	This criterion is unchanged from 2014Edition and is gap certifiable.  2015 edition tests should be the 2014 edition tests as a baseline and comments submitted only on efficiency and efficacy of the test.  

	§170.315(a)(19) Health Information Document Capture
	The ONC requirements and, therefore, those re-expressed as testing steps and verification uses terminology that can be interpreted in many different ways.  Therefore, ONC should make clear that that latitude in interpretation is acceptable and unambiguously define terms and Boolean expressions. For example, the steps and verification utilize language that implies clinicians and /users must take additional actions to document that patients have records available at externally accessible sources or have provided information.  The system being certified may require a user to narrate or enter information to provide this function or it could have automated means to discern if information was contributed by the patient.  The steps and verification utilize the words “electronic” and “directly” which could be interpreted in a variety of ways.  ONC should be clear that broad interpretation is acceptable in the requirement; for example, patients can provide a secure message, from their tablet or phone, including information request for record update and the user can accept that amendment or transcribe that content into the record and comply.   ONC may provide examples with indication that the examples are intended to be neither exhaustive nor prescriptive but do show flexibility in the ways this measure can be successfully met.

	§170.315(a)(20) Implantable Device List
	On 1.1 (Record, Change, and Access the List of Unique Device Identifiers), if a facility did not complete the implant of the device, what is the facility’s level of responsibility for accessing or including that product UDI in the medical record?

We request clarification on 1.2 (Parse Unique Device Identifier Data Elements) as to whether UDI documentation within the medical record requires the display and storage of the UDI characters prior to parsing the UDI. 

We request clarification on 1.3 (Retrieve the Device Description Attribute from the Global Unique Device Identification Database), as to whether providing a link to access the GUDID webpage is sufficient for retrieving Device Description from the GUDID.  
On 1.3 (Retrieve the Device Description Attribute from the Global Unique Device Identification Database), is the Device Description retrieved from the GUDID required for the item master or clinical workflow? Once retrieved, what purpose does it serve within the implant record?


	§170.315(a)(21) Social, Psychological, and Behavioral Determinants Data
	No comments

	§170.315(a)(22) Decision Support – knowledge artifact
	No comments

	§170.315(a)(23) Decision Support – service
	No comments

	§170.315(b)(1) Transitions of Care
	· The test procedures, including test data, tooling, and expected outcomes, are insufficiently detailed to be considered a viable first draft.  The procedures as written simply repeat the criteria in the NPRM and do not reflect the detail needed to evaluate ONC's and NIST's expectation of criteria interpretation and validation.  The proposed timeline requires that the requirements of the Final Rule be complete at the time of the final rule and, therefore, we request that the test procedures including test data, test tooling, expected outcomes be released in reviewable draft form available for substantive comment prior to the final rule.  Delay in providing a reviewable draft may inadvertently delay the availability of CEHRT and further complicate quality implementations by providers to successfully achieve program outcomes.
·  Please review the comments to the NPRM regarding 170.315(b)(1).  We believe that this criterion is insufficiently modular to appropriately certify HIT and should be modularized for create, send, receive, validate, and view.
The criteria/procedure as proposed includes a variety of C-CDA templates that (a) are not required for nor can be used for the objective and (b) may relate to other criteria to which vendors need not certify (e.g., 170.315(b)(9) Care Plans).  Therefore, all of these C-CDA templates should not be required for validation of this criterion and should be removed, made optional, or made conditional based on certification to other criteria.  Including all of these templates as required will inadvertently delay CEHRT for availability to providers and constrain their ability to successfully achieve the MU objectives.
The procedure as proposed does not include test data for validation of valid and invalid C-CDAs and for creation of C-CDAs.  Test data is imperative for evaluation of test procedure and methodology.  As has been contributed through prior commenting and Kaizen events, test data has historically been flawed for efficient and effective testing of EMRs.  Please provide an updated draft including test data for public comment.
The test procedure does not include specifics for test tools for interoperability and protocol validation.  We assume edge protocols will be validated using the tools that were released approximately nine months after the 2014R2 final rule.  It is unclear if those tools have been sufficiently tested or commented on prior to final publication.  Please update the test procedure draft with specific tool references and tool availability for comment.
The test procedure as proposed does not include interpretation of "error handling" for "invalid" C-CDAs.  We believe that C-CDA validity should primarily be verified by (a) certification testing and (b) provider implementation and test prior to production use.  Once those activities are complete, vendor systems should handle "errors" appropriately for effective utilization which may not be conventional error handling as implied.  For example, if a C-CDA arrives with an invalid code, the "error handling" may be full availability to view and store textual information received, just with reduced capability to directly reconcile data to coded entries in the system without user intervention.  We assume that the validation of "error handling" will be purely visual inspection of vendor-defined means to allow maximum innovation and support of market defined capabilities.

	§170.315(b)(2) Clinical Information Reconciliation and Incorporation
	The test procedures, including test data, tooling, and expected outcomes, are insufficiently detailed to be considered a viable first draft.  The procedures as written simply repeat the criteria in the NPRM and do not reflect the detail needed to evaluate ONC's and NIST's expectation of criteria interpretation and validation.  The proposed timeline requires that the requirements of the Final Rule be complete at the time of the final rule and, therefore, we request that the test procedures including test data, test tooling, expected outcomes be released in reviewable draft form available for substantive comment prior to the final rule.  Delay in providing a reviewable draft may inadvertently delay the availability of CEHRT and further complicate quality implementations by providers to successfully achieve program outcomes.
Please see NPRM comments regarding the viability of and recommendations for creation, sending, receiving, storing both V1.1 and V2 of the C-CDA.
The procedure as written does not include any draft test data for comment.  Test data is imperative to the completeness of a draft test procedure and our ability to comment on the efficiency and effectiveness of the test.  We assume that the C-CDAs (CCD, Discharge Summary, and Referral Summary) against which we'll test will be provided by the testing authority.  Please update the draft procedure with test data for evaluation and comment prior to the release of the Final Rule.
Test.step 1.1: We request an update to the verification information for clarity/correction of specific validation items.  For example, the procedure states the "last modification date is defined for each list as” but the list does not have a modification date, each item on the list does.  The subsequent bullets imply specific status validation that is not explicitly correct and may cause confusion with the test staff.  For example, problem date definition is "documented or edited" while allergy is "documented, edited or updated" implying (a) a difference between the two, (b) a distinction between edit and update, and (c) ambiguity in "or" in that dates may be discernable as date of documentation or date of edit.  Each item on the list will have a date.  That date reflects the latest information about that item from that source available at the time of CCD generation and the procedure should be corrected to reflect that simply and unambiguously.  Similarly, the medication bullet implies specific states (e.g., prescribed, ordered, dispensed, etc.) and dates that are not individually managed/reported in the EMR or C-CDA and should be corrected for clarity.
Also in this test step, the verification step indicates the system will be verified that it can "display" the current patient record and C-CDA formatted per 205(a)(3) "and separately" the patient record and C-CDA per 205(a)(4).  This statement is ambiguous and should be corrected to indicate, if this requirement stays in the NPRM despite alternative recommendations, that "both" 205(a)(3) and(a)(4) will be verified.  As it is written, it implies that we might have separate displays and reconciliation flows and that would be inappropriate usability for providers. 
Test step 1.2: We seek clarification to the following statement “… duplicates can be consolidated into a single representation” and the associated verification method.  The verification method states "...and any other meants the HIT module may use..." and we request that this be changed to state "...by any other means the HIT module may use..."  The ability for systems to consolidate health information into a single representation is dependent on the quality of health information submitted and level of coding.  Note that test data is not provided for evaluation and comment.   Vendors may approach this process uniquely using existing codification or through vendor proprietary means and, therefore, verification can only be visual inspection of those means venders appropriately determine via market input clinicians and staff experience and manage health information from multiple sources and of different levels of fidelity.
Test steps 1.2 and 1.3:  Per the NPRM requirements and test procedure preamble, we request that these steps make clear that the verification for certification is limited to problems, medication allergies, and medications. Vendor systems may not support update, replacement, or addition of other CCDS elements such as procedures, lab tests, vitals, smoking status, etc.
Test step 1.3.1: We request that the verification method for the reconciled list be corrected to verify a reconciled list per visual inspection of the vendor capability.  The proposed verification method is mandated to be the generation of a C-CDA with the reconciled data, essentially making C-CDA creation a requirement of clinical information reconciliation which is inappropriately modular and unnecessary for efficient and effective validation of Clinical Information Reconciliation.  The vendor might validate a reconciled list with a C-CDA generation or it could show the appropriate EMR view of the resultant list or even a database report.  The criteria validation should not force the method nor require a CIR-certified vendor to also essentially be a C-CDA-creation certified vendor.

	§170.315(b)(3) Electronic Prescribing
	· Please see comments to the NPRM.  This criteria is insufficiently modular to effectively support providers' successful achievement of the MU objectives as they include sub-criteria that providers are not required to use for the MU objectives and measures, require substantial development, do not have a forecast for pharmacy readiness and, therefore will inadvertently delay availability of CEHRT for successful provider implementation in furtherance of the MU program.  We recommend that these sub-criteria be removed or made modularly certified and, therefore, the draft test procedure be updated to reflect this change. 
The test procedures, including test data, tooling, and expected outcomes, are insufficiently detailed to be considered a viable first draft.  The procedures as written simply repeat the criteria in the NPRM and do not reflect the detail needed to evaluate ONC's and NIST's expectation of criteria interpretation and validation.  The proposed timeline requires that the requirements of the Final Rule be complete at the time of the final rule and, therefore, we request that the test procedures including test data, test tooling, expected outcomes be released in reviewable draft form available for substantive comment prior to the final rule.  Delay in providing a reviewable draft may inadvertently delay the availability or CEHRT and further complicate quality implementations by providers to successfully achieve program outcomes. 
Specifically, this procedure is heavily dependent on test data and tools for test efficiency and effectiveness.  No data or tool information is available.  Procedures should consider and accept any other certification required for commercial use of the capabilities; for example, if vendors are required to do commercial verification with SureScripts for commercial use, this certification should be accepted in furtherance of ONC certification.  Test data should reflect the efficient use of EMRs in real flows; e.g., it should not include specific back dated information, specific data that is not required for the specific criteria verification, etc.  Tooling should reflect the standards but also the commercial use of the standards; e.g., do not deviate from standards, implementation guides, tools used for SureScripts verification required.

	§170.315(b)(4) Incorporate Laboratory Tests and Values/Results
	· The test procedure is not specific enough to provide accurate information. The test cases should provide further clarification on acceptable methods for submission of generated reports. We would like to request information regarding whether this is an HL7 transactions that gets generated and processed by the NIST test tool, or is this the output of the test tool?

	§170.315(b)(5) Transmission of Laboratory Test Reports
	· The test procedure is not specific enough to provide accurate information. The test cases should provide further clarification on acceptable methods for submission of generated reports. We would like to request information regarding whether this is an HL7 transactions that gets generated and processed by the NIST test tool, or is this the output of the test tool?

	§170.315(b)(6) Data Portability
	· [bookmark: _GoBack]The test procedures, including test data, tooling, and expected outcomes, are insufficiently detailed to be considered a viable first draft.  The procedures as written simply repeat the criteria in the NPRM which do not reflect the detail needed to evaluate ONC's and NIST's expectation of criteria interpretation and validation.  The proposed timeline requires that the requirements of the Final Rule be complete at the time of the final rule and, therefore, we request that the test procedures including test data, test tooling, and expected outcomes be released in reviewable draft form available for substantive comment prior to the final rule.  Delay in providing a reviewable draft may inadvertently delay the availability of CEHRT and further complicate quality implementations by providers.
·  
· The test procedure as proposed suggests that the ATL/ACB role in certification is simply to watch a vendor demonstrate the capabilities for a user to export and configure export of data and to run the resultant data against a test tool.  In that role, the test method is inefficient and potentially ineffective and we suggest a change to attestation.  Vendors could be required to attest to this criterion by submitting (a) our user documentation on how to perform the function and (b) a passing test report output from the validator tool.  This method would be more efficient and essentially more effective since the transparent user documentation provides more information than does the ATL viewing the creation and supports any surveillance activity. 
· 
· Please see the comments to this criterion in the NPRM.  We disagree with the C-CDA template sub-criteria as proposed.  Some of the templates are applicable in only some cases - some subset of CEHRT modules, some subset of other optional certification criteria (e.g., 170.315(b)(9), etc.).  We ask that the criteria and test procedure be updated to be clear that the porting outputs are the template(s) that are applicable to the CEHRT module under certification and conditional on the criteria to which they are certified.  
· 
· In a similar vein, we disagree with the requirement to generate a specific version of the C-CDA.  Neither the criteria nor the test procedure mandates a specific design of this feature and it may be implemented based on export of existing data (raw or C-CDAs); if that data/C-CDAs were IAW the specifications of v1.1, there should be no requirement to generate v2, additionally, that ability may be impossible.  "Date range" is ambiguous and we interpret it to be date range of the C-CDAs or the data at our discretion and as documented for the providers and ask that the criteria/procedure explicitly state that latitude.  We also request that the criteria/procedure step for configuration and export based on updated note or order be struck.  It is unclear what would be sent in this case and that what might be send would not be duplicative to what is sent via a date range configuration which would substantially complicate receiver requirements to process the data.

	§170.315(b)(7) Data Segmentation for Privacy – send
	No comments

	§170.315(b)(8) Data Segmentation for Privacy – receive
	No comments

	§170.315(b)(9) Care Plan
	No comments

	§170.315(c)(1) Clinical Quality Measures – record and export
	· The test procedures, including test data, tooling, and expected outcomes, are insufficiently detailed to be considered a viable first draft.  The procedures as written simply repeat the criteria in the NPRM and do not reflect the detail needed to evaluate ONC's/NIST's expectation of criteria interpretation and validation.  The proposed timeline requires that the requirements of the Final Rule be complete at the time of the final rule and, therefore, we request that the test procedures including test data, test tooling, expected outcomes be released in reviewable draft form available for substantive comment prior to the final rule.  Delay in providing a reviewable draft may inadvertently delay the availability of CEHRT and further complicate quality implementations by providers to successfully achieve program outcomes. 
Please see the comments to this criterion in the NPRM.  We disagree with the export sub-criteria as proposed.  Systems export their data to CQM calculation engines in various ways and no export standard exists for the scope of this data that does not inappropriately embed CQM calculation logic and/or require providers to possess and implement capabilities not otherwise required for CQMs.  In context of the test procedure, the verification steps further elaborate this requirement to indicate a user can export at any time one or multiple patients including all of the data captured for each and every CQM.  Data export from EMRs is not CQM focused and should not require separate CQM capabilities for providers.  We request that the export, export to standard, and one or more CQM extract for one or more patients be removed. 
Vendors are already successfully supporting providers in the capture of CQM data.  The capture portion of this criterion could be gap certified based on existing certifications and attestation documentation showing providers how the system performs CQM data collection. 
The test procedure for "capture" proposes that the vendor enter all data for each and every CQM.  This is a highly inefficient and ineffective test methodology and we recommend substantial change.  The CQM data is very repetitive and can be more efficiently and effectively tested by demonstration of data entry of each category of data.  CQMs have concepts such as medications administered, diagnoses, etc.  If a vendor can demonstrate how the system is configured to accommodate the category, element type, value set and show entry and availability of a representative value in that category/element, this is sufficient.  
The NPRM and test procedure presume that the source system for CQM data must be certified HIT for capture.  Note that the true source of key data in CQM processing, such as ICD-10 coded diagnosis or anesthesia details originates in systems outside certification (and for whom certification to the entire CQM is inappropriate vs be a data source for all/many CQMs) and that there is no value or associated standards for those systems to "route" that information through the EMR vs. directly to the CQM calculation engine.  While EMR vendors certify to capture in order to show full CQM support, clients are not required to utilize that functionality and may appropriately capture data in its source system and send it directly to the calculation engine.  The capture criteria/test procedure as written drives vendors to either embed their calculation engines into their CQM-certified modules or generate capture flows that might not otherwise be required

	§170.315(c)(2) CQMs – import and calculate
	No comments

	§170.315(c)(4) CQMs – filter
	(4) (iii) (H) 
This could be challenging given the extensive nature of values that may be included in the Problem List.  
(4)(iii) (C)
Filtering methods should include attributes that are inclusive in the QRDA 1 file format.  For this reason, we do not agree that Provider Type should be required as a filtering option.  

	§170.315(d)(1) Authentication, Access, Control, Authorization
	No comments

	§170.315(d)(2) Auditable Events and Tamper-resistance
	No comments

	§170.315(d)(3) Audit Report(s)
	No comments

	§170.315(d)(4) Amendments
	No comments

	§170.315(d)(5) Automatic Access Time-out
	No comments

	§170.315(d)(6) Emergency Access
	No comments

	§170.315(d)(7) End-User Device Encryption
	No comments

	§170.315(d)(8) Integrity
	No comments

	§170.315(d)(9) Accounting of Disclosures
	No comments

	§170.315(e)(1) View, Download, and Transmit to Third Party
	No comments

	§170.315(e)(2) Secure Messaging
	In terms of demonstrating the following "The tester verifies that the message content is encrypted and integrity protected according to FIPS 140–2 Annex A", what method or tool will be used to verify this?

	§170.315(f)(1) Transmission to Immunization Registries
	The test procedure cannot be considered a draft without further availability of test tool information such as a tool prototype or design/requirements document.  Please publish the test tool draft prior to the final rule for comment and readiness with the final rule to avoid inadvertent delay in CEHRT availability to support program deadlines.

	§170.315(f)(2) Transmission to Public Health Agencies – syndromic surveillance
	The test procedure cannot be considered a draft without further availability of test tool information such as a tool prototype or a design requirements document.  Please publish the test tool draft prior to the final rule for comment and readiness with the final rule to avoid inadvertent delay in CEHRT availability to support program deadlines.

	§170.315(f)(3) Transmission to Public Health Agencies – reportable laboratory tests and values/results
	The test procedure cannot be considered a draft without further availability of test tool information such as a tool prototype or a design requirements document.  Please publish the test tool draft prior to the final rule for comment and readiness with the final rule to avoid inadvertent delay in CEHRT availability to support program deadlines.

	§170.315(f)(4) Transmission to Cancer Registries
	No comments

	§170.315(f)(5) Transmission to Public Health Agencies – case reporting
	No comments

	§170.315(f)(6) Transmission to Public Health Agencies – antimicrobial use and resistance reporting
	No comments

	§170.315(f)(7) Transmission to Public Health Agencies – health care surveys
	No comments

	§170.315(g)(1) and (g)(2) Automated Numerator Recording and Automated Measure Calculation
	Stage 3 Percentage-Based Measures – We do not feel the draft test procedures provide enough detail to be useful at this point. Much of the information that helps us understand the intent and adds value is that the testing for (g)(1) and (g)(2) is primarily driven by the test data definitions and, without the test data, it's really not possible to call this a draft test procedure.  It is simply a stating of measurement, numerator and denominator from the Incentive NPRM.  Please provide the draft test data before the Final Rule for comment.

In the past, the test data was not appropriate for EHR test as it was overly complicated, back-dated and not a natural outcome of testing the functional measure.  We do not want to be asked to do anything that is a contrivance from a sound record management perspective, and so should not be required to do any backdating that our application otherwise does not support.  ONC needs to find another way to support the intent when it comes to scenarios that must be entered during live demonstration that are required to reflect data as captured outside of the reporting period.  Running back end ad hoc procedures or programs to manipulate dates on data is invalid, contrived and simply has no place in testing and should just be eliminated as a valid means of showing anything under these test procedures.  

Please consider ONC test Kaizen results when defining the data.

170.315(e)(1) View Download & Transmit – EP/EH/CAH – Further clarification will be needed as to testing of use of API for automated measure.  Will vendor be required to test report using non-API method and then repeat using an “API” method?  Would suggest that automated-measure testing only tests the ability to identify patients to be included in denominator and that data is available and not specifically API or portal method that is certified through other criterion.  

3. Meaningful Use Stage 2 Percentage-Based Measures
4. Meaningful Use Stage 1 Percentage-Based Measures
We do not agree that products submitted for testing to 170.315(g)(2) should be compelled to have to go through live observed testing to Stage 1 and Stage 2 measures if we are seeking to certify a product also certified to 170.314(g)(2) criterion under the 2014 program, especially in light of no proposed changes are made for Stage 1 or Stage 2 measures in 2015 Incentive Rule NPRM.  We should be able to claim gap certification. Additionally, since Stage 2 measures are only valid for 2017 and not valid for 2018 and beyond, we believe this further supports the need to make this a gap certification despite there being no precedent up to now for allowing gap certification of (g)(2) measures.  Furthermore, since only Stage 2 is able to be attested to in 2017, we do not think Stage 1 should even need gap certification.

	§170.315(g)(3) Safety-Enhanced Design
	No comments

	§170.315(g)(4) Quality System management
	No comments

	§170.315(g)(5) Accessibility Technology
	Nothing provided

	§170.315(g)(6) Consolidated CDA Creation Performance
	The test procedures for this requirement in the NPRM seem to line up with the components of this and accurately call out what the performance expectations are.

	§170.315(g)(7) Application Access to Common Clinical Data Set
	The test methodology can only cover the scope of the CEHRT.  The test methodology can not require a vendor to show the API being used by an Application as that would require the vendor to seek an application and perform integration which would either mean the CEHRT vendor must also be an API consumer or be gated by another vendor’s desire and timeline to integration.  The appropriate test method for this is attestation with submission of technical use and terms of use documentation.  

	§170.315(g)(8) Accessibility Centered Design
	No comments

	§170.315(h)(1) Direct Project
	The test procedure cannot be considered a draft without further availability of test tool information such as a tool prototype or design/requirements document.  Please publish the test tool draft prior to the final rule for comment and readiness with the final rule to avoid inadvertent delay in CEHRT availability to support program deadlines.  We request that the test tool used for this procedure be an actual HPD that clients would actually utilize.  We request that if a vendor is Direct Trust certified, further certification is not required.
The test requirements for this requirement are too vague in that the Outcome, the Verification, and the Approach all reference 170.202(a) while not explicitly identifying how they intend to verify that the certification testing has met the requirements of 170.315(h)(1) which references 170.202(a) which references 170.299 which is incorporation by reference to the Applicability Statement for Secure Health Transport v1.1. It would be helpful for this to be more clearly spelled out in the certification testing procedures as well as identifying how they will identify that the connection meets all of the required aspects. The Applicability Statement for Secure Health Transport includes use of Domain names, Addresses, and Associated Certificates, Signed and encrypted Internet Message Format documents, Message Disposition Notification, Trust Verification and Certificate Discovery Through the DNS and LDAP. The test procedures need to be more specific.

	§170.315(h)(2) Direct Project, Edge Protocol, and XDR/XDM
	The test procedure cannot be considered a draft without further availability of test tool information such as a tool prototype or design/requirements document.  Please publish the test tool draft prior to the final rule for comment and readiness with the final rule to avoid inadvertent delay in CEHRT availability to support program deadlines.
Test procedures are very generic and do not provide sufficient details to identify requirements, procedures, or objective review of the outcomes. They are very suspect to interpretation and are not clear on what will or won't meet the certification requirements for this requirement.

	§170.315(h)(3) SOAP Transport and Security Specification and XDR/XDR for Direct Messaging
	The test procedure cannot be considered a draft without further availability of test tool information such as a tool prototype or design/requirements document.  Please publish the test tool draft prior to the final rule for comment and readiness with the final rule to avoid inadvertent delay in CEHRT availability to support program deadlines.

	§170.315(h)(4) Healthcare Provider Directory – query request
	The test procedure cannot be considered a draft without further availability of test tool information such as a tool prototype or design/requirements document.  Please publish the test tool draft prior to the final rule for comment and readiness with the final rule to avoid inadvertent delay in CEHRT availability to support program deadlines.  We request that the test tool used for this procedure be an actual HPD that clients would actually utilize.  We request that if a vendor is Direct Trust certified, further certification is not required.
We request clarification as to standards for certification in section 1.1 and optional 1.2. ONC certification references September, 2014 IHE HPD Profile and test procedures references Healthcare Provider Directory, Trial Implementation, October 13, 2014.

	§170.315(h)(5) Healthcare Provider Directory – query response
	The test procedure cannot be considered a draft without further availability of test tool information such as a tool prototype or design/requirements document.  Please publish the test tool draft prior to the final rule for comment and readiness with the final rule to avoid inadvertent delay in CEHRT availability to support program deadlines.  We request that the test tool used for this procedure be an actual HPD that clients would actually utilize.  We request that if a vendor is Direct Trust certified, further certification is not required.
We request clarification as to standards for certification in section 1.1 and optional 1.2. ONC certification references September, 2014 IHE HPD Profile and test procedures references Healthcare Provider Directory, Trial Implementation, October 13, 2014.

	§170.315(i)(1) Electronic Submission of Medical Documentation
	No comments
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