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Cerner Corporation Feedback  
Test Procedures for 170.314(b)(8) – Transitions of Care 
General Comments

This document only outlines the test procedure using the edge protocol IG and eliminates steps in the previous 2014 CEHRT where the Edge system and HISP certified together as single system.  This makes sense; however, it is inconsistent with the test procedure for VDT which still includes the previous test steps of certifying the Edge system and HISP together.  It is understandable that the use of the edge protocol IG is optional for 2014 CEHRT R2, but confusing in that some test procedures still include the old test steps.  It is also hard to discern based on the test steps in this document, if the previous methodology of certifying Edge systems and HISPs is still required, or if they are optional as well.  ONC should follow a consistent pattern between documents that use the new edge protocol IG.  

The test procedures also confuse what are required vs optional in the Edge Protocols IG.  For example, these procedures imply that Edge systems MUST implement both XDR and SMTP for sending messages to a HISP, where it is only required that an Edge system select on of these protocols (the HISPs are required to implement all edge protocols in the IG).  Another example is the use of the implementation guide for delivery notification.  The Edge protocol IG gives options for tracking messages; however, some required tests steps in this document require the use of the IG for notification delivery.

Other required protocol use are just plain incorrect.  For example, POP3 is not used for sending messages.

Informative Test Description- Page 2

· In addition, they may optionally support one or more of the following edge protocols for sending information to Edge systems.

The context of “they” is confusing.  Does “they” refer to the edge system or the HISP (assuming HISP)?  Also, may consider rewording and using “transport” instead of “sending” when referring to the exchange of data between the HISP and edge.  HISPs do not send data over IMAP4 and POP3 nor do Edge systems send data to HISPs 



over IMAP4 and POP3.  Instead, Edge Systems request data from the HISP via IMAP4 and POP3 (on demand polling vs sending).

Would consider revising using the following text:

“In addition, Edge systems may optionally support one or more of the following edge protocols for transporting information from the HISP:”

Informative Test Description- Page 3

· IHE XDR and SMTP may be used as stand-alone edge protocols but IMAP4 and POP3 must be used in combination with SMTP. SMTP will be used for sending information to HISPs and IMAP4/POP3 will be used for receiving information from HISPs.

The current language is confusing as to when IMAP4/POP3 should be used.  It could be interpreted that IMAP4/POP3 must be used when SMTP is used.  

Would consider revising using the following text to eliminate ambiguity:


“IHE XDR and SMTP may be used as stand-alone edge protocols for both sending and receiving to and from HISPs.  IMAP4 and POP3 may optionally be used for receiving messages from the HISP, however IMAP and POPO3 may only be used when implemented in combination with SMTP.  When using this optional combination, SMTP will be used for sending information to HISPs and IMAP4/POP3 will be used for receiving information from HISPs.”

Informative Test Description- Create- Page 4

· The Tester uploads the referral summary/transition of care document to the Transport Testing Tool to perform validation for C-CDA conformance. Using the Validation Report produced by the Transport Test Tool, the Tester verifies that the Implementation Guide conformance requirements tested are met, and that the named standard vocabularies have been used where applicable for data in the transition of care/referral summary.





· … the Tester verifies that the data rendered in the transmitted C-CDA are complete and accurate…


What is meant by “Implementation Guide conformance requirements?”  What implementation guide is being reference in this statement?  If it is referring to the implementation guide for edge protocols or the Applicability Statement for Secure Health Transport, then why are these being used for a simple “Create” process?  Verifying either of these protocols is out of scope for “Create”.

In the second bullet point, what does “transmitted C-CDA?”  Transmitted how?  Uploaded to the transport test tool via a browser, or via the implementation guide for edge protocols or the Applicability Statement for Secure Health Transport?  See the previous paragraph for comments on using the implementation guide for edge protocols or the Applicability Statement for Secure Health Transport for this step.

Informative Test Description- Send- Page 4

· (Optional) Using the Vendor-identified function(s), the Tester causes the health information in C-CDA format to be transmitted to a third party using the IMAP4 Edge protocol, based on ONC supplied test information.

IMAP4 is not used for sending information from the edge system.  This optional step should be completely removed from the test procedures.


· (Optional) Using the Vendor-identified function(s), the Tester causes the health information in C-CDA format to be transmitted to a third party using the POP3 Edge protocol, based on ONC supplied test information.

POP3 is not used for sending information from the edge system.  This optional step should be completely removed from the test procedures.

· The Tester verifies successful transmission and receipt of the health information, and that the health information can be successfully decrypted.

The purpose of send is to transmit the content from the Edge system to the HISP.  Where is the content “receipt” being validate (Another edge system?)?  





What is the purpose of verifying decryption?  Decryption in this context would only be used execution of the Applicability Statement for Secure Health Transport, which is a function of a HISP, not the edge system or the protocol.  The implementation guide for edge protocols does specify the use of a secure transport (last mile protection) between the edge system and the HISP, but this uses socket level encryption and not payload level encryption.  The check for decryption in this step is meaningless and should be removed.


Would consider revising using the following text:

“The Tester verifies successful transmission of the health information to the HISP”

· Using the Vendor-identified function(s), the Tester verifies that the EHR technology is able to process positive and negative delivery notification messages upon successful or unsuccessful delivery of a message to its intended destination using Edge protocols.

The term "process” is ambiguous.   Furthermore, the generation and transmission of positive and negative delivery notification messages is a function of the HISP.   In some cases, a positive notification message may never be delivered to the sending edge system (this is not a requirement when the implementation guide for notification delivery is not invoked).  

The only requirement of an Edge system to “process” a positive or negative message is merely the ability to receive these messages from the HISP.  These messages may or may not appear in the physician’s ToC workflow nor or they required to.  An ERH may choose to place these notification messages in some other tracking subsystem for reporting purposes.

Would consider revising using the following text:

“Using the Vendor-identifier function(s), the Test verifies that the EHR technology is able to receive positive and negative delivery notification messages upon successful or unsuccessful delivery of a message to its intended destination using the Vendor-identified Edge protocol.”

· The Tester verifies Message Disposition Notification tracking for SMTP/IMAP4/POP3 Edge protocols based on the following
· An Edge system that supports tracking messages for SMTP/IMAP4/POP3 Edge protocols should conform to the Implementation Guide for Delivery Notification in Direct v1.0 and 



· request positive and negative delivery notifications by including a message-id header in the message to be tracked.

This IS NOT how the implementation guide for delivery notification is invoked nor are EHRs required to use the implementation guide for notification delivery to track messages according the edge protocol implementation guide.

The implementation guide for edge protocols allows for two mechanisms of tracking, one being the use of the implementation guide for delivery notification.  The other is simply the monitoring of negative delivery notification.  In the latter case, the sending Edge system assumes that a message reached its final destination unless a negative delivery notification is received.

If the purpose of this test step is to ensure that that the edge system is using the implementation guide for notification delivery, then the guide is invoked by including the following header in the message:

	Disposition-Notification-Options: X-DIRECT-FINAL-DESTINATION-DELIVERY=optional,true


Would consider revising using the following text:

“The Tester verifies Message Disposition Notification tracking for SMTP Edge protocols based on the following:

· An Edge system that supports tracking messages for SMTP Edge protocols via the Implementation Guide for Delivery Notification in 
Direct v1.0 must conform by including the Disposition-Notification-Options: X-DIRECT-FINAL-DESTINATION-DELIVERY=optional,true header in the message to be tracked

· An Edge system that supports tracking messages for SMTP/IMAP4/POP3 Edge protocols via monitoring notifications associated with the sent message must conform by including a message-id header in the message to be tracked.”


· The Tester verifies Message Disposition Notification tracking for IHE XDR Edge protocol based on the following
· An Edge system that needs to track messages for the IHE XDR protocol should request positive and negative delivery notifications 




· via a SOAP header named X-DIRECT–FINAL–DESTINATION-DELIVERY as part of the direct address BLOCK header.

The same statements made in the previous comment are almost identical for this test step. 

Would consider revising using the following text:

“The Tester verifies Message Disposition Notification tracking for IHE XDR Edge protocol based on the following:

· An Edge system that supports tracking messages for IHE XDR Edge protocols via the Implementation Guide for Delivery Notification in 
Direct v1.0 must conform by including a SOAP header named X-DIRECT-FINAL-DESTINATION-DELIVERY with a value of ‘true’ as part of the direct address BLOCK header.  The Edge system MUST also including the MessageID WS-Addressing header in the message to be tracked.

· An Edge system that supports tracking messages IHE XDR Edge protocols via monitoring notifications associated with the sent message must conform by including the MessageID WS-Addressing header in the message to be tracked.”

Informative Test Description- Receive- Page 5


· Using the Vendor-identified function(s), the Tester causes the health information in C-CDA format to be transmitted from the Transport Testing Tool to the EHR using either the IHE XDR Edge protocol or the Edge protocol for SMTP based on ONC-supplied test information

Edge systems are not required to use SMTP to receive health information.   The intent of the MUST statement of an Edge system to support SMTP was for sending information from the Edge system to the HISP.  Section 1.2.4 of the Implementation Guide for Edge Protocols states that SMTP can be used for HISPs to send information from the HISP to the Edge system, but an Edge system is not required to support this (the HISP, however, is required to support this).  

Would consider revising using the following text for the three possibilities of edge protocols for receiving messages (SMTP/IMAP4/POP3):




“Using the Vendor-identified function(s), the Tester causes the health information in C-CDA format to be transmitted from the Transport Testing Tool to the Edge system using one of the following edge protocols:

· XDR protocol
· SMPT protocol
· IMAP4 protocol – In this case the Edge system initiates the request to transmit the data from the HISP to the Edge system.
· POP3 protocol – In this case the Edge system initiates the request to transmit the data from the HISP to the Edge system.

· The Tester verifies that the EHR technology does not accept receipt of messages without a valid trust relationship.

Trust relationships in this context are applicable to HISP to HISP transport and NOT edge protocols.  This step is out of scope and should be removed from the test.


· The Tester verifies that the EHR technology does not accept receipt of messages when sent using an invalid or expired certificate.

Expired or invalid certificates in this context are applicable to HISP to HISP transport and NOT edge protocols.  This step is out of scope and should be removed from the test.

If, however, this step refers to certificates used for Mutual TLS authentication, then it is an appropriate test, but is only valid in protocols that authenticate via Mutual TLS.


· Using the Vendor-identified function(s), the Tester verifies that the EHR technology is able to generate positive and negative delivery notification messages upon successful or unsuccessful receipt of a message using Edge protocols.

Generation of positive and negative delivery notifications are functions of the HISP and not the Edge system.  In fact, the receiving edge system is not aware that the notification messages are even generated.  This step should be removed from the test.  In fact, the following next two steps are not applicable to the receiving Edge system and should be removed from the test.




Normative Test Procedures - Derived Test Requirements – Page 9

· DTR170.314(b)(8) – 2: Send Health Information to a Third Party Using Edge Protocol for IHE XDR profile for Limited Metadata Document Sources as the Edge system

· DTR170.314(b)(8) – 3: Send Health Information to a Third Party Using Edge Protocol for SMTP as the Edge system


In accordance to the implementation guide for edge protocols, the Edge system is only required to implement one of the two edge protocols for sending messages to the HISP.  The test procedures should allow the Edge protocol to choose which edge protocol they will certify to.  The Edge system SHOULD NOT be required to certify to both edge protocols.  HISPs are required to implement all sending edge protocols.




Normative Test Procedures - Derived Test Requirements – Page 9 and 10

· DTR170.314 (b)(8) – 5: Receive Health Information from a Third Party Using Edge Protocol for SMTP as the Edge system.

· DTR170.314(b)(8) – 4: Receive Health Information from a Third Party Using Edge Protocol for IHE XDR profile for Limited Metadata Document Sources as the Edge system

· DTR170.314(b)(8) – 9: Receive Health Information from a Third Party Using Edge Protocol for IMAP4 as an Edge System (Optional)

· DTR170.314(b)(8) – 10: Receive Health Information from a Third Party Using Edge Protocol for POP3 as an Edge System (Optional)


Edge systems are not required to use SMTP to receive health information.   The intent of the MUST statement of an Edge system to support SMTP was for sending information from the Edge system to the HISP.  Section 1.2.4 of the Implementation Guide for Edge Protocols states that SMTP can be used for HISPs to send information from the HISP to the Edge system, but an Edge system is not required to support this (the HISP, however, is required to support this).  

The Edge system should only be required to implement one protocol for receiving messages from the HISP.  HISPs are required to implement all protocols.





Normative Test Procedures - Derived Test Requirements – Page 10

· DTR170.314 (b)(8) – 7: Send Health Information to a Third Party Using Edge Protocol for IMAP4 as an Edge System (Optional).

IMAP4 is not a valid protocol for sending messages from the Edge system.  This “option” should be eliminated.

· DTR170.314 (b)(8) – 7: Send Health Information to a Third Party Using Edge Protocol for POP3 as an Edge System (Optional).

POP3 is not a valid protocol for sending messages from the Edge system.  This “option” should be eliminated.

Normative Test Procedures - Derived Test Requirements – Page 11

· VE170.314 (b)(8) – 2.01: The Vendor shall identify the edge protocol to be use to send health information from the Edge system to the HISP for testing: IHE XDR profile for Limited Metadata Document Sources” edge protocol or an SMTP-focused edge protocol.

This section appears to be specific to XDR ONLY, but the step indicates that the Vendor can choose XDR or SMTP for this section.  The text should indicate that the section if for XDR only.

The Vendor should be given an option of certifying using XDR or SMTP for sending messages, but both should not be required (only one should be required).
[bookmark: _GoBack]Normative Test Procedures - Derived Test Requirements – Page 15

· VE170.314 (b)(8) – 3.01: The Vendor shall identify the edge protocol to be use to send health information from the Edge system to the HISP for testing: IHE XDR profile for Limited Metadata Document Sources” edge protocol or an SMTP-focused edge protocol.

This section appears to be specific to SMTP ONLY, but the step indicates that the Vendor can choose XDR or SMTP for this section.  The text should indicate that the section if for SMTP only.





· VE170.314(b)(8) – 3.03: The Vendor shall identify a username and password for address for PLAIN SASL Authorization to be used

The tests will require both PLAIN SASL and DIGEST-MD5 SASL.


Would consider revising using the following text:

“VE170.314 (b)(8) – 3.03: The Vendor shall identify a username and password for address for PLAIN SASL and DIGEST-MD5 SASL Authorization to be used”

Normative Test Procedures - Derived Test Requirements – Page 16

· TE170.314 (b)(8) – 3.03: …..the username and password identified in VE170.314(b)(8)-3.04 (SMTP-18)

· TE170.314 (b)(8) – 3.04: …..the username and password identified in VE170.314(b)(8)-3.04 (SMTP-18)


Both of these tests steps should refer to the username/password in VE170.314 (b)(8)-3.03.

Normative Test Procedures - Derived Test Requirements – Page 13 and 17

· IN170.314 (b)(8) – 2.07: Using the ONC-provided test data,….
· IN170.314 (b)(8) – 3.08: Using the ONC-provided test data,…

Would it not make more sense to validate the data in the section DTR170.314 (b)(8) – 1: Create Transition of Care/Referral Summary?  The create steps are focused around content, and the send should be focused around edge transport only.  This will also removed redundancy (copy/paste) in the test procedure documentation.






Normative Test Procedures - Derived Test Requirements – Pages 19-26


In regards to the tests for receiving data from the HISP to the Edge system, the Edge should only be required to implement one method for receiving data from the Edge (the HISP MUST implement all four).

 The test procedures should indicate that only one edge protocol need be tested (however multiple could be tested if supported by the Edge system).


· DTR170.314(b)(8) – 7: Send Health Information to a Third Party Using Edge Protocol for IMAP4 as an Edge System/HISP (Optional)

· DTR170.314(b)(8) – 8: Send Health Information to a Third Party Using Edge Protocol for POP3 as an Edge System/HISP (Optional)

POP3 and IMAP4 are not valid protocols for sending data from the Edge system to the HISP.  These items should be removed from the test procedures.
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